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About This Guide

This OmniSwitch AOS Release 6250/6350/6450 Network Configuration Guide describes how to set up and
monitor software features that allows your switch to operate in a live network environment. The software
features described in this manual are shipped standard with your OmniSwitch 6250, 6350, 6450 switches.
These features are used when setting up your OmniSwitch in a network of switches and routers.

Supported Platforms

The information in this guide applies to the following products:
» Omniswitch 6250 Series
¢ Omniswitch 6350 Series
» Omniswitch 6450 Series

Note. This OmniSwitch AOS Release 6250/6350/6450 Network Configuration Guide covers Release 6.7.1,
which is supported on the OmniSwitch 6250, 6350, 6450.

Unsupported Platforms

The information in this guide does not apply to the following products:
»  OmniSwitch 9000 Series

¢ OmniSwitch 6400 Series

¢ OmniSwitch 6600 Family

e OmniSwitch 6800 Family

¢ OmniSwitch 6850 Series

»  OmniSwitch 6855 Series

¢ OmniSwitch (original version with no numeric model name)
»  OmniSwitch 7700/7800

¢ OmniSwitch 8800

» Omni Switch/Router

» OmniStack

*  OmniAccess
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Who Should Read this Manual?

The audience for this user guide is network administrators and IT support personnel who need to
configure, maintain, and monitor switches and routers in a live network. However, anyone wishing to gain
knowledge on how fundamental software features are implemented in the OmniSwitch 6250, 6350, 6450
benefits from the material in this configuration guide.

When Should | Read this Manual?

Read this guide as soon as you are ready to integrate your OmniSwitch into your network and you are
ready to set up advanced routing protocols. You should already be familiar with the basics of managing a
single OmniSwitch as described in the OmniSwitch AOS Release 6250/6350/6450 Switch Management
Guide.

The topics and procedures in this manual assume an understanding of the OmniSwitch stacking, directory
structure, and basic switch administration commands and procedures. This manual helps you set up your
switches to communicate with other switches in the network. The topics in this guide include VLANS,
authentication, and Quality of Service (QoS)—features that are typically deployed in a multi-switch envi-
ronment.

What is in this Manual?

This configuration guide includes information about configuring the following features:
¢ VLANS, VLAN router ports, mobile ports, and VLAN rules.

« Basic Layer 2 functions, such as Ethernet port parameters, source learning, and Spanning Tree, and
Alcatel interswitch protocols (AMAP and GMAP).

« Advanced Layer 2 functions, such as 802.1Q tagging, Link Aggregation, and IP Multicast Switching.
 Basic routing protocols and functions, such as static IP routes, RIP, and DHCP Relay.
« Security features, such as switch access control, authentication servers, and policy management.

« Quality of Service (QoS) and Access Control Lists (ACLs) features, such as policy rules for prioritiz-
ing and filtering traffic, and remapping packet headers.

 Diagnostic tools, such as RMON, port mirroring, and switch logging.
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What is Not in this Manual?

The configuration procedures in this manual use Command Line Interface (CLI) commands in all exam-
ples. CLI commands are text-based commands used to manage the switch through serial (console port)
connections or via Telnet sessions. Procedures for other switch management methods, such as web-based
(WebView or OmniVista) or SNMP, are outside the scope of this guide.

For information on WebView and SNMP switch management methods consult the OmniSwitch AOS
Release 6250/6350/6450 Switch Management Guide. Information on using WebView and OmniVista can
be found in the context-sensitive on-line help available with those network management applications.

This guide provides overview material on software features, how-to procedures, and application examples
that enables you to begin configuring your OmniSwitch. It is not intended as a comprehensive reference to
all CLI commands available in the OmniSwitch. For such a reference to all OmniSwitch 6250, 6350, 6450
commands, refer to the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide.

How is the Information Organized?

Chapters in this guide are broken down by software feature. The titles of each chapter include protocol or
features names (for example, 802.1Q) with which most network professionals are familiar.

Each software feature chapter includes sections that satisfies the information requirements of casual read-
ers, rushed readers, serious detail-oriented readers, advanced users, and beginning users.

Quick Information. Most chapters include a specifications table that lists RFCs and IEEE specifications
supported by the software feature. In addition, this table includes other pertinent information such as mini-
mum and maximum values and sub-feature support. Most chapters also include a defaults table that lists
the default values for important parameters along with the CLI command used to configure the parameter.
Many chapters include a Quick Steps section, which is a procedure covering the basic steps required to get
a software feature up and running.

In-Depth Information. All chapters include overview sections on the software feature as well as on
selected topics of that software feature. Topical sections may often lead into procedure sections that
describe how to configure the feature just described. Serious readers and advanced users will also find the
many application examples, located near the end of chapters, helpful. Application examples include
diagrams of real networks and then provide solutions using the CLI to configure a particular feature, or
more than one feature, within the illustrated network.
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Documentation Roadmap

The OmniSwitch user documentation suite was designed to supply you with information at several critical
junctures of the configuration process. The following section outlines a roadmap of the manuals that helps
you at each stage of the configuration process. Under each stage, we point you to the manual or manuals
that is most helpful to you.

Stage 1: Gaining Familiarity with Basic Switch Functions

Pertinent Documentation: Hardware Users Guide
Switch Management Guide

Once you have your switch up and running, you want to begin investigating basic aspects of its hardware
and software. Information about switch hardware is provided in the Hardware Users Guide. This guide
provide specifications, illustrations, and descriptions of all hardware components, such as chassis, power
supplies, Chassis Management Modules (CMMs), Network Interface (NI) modules, and cooling fans. It
also includes steps for common procedures, such as removing and installing switch components.

The Switch Management Guide is the primary users guide for the basic software features on a single
switch. This guide contains information on the switch directory structure, basic file and directory utilities,
switch access security, SNMP, and web-based management. It is recommended that you read this guide
before connecting your switch to the network.

Stage 2: Integrating the Switch Into a Network

Pertinent Documentation: Network Configuration Guide

When you are ready to connect your switch to the network, you need to learn how the OmniSwitch imple-
ments fundamental software features, such as 802.1Q, VLANS, Spanning Tree, and network routing proto-
cols. The Network Configuration Guide contains overview information, procedures, and examples on how
standard networking technologies are configured in the OmniSwitch.

Anytime

The OmniSwitch CLI Reference Guide contains comprehensive information on all CLI commands
supported by the switch. This guide includes syntax, default, usage, example, related CLI command, and
CLI-to-MIB variable mapping information for all CLI commands supported by the switch. This guide can
be consulted anytime during the configuration process to find detailed and specific information on each
CLI command.
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Related Documentation

User manuals can be downloaded at following

http://enterprise.alcatel-lucent.com/?dept=UserGuides&page=Portal

The following are the titles and descriptions of all the related OmniSwitch 6250, 6350, 6450 user manuals:

OmniSwitch 6250 Hardware Users Guide

Complete technical specifications and procedures for all OmniSwitch 6250 chassis, power supplies,
and fans. Also includes comprehensive information on assembling and managing stacked configura-
tions.

OmniSwitch 6450 Hardware Users Guide

Complete technical specifications and procedures for all OmniSwitch 6450 chassis, power supplies,
and fans. Also includes comprehensive information on assembling and managing stacked configura-
tions.

OmniSwitch 6350 Hardware Users Guide

Complete technical specifications and procedures for all OmniSwitch 6350 chassis, power supplies,
and fans. Also includes comprehensive information on assembling and managing stacked configura-
tions.

OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide

Complete reference to all CLI commands supported on the OmniSwitch 6250, 6350, 6450. Includes
syntax definitions, default values, examples, usage guidelines and CLI-to-MIB variable mappings.

OmniSwitch AOS Release 6250/6350/6450 Switch Management Guide

Includes procedures for readying an individual switch for integration into a network. Topics include
the software directory architecture, image rollback protections, authenticated switch access, managing
switch files, system configuration, using SNMP, and using web management software (WebView).

OmniSwitch AOS Release 6250/6350/6450 Network Configuration Guide

Includes network configuration procedures and descriptive information on all the major software
features and protocols included in the base software package. Chapters cover Layer 2 information
(Ethernet and VLAN configuration), Layer 3 information (routing protocols, such as RIP), security
options (authenticated VLANS), Quality of Service (QoS), and link aggregation.

OmniSwitch AOS Release 6250/6350/6450 Transceivers Guide

Includes information on Small Form Factor Pluggable (SFPs) and 10 Gbps Small Form Factor
Pluggables (XFPs) transceivers.

Technical Tips, Field Notices

Includes information published by Alcatel’s Customer Support group.

AOS Release 6.7.1 Release Notes

Includes critical Open Problem Reports, feature exceptions, and other important information on the
features supported in the current release and any limitations to their support.
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http://enterprise.alcatel-lucent.com/?dept=UserGuides&page=Portal

User Manual CD

Some products are shipped with documentation included on a User Manual CD that accompanies the
switch. This CD also includes documentation for other Alcatel-Lucent Enterprise data products.

All products are shipped with a Product Documentation Card that provides details for downloading docu-
mentation for all OmniSwitch and other Alcatel-Lucent Enterprise data products.

All documentation is in PDF format and requires the Adobe Acrobat Reader program for viewing.
Acrobat Reader freeware is available at www.adobe.com.

Note. To take advantage of the documentation CD’s global search feature, it is recommended that you
select the option for searching PDF files before downloading Acrobat Reader freeware.

To verify that you are using Acrobat Reader with the global search option, look for the following button in

the toolbar:

Note. When printing pages from the documentation PDFs, de-select Fit to Page if it is selected in your
print dialog. Otherwise pages may print with slightly smaller margins.

Technical Support

An Alcatel-Lucent Enterprise service agreement brings your company the assurance of 7x24 no-excuses
technical support. You will also receive regular software updates to maintain and maximize your Alcatel
product’s features and functionality and on-site hardware replacement through our global network of
highly qualified service delivery partners. Additionally, with 24-hour-a-day access to Alcatel’s Service
and Support web page, you’ll be able to view and update any case (open or closed) that you have reported
to Alcatel’s technical support, open a new case or access helpful release notes, technical bulletins, and
manuals. For more information on Alcatel’s Service Programs, see our web page at service.esd.alcatel-
lucent.com, call us at

1-800-995-2696, or email us at ebg_global _supportcenter@al-enterprise.com.

Documentation Feedback

Alcatel-Lucent Enterprise values comments on the quality and usefulness of the documentation. To send
comments on the OmniSwitch documentation use the following email address: ebg_global_supportcen-
ter@al-enterprise.com.

For document identification it's helpful to include the Document Title, Part Number and Revision (which
can be found on the title page) with any comments.
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1 Configuring Ethernet Ports

The Ethernet software is responsible for a variety of functions that support Ethernet and Gigabit Ethernet,
ports on OmniSwitch Series switches. These functions include diagnostics, software loading,
initialization, configuration of line parameters, gathering statistics, and responding to administrative
requests from SNMP or CLI.

In This Chapter

This chapter describes your Ethernet port parameters of the switch, and how to configure them through the
Command Line Interface (CLI). CLI Commands are used in the configuration examples. For more details
about the syntax of commands, see the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide.

Configuration procedures described in this chapter include:

» “Setting Ethernet Parameters for All Port Types” on page 1-7

» “Configuring Flood Rate Limiting” on page 1-9

e “Configuring Digital Diagnostic Monitoring (DDM)” on page 1-12
« “Configuring Energy Efficient Ethernet (802.3az)” on page 1-13

e “Setting Ethernet Combo Port Parameters” on page 1-18

« “Monitoring the Inter-stack Connection” on page 1-23

e “Using TDR Cable Diagnostics” on page 1-24

» “Interface Violation Recovery” on page 1-27

«  “Verifying Ethernet Port Configuration” on page 1-30

For information about CLI commands that can be used to view Ethernet port parameters, see the OmniS-
witch AOS Release 6250/6350/6450 CLI Reference Guide.
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Ethernet Specifications

Configuring Ethernet Ports

Ethernet Specifications

IEEE Standards Supported

802.3 Carrier Sense Multiple Access with Collision Detection
(CSMA/CD)

802.3u (100BaseTX)

802.3ab (1000BaseT)

802.3z (1000Base-X)

802.3ae (10GBase-X)

802.3az (Energy Efficient Ethernet) is:

- not supported on OmniSwitch 6250.

- only supported on copper ports and combo copper ports on
OmniSwitch 6450.

- LLDP feature as per 802.3az is not supported on OmniS-
witch 6450.

Platforms Supported

OmniSwitch 6250, 6350, 6450

MEF 2.0 MEF CE 2.0 Certified
Ports Supported on OmniSwitch Ethernet (10 Mbps)
6250 Fast Ethernet (100 Mbps)

Gigabit Ethernet (1 Gb/1000 Mbps) is supported only on cop-
per combo and uplink ports.

Ports Supported on OmniSwitch
6450

Ethernet (10 Mbps)

Fast Ethernet (100 Mbps)

Gigabit Ethernet (1 Gb/1000 Mbps)

10 Gigabit Ethernet (10 Gb/10000 Mbps)

Ports Supported on OmniSwitch
6350

Ethernet (10 Mbps)
Fast Ethernet (100 Mbps)
Gigabit Ethernet (1 Gb/1000 Mbps).

License Upgrade for
OmniSwitch
6450L (Base Model)

Does not support Gigabit Ethernet (1Gbps) and 10 Gigabit
Ethernet (10 Gbps) ports by default.

Upon License Upgrade, OmniSwitch 6450 L supports

1 Gbps and 10 Gbps ports.

License Upgrade for
OmniSwitch 6450

Supports 1 Gbps ports by default.
Upon License Upgrade, 6450 supports 10 Gbps ports.

Jumbo Frame Configuration

Supported

Maximum Frame Size

1533 Bytes (10/100 Mbps)
9216 Bytes (1/10 Ghps)
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Configuring Ethernet Ports

TDR Specifications

TDR Specifications

Platforms Supported

OmniSwitch 6250 (Normal TDR Test only)
OmniSwitch 6450 (Normal & Extended TDR Test)

Ports Supported

Fast Ethernet (100 Mbps)

Gigabit Ethernet (1 Gb/1000 Mbps)

Non-Combo Copper Ports

TDR Test

Only one TDR test can be executed at a time.

Ethernet Port Defaults

The following table shows Ethernet port default values:

Parameter Description Command Default VValue/Comments
Trap Port Link Messages trap port link Disabled

Interface Configuration flow Up (Enabled)

Flood Only Rate Limiting flow wait time Enable

Multicast Rate Limiting interfaces flood multicast Disable

Peak Flood Rate Configuration

interfaces flood rate

4 Mbps (10 Ethernet)

49 Mbps (100 Fast Ethernet)
496 Mbps (1 Gigabit Ethernet)
997 Mbps (10 Gigabit Ethernet)

Interface Alias

interfaces alias

None configured

Inter-Frame Gap

interfaces ifg

12 bytes

Maximum Frame Size

interfaces max frame

1553 Bytes (10/100 Mbps)
9216 Bytes (1/10 Gbps)

Interface Line Speed

interfaces speed

Copper Ports - Auto
SFP - 1 Gbps
SFP+ - 10Gbps

Duplex Mode

interfaces duplex

Copper Ports - Auto
SFP/SFP+ - Full

Autonegotiation

interfaces autoneg

Copper Ports - Enabled
SFP/SFP+ - Disabled

Crossover interfaces crossover Copper Ports - Auto
SFP/SFP+ - MDI
Flow Control (pause) interfaces pause Disabled
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Ethernet Ports Overview Configuring Ethernet Ports

Ethernet Ports Overview

This chapter describes the Ethernet software CLI commands used for configuring and monitoring the
Ethernet port parameters of the switch. These commands allow you to handle administrative or port-
related requests to and from SNMP, CLI, or WebView.

OmniSwitch Series Combo Ports

The OmniSwitch platforms have ports that are shared between copper 10/100/1000 RJ-45 connections and
SFP connectors, which can accept any qualified SFP transceivers. These ports are known as combo ports
(also sometimes referred to as “hybrid” ports).

You can use either the copper 10/200/1000 port or the equivalent SFP connector, for example, but not both
at the same time. By default, the switch uses the SFP connector instead of the equivalent copper
RJ-45 port. However, if the SFP connector goes down, the equivalent combo port comes up. This can be
used if you want to use the SFP connector as your main link while having a copper link as a backup.

Note. See “Valid Port Settings on OmniSwitch” on page 1-5 for more information on combo ports. In
addition, refer to the OmniSwitch AOS Release 6250/6350/6450 Hardware Users Guide for each type of
switch.

See “Setting Interface Line Speed for Combo Ports” on page 1-18 for more information on configuring
combo ports.

Note: Settings for SFPs are dependent upon the type of transceiver being used. Refer to the
OmniSwitch AOS Release 6250/6350/6450 Transceivers Guide for information on supported SFPs.

OmniSwitch 6450 and OmniSwitch 6250 are now CE 2.0 certified across all four service definitions.
CE 2.0 certification ensures service compliance to specifications and inter-working between vendors by
testing product compliance across the four MEF service types — E-Line, E-LAN, E-Tree and E-Access.

Service providers with any of the Alcatel-Lucent CE 2.0 Certified products deployed can deliver CE 2.0
Certified services for any MEF service type. The CE 2.0 product certification designation applies to the
tested configuration and, through compliance, to currently supported hardware and software in general.
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Configuring Ethernet Ports Ethernet Ports Overview

Valid Port Settings on OmniSwitch

The following table lists the valid speed, duplex, and autonegotiation settings for the different port types:

Port Type User-Specified Port | User-Specified Auto Negotiation
Speed (Mbps) Duplex Supported |Supported?
Supported

RJ-45 auto/10/100/1000 auto/full/half Yes

SFP/SFP+ Dependent Dependent Dependent

Note. TDR Operations is not supported on ports that use copper SFP.

See the OmniSwitch AOS Release 6250/6350/6450 Hardware Users Guide for more information about the
OmniSwitch hardware.

10/100/1000 Crossover Support

By default, automatic crossover between MDI/MDIX (Media Dependent Interface/Media Dependent
Interface with Crossover) media is supported on all the OmniSwitch ports. Therefore, either
straight-through or crossover cable can be used between two ports as long as autonegotiation is
configured on both sides of the link. See “Configuring Autonegotiation and Crossover Settings” on
page 1-16 for more information.

Avutonegotiation Guidelines

The following tables summarize the valid autonegotiation port settings between the OmniSwitch and
another device.

Remote Port OmniSwitch Port | Supported Note

Enabled Enabled Yes

Disabled Enabled No Both sides must
match

Disabled Disabled Yes

Enabled Disabled No Both sides must
match.

OmniSwitch AOS Release 6250/6350/6450 Network Configuration Guide ~ October 2016 page 1-5
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Configuring Ethernet Ports

General Port Settings

Remote Port OmniSwitch Port | Supported Note

Enabled Enabled Yes

Disabled Enabled Yes Supported only for
RCL

Disabled Disabled No Not valid with RCL

Enabled Disabled No Not valid with RCL

Uplink Port Settings - Remote Configuration Download (RCL)

Flow Control and Autonegotiation

PAUSE frames are used to pause the flow of traffic between two connected devices when traffic
congestion occurs. Flow control provides the ability to configure whether the switch honors or transmits

and honors PAUSE frames on an active interface.

This feature is only supported on switch interfaces configured to run in full-duplex mode.

In addition to configuring flow control settings, this feature also works in conjunction with
autonegotiation to determine operational transmit/receive settings for PAUSE frames between two
switches. The operational settings, as shown in the following table, override the configured settings as
long as both autonegotiation and flow control are enabled for the interface:

Configured Configured Configured Configured Operational | Operational
Local Tx Local Rx Remote Tx Remote Rx Local Tx Local Rx
No No No No No No
Yes Yes Yes Yes Yes Yes
Yes No Yes No No No
No Yes No Yes Yes Yes
No No No Yes No No
Yes Yes No No No No
Yes No Yes Yes No No
No Yes Yes No No Yes
No No Yes No No No
Yes Yes No Yes Yes Yes
Yes No No No No No
No Yes Yes Yes Yes Yes
No No Yes Yes No No
Yes Yes Yes No No No
Yes No No Yes Yes No
No Yes No No No No
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Configuring Ethernet Ports Setting Ethernet Parameters for All Port Types

If autonegotiation is disabled, the configured flow control settings are applied to the local interface. See
“Configuring Flow Control on Non-Combo Ports” on page 1-17 and “Configuring Flow Control on
Combo Ports” on page 1-22 for more information.

Setting Ethernet Parameters for All Port Types

The following sections describe how to configure Ethernet port parameters using CLI commands that can
be used on all port types. See “Configuring Digital Diagnostic Monitoring (DDM)” on page 1-12 for
information on configuring non-combo ports and see “Setting Ethernet Combo Port Parameters” on

page 1-18 for more information on configuring combo ports.

Setting Trap Port Link Messages

The trap port link command can be used to enable or disable (the default) trap port link messages on a
specific port, a range of ports, or all ports on a switch (slot). When enabled, a trap message is displayed on
a Network Management Station (NMS) whenever there is a change in the state of the port.

Enabling Trap Port Link Messages

To enable trap port link messages on an entire switch, enter trap followed by the slot number and port
link enable. For example, to enable trap port link messages on all ports on slot 2, enter:

-> trap 2 port link enable

To enable trap port link messages on a single port, enter trap followed by the slot number, a slash (/), the
port number, and port link enable. For example, to enable trap port link messages on slot 2 port 3, enter:

-> trap 2/3 port link enable

To enable trap port link messages on a range of ports, enter trap followed by the slot number, a
slash (/), the first port number, a hyphen (-), the last port number, and port link enable. For example, to
enable trap port link messages ports 3 through 5 on slot 2, enter:

-> trap 2/3-5 port link enable

Disabling Trap Port Link Messages

To disable trap port link messages on an entire switch, enter trap followed by the slot number and port
link disable. For example, to disable trap port link messages on all ports on slot 2, enter:

-> trap 2 port link disable

To disable trap port link messages on a single port, enter trap followed by the slot number, a slash (/), the
port number, and port link disable. For example, to disable trap port link messages on slot 2 port 3, enter:

-> trap 2/3 port link disable

To disable trap port link messages on a range of ports, enter trap followed by the slot number, a
slash (/), the first port number, a hyphen (-), the last port number, and port link disable. For example, to
disable trap port link messages ports 3 through 5 on slot 2, enter:

-> trap 2/3-5 port link disable
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Resetting Statistics Counters

The interfaces no 12 statistics command is used to reset all Layer 2 statistics counters on a specific port, a
range of ports, or all ports on a switch (slot).

To reset Layer 2 statistics on an entire slot, enter interfaces followed by the slot number and no 12
statistics. For example, to reset all Layer 2 statistics counters on slot 2, enter:

-> interfaces 2 no 12 statistics

To reset Layer 2 statistics on a single port, enter interfaces followed by the slot number, a slash (/), the
port number, and no 12 statistics. For example, to reset all Layer 2 statistics counters on port 3 on slot 2,
enter:

-> interfaces 2/3 no 12 statistics

To reset Layer 2 statistics on a range of ports, enter interfaces followed by the slot number, a slash (/), the
first port number, a hyphen (-), the last port number, and no 12 statistics. For example, to reset all Layer 2
statistics counters on ports 1 through 3 on slot 2, enter:

-> interfaces 2/1-3 no 12 statistics

Note. The show interfaces, show interfaces accounting, and show interfaces counters commands can
be used to display Layer 2 statistics (for example, input, and output errors, deferred frames received,
unicast packets transmitted). For information on using these commands, see the OmniSwitch AOS Release
6250/6350/6450 CLI Reference Guide.

Enabling and Disabling Interfaces

The interfaces admin command is used to enable (the default) or disable a specific port, a range of ports,
or all ports on an entire switch (NI module).

To enable or disable an entire slot, enter interfaces followed by the slot number, admin, and the desired
administrative setting (either up or down). For example, to administratively disable slot 2, enter:

-> interfaces 2 admin down

To enable or disable a single port, enter interfaces followed by the slot number, a slash (/), the port
number, admin, and the desired administrative setting (either up or down). For example, to
administratively disable port 3 on slot 2, enter:

-> interfaces 2/3 admin down

To enable or disable a range of ports, enter interfaces followed by the slot number, a slash (/), the first
port number, a hyphen (-), the last port number, admin, and the desired administrative setting (either up or
down). For example, to administratively disable ports 1 through 3 on slot 2, enter:

-> interfaces 2/1-3 admin down
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Configuring Flood Rate Limiting

A traffic storm occurs when packets flood the LAN, creating excessive traffic and degrading network
performance. The traffic storm control feature prevents LAN ports from being disrupted by a broadcast,
multicast or unknown unicast traffic storms on a physical interfaces.

The storm control is implemented with applying the flood rate limiting for broadcast, multicast and
unknown unicast storm. Earlier, single rate limit is shared between the all types of traffic. Now, additional
support of storm control is implemented. In this storm control, individual rate limit can be applied on a
port based on the storm type. Rate limit for each storm type can be enabled and disabled independently.
Rate limit can be configured either in Mbps or PPS or in Percentage.

This storm control is applied on per port basis. Individual rate limit can be applied for each type of flood
traffic (unknown unicast, multicast and broadcast) on a port.

By default, rate-limiting for multicast is disabled on a port; Broadcast and unknown-unicast rate-limiting
enabled on a port. To enable the storm control, use the interfaces flood enable command. For example, to
enable flood rate traffic on slot 4, enter:

-> interfaces 4 flood all enable
Similarly, to disable the strom control, use the command as follows:
-> interfaces 4 flood all disable

To configure the rate limit based on storm type, use the interfaces flood rate command. For example, to
configure the rate limit on slot 4, enter:

-> interfaces 4 flood broadcast rate pps 500

Similarly, you can configure the individual rate limit for each storm type like unknown-unicast and multi-
cast. For more information, see the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide.

Note that, by default,

« 4Mbps rate limit shall be applied for 10 Mbps port for all storm type.

e 49Mbps rate limit shall be applied for 100 Mbps port for all storm type.
« 496Mbps rate limit shall be applied for 1G port for all storm type.

e 997Mbps rate limit shall be applied for 10G port for all storm type.

Displaying Strom Control Details

The show interfaces flood rate command is used to display TDR test statistics. For example:

-> show interfaces 4 flood rate

Slot/ Bcast Bcast Bcast Ucast Ucast Ucast Mcast Mcast Mcast
Port Value Type Status Value Type Status Value Type Status
----- ot
4/1 496 mbps enable 496 mbps enable 496 mbps disable
4/2 49 mbps enable 49 mbps enable 49 mbps disable
4/3 49 mbps enable 49 mbps enable 49 mbps disable

The configured flood rate can be displayed for specific interface and also for a range of ports. For more
information, see the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide.
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Configuring the Peak Flood Rate Value

A traffic storm occurs when packets flood the LAN, creating excessive traffic and degrading network
performance. The traffic storm control feature prevents LAN ports from being disrupted by a broadcast,
multicast, or unknown unicast traffic storms on a physical interfaces.

The following describes the AOS implementation of storm control:

The interfaces flood rate command configures a maximum ingress flood rate value and minimum
ingress low threshold value for an interface. This peak flood rate value is applied to flooded (unknown
unicast - destination MAC address is unknown, broadcast - destination MAC address is
FF:FF:FF:FF:FF:FF and multicast traffic - Destination MAC address is multicast address) traffic.

The threshold types supported are - Mega bits per second, Packet per second, and % of the port speed.
Storm control threshold cannot be accurate as its hardware dependent.

It is possible to configure flood rate equal to the line speed. But it is recommended that you always
configure the flood rate less than the line speed.

The incoming traffic level is monitored and compared with the configured high (rate limit) and low
threshold values. This comparison is per port per traffic basis. This will be an average value for a span
of five seconds.

When the incoming traffic flow on a port exceeds the configured high threshold value, the storm has to
be controlled. This can be done by either rate limiting the traffic or blocking the traffic on that port.
The traffic storm control continues to monitor the incoming traffic level even for the blocked/violated
port. When the traffic on the violated port reaches the configured low threshold value, the port state is
reset to normal state. If the low threshold is not configured, the port remains in violated state.

By default, the following peak flood rate values are used for limiting the rate at which traffic is flooded
on a switch port:

parameter default
Mbps (10 Ethernet) 4

Mbps (100 Fast Ethernet) 49
Mbps (Gigabit Ethernet) 496

Mbps (10 Gigabit Ethernet) 997

Note. The default value for low threshold is ‘0’. This means, by default, auto recovery is not enabled. It
will be enabled only by configuring low threshold.
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To change the peak flood rate for broadcast traffic for an entire slot, enter interfaces followed by the slot
number, flood broadcast rate, and the flood rate in megabits. For example, to configure the peak flood
rate on slot 2 as 49 megabits, enter:

-> interfaces 2 flood broadcast rate mbps 49

To change the peak flood rate for all traffic types for a single port, enter interfaces followed by the slot
number, a slash (/), the port number, flood all rate, and the flood rate in megabits. For example, to config-
ure the peak flood rate on port 3 on slot 2 as 49 megabits, enter:

-> interfaces 2/3 flood all rate mbps 49

To change the peak flood rate for all traffic types for a range of ports, enter interfaces followed by the slot
number, a slash (/), the first port number, a hyphen (-), the last port number, flood all rate, and the flood
rate in megabits. For example, to configure the peak flood rate on ports 1 through 3 on slot 2 as 49 mega-
bits, enter:

-> interfaces 2/1-3 flood all rate mbps 42

To change the peak flood rate and low threshold for all traffic types for an entire slot, enter interfaces
followed by the slot number, flood all rate, peak flood rate value in megabits. For example, to configure
the peak flood rate on slot 2 with peak flood rate and low threshold values as 49 megabits and 40 mega-
bits, enter:

-> interfaces 2 flood all rate mbps 49

To specify the type of traffic eligible for rate limiting, see “Configuring a Port Alias” on page 1-12 and
“Configuring a Port Alias” on page 1-12 for more information.
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Configuring a Port Alias

The interfaces alias command is used to configure an alias (that is, description) for a single port. (You
cannot configure an entire switch or a range of ports.) To use this command, enter interfaces followed by
the slot number, a slash (/), the port number, alias, and the text description, which can be up to 64
characters long.

For example, to configure an alias of “ip_phonel” for port 3 on slot 2 enter:

-> interfaces 2/3 alias ip_phonel

Note. Spaces must be contained within quotes (for example, “IP Phone 1”).

Configuring Maximum Frame Sizes

The interfaces max frame command can be used to configure the maximum frame size (in bytes) on a
specific port, a range of ports, or all ports on a switch. Maximum values for this command range from
1518 bytes (Ethernet packets) for Ethernet or Fast Ethernet ports to 9216 bytes (Gigabit Ethernet packets)
for Gigabit Ethernet ports.

To configure the maximum frame size on an entire slot, enter interfaces followed by the slot number, max
frame, and the frame size in bytes. For example, to set the maximum frame size on slot 2 to 9216 bytes,
enter:

-> interfaces 2 max frame 9216

To configure the maximum frame size on a single port, enter interfaces followed by the slot number, a
slash (/), the port number, max frame, and the frame size in bytes. For example, to set the maximum
frame size on port 3 on slot 2 to 9216 bytes, enter:

-> interfaces 2/3 max frame 9216

To configure the maximum frame size on a range of ports, enter interfaces followed by the slot number, a
slash (/), the first port number, a hyphen (-), the last port number, max frame, and the frame size in bytes.
For example, to set the maximum frame size on ports 1 through 3 on slot 2 to 9216 bytes, enter:

-> interfaces 2/1-3 max frame 9216

Configuring Digital Diagnostic Monitoring (DDM)

Digital Diagnostics Monitoring allows the switch to monitor the status of a transceiver by reading the
information contained on the transceiver's EEPROM. The transceiver can display Actual, Warning-Low,
Warning-High, Alarm-Low and Alarm-High for the following:

« Temperature

e Supply Voltage
» Current

» Output Power

* Input Power
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To enable the DDM capability on the switch use the interfaces transceiver ddm command. For example,
enter:

-> interfaces transceiver ddm enable

Note. In order to take advantage of the DDM capability, the transceiver must support the DDM functional-
ity. Not all transceivers support DDM, refer to the Transceivers Guide for additional DDM information.

Configuring Energy Efficient Ethernet (802.3az)

Energy Efficient Ethernet (EEE) is a protocol to allow ports to operate in idle or low power mode when
there is no traffic to send. When EEE is enabled on a port it will advertise its EEE capability to its link
partner. If the partner supports EEE they will operate in EEE mode. If the partner does not support EEE
the ports will operate in legacy mode. This allows EEE capable switches to be deployed in existing
networks avoiding backward compatibility issues.

« EEE is only applicable to OmniSwitch 6450 copper/combo-copper ports operating at 100/2000 Mbps
speed.

e The LLDP option in IEEE 802.3az standard is not currently supported.
To enable the EEE capability on the switch use the interfaces eee command. For example, enter:

-> interfaces 1/1 eee enable

OmniSwitch AOS Release 6250/6350/6450 Network Configuration Guide ~ October 2016 page 1-13



Setting Ethernet Parameters for Non-Combo Ports Configuring Ethernet Ports

Setting Ethernet Parameters for Non-Combo Ports

The following sections describe how to use CLI commands to configure non-combo ports. (See the tables
in “Valid Port Settings on OmniSwitch” on page 1-5 for more information.)

Setting Interface Line Speed

The interfaces speed command is used to set the line speed on a specific port, a range of ports, or all ports
on an entire switch (slot) to one of the following parameter values:

e 10 (10 Mbps Ethernet)
« 100 (100 Mbps Fast Ethernet)
« 1000 (1000 Mbps Fast Ethernet)

« auto (auto-sensing, which is the default)—The auto setting automatically detects and matches the line
speed of the attached device.

The available settings for the interfaces speed command depends on the available line speeds of your
hardware interface. See “Valid Port Settings on OmniSwitch” on page 1-5 for more information.

To set up a speed and duplex on a port, autonegotiation must be disabled.
-> interfaces 2 autoneg disable

To set the line speed on an entire switch, enter interfaces followed by the slot number and the desired
speed. For example, to set slot 2 to 100 Mbps, enter:

-> interfaces 2 speed 100

To set the line speed on a single port, enter interfaces followed by the slot number, a slash (/), the port
number, and the desired speed. For example, to set the line speed on slot 2 port 3 at 100 Mbps, enter:

-> interfaces 2/3 speed 100

To set the line speed on a range of ports, enter interfaces followed by the slot number, a slash (/), the first
port number, a hyphen (-), the last port number, and the desired speed. For example, to set the line speed
on ports 1 through 3 on slot 2 at 100 Mbps, enter:

-> interfaces 2/1-3 speed 100

Configuring Duplex Mode

The interfaces duplex command is used to configure the duplex mode on a specific port, a range of ports,
or all ports on a switch (slot) to full (full duplex mode, which is the default on fiber ports), half (half
duplex mode), and auto (autonegotiation, which is the default on copper ports). (The Auto option causes
the switch to advertise all available duplex modes (half/full/both) for the port during autonegotiation.) In
full duplex mode, the interface transmits and receives data simultaneously. In half duplex mode, the
interface can only transmit or receive data at a given time.

Note. The Auto option sets both the duplex mode and line speed settings to autonegotiation.
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To set up a speed and duplex on a port, autonegotiation must be disabled.
-> interfaces 2 autoneg disable

To configure the duplex mode on an entire slot, enter interfaces followed by the slot number, duplex, and
the desired duplex setting (auto, full, or half). For example, to set the duplex mode on slot 2 to full, enter:

-> interfaces 2 duplex full

To configure the duplex mode on a single port, enter interfaces followed by the slot number, a slash (/),
the port number, duplex, and the desired duplex setting (auto, full, or half). For example, to set the
duplex mode on port 3 on slot 2 to full, enter:

-> interfaces 2/3 duplex full

To configure the duplex mode on a range of ports, enter interfaces followed by the slot number, a slash
(N, the first port number, a hyphen (-), the last port number, duplex, and the desired duplex setting (auto,
full, or half). For example, to set the duplex mode on ports 1 through 3 on slot 2 to full, enter:

-> interfaces 2/1-3 duplex full

Configuring Inter-frame Gap Values

Inter-frame gap is a measure of the minimum idle time between the end of one-frame transmission and the
beginning of another. By default, the inter-frame gap is 12 bytes. The interfaces ifg command can be used
to configure the inter-frame gap value (in bytes) on a specific port, a range of ports, or all ports on a
switch (slot). Values for this command range from 9 to 12 bytes.

Note. This command is only valid on Gigabit ports.

To configure the inter-frame gap on an entire slot, enter interfaces, followed by the slot number, ifg, and
the desired inter-frame gap value. For example, to set the inter-frame gap value on slot 2 to 10 bytes,
enter:

-> interfaces 2 ifg 10

To configure the inter-frame gap on a single port, enter interfaces, followed by the slot number, a slash
(), the port number, ifg, and the desired inter-frame gap value. For example, to set the inter-frame gap
value on port 20 on slot 2 to 10 bytes, enter:

-> interfaces 2/20 ifg 10

To configure the inter-frame gap on a range of ports, enter interfaces, followed by the slot number, a slash
(), the first port number, a hyphen (-), the last port number, ifg, and the desired inter-frame gap value. For
example, to set the inter-frame gap value on ports 20 through 22 on slot 2 to 10 bytes, enter:

-> interfaces 2/20-22 ifg 10
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Configuring Autonegotiation and Crossover Settings

The following subsections describe how to enable and disable autonegotiation (see “Enabling and
Disabling Autonegotiation” on page 1-16) and configure crossover settings (see “Configuring Crossover
Settings” on page 1-16).

Enabling and Disabling Autonegotiation

By default, autonegotiation is enabled. To enable or disable autonegotiation on a single port, a range of
ports, or an entire slot, use the interfaces autoneg command. (See “Configuring Crossover Settings” on
page 1-16 and “Setting Ethernet Combo Port Parameters” on page 1-18 for more information).

To enable or disable autonegotiation on an entire switch, enter interfaces, followed by the slot number,
autoneg, and either enable or disable. For example, to enable autonegotiation on slot 2, enter:

-> interfaces 2 autoneg enable

To enable or disable autonegotiation on a single port, enter interfaces, followed by the slot number, a
slash (/), the port number, autoneg, and either enable or disable. For example, to enable autonegotiation
on port 3 on slot 2, enter:

-> interfaces 2/3 autoneg enable

To enable or disable autonegotiation on a range of ports, enter interfaces, followed by the slot number, a
slash (/), the first port number, a hyphen (-), the last port number, autoneg, and either enable or disable.
For example, to enable autonegotiation on ports 1 through 3 on slot 2, enter:

-> interfaces 2/1-3 autoneg enable

Note. Refer to “Autonegotiation Guidelines” on page 1-5 for guidelines on configuring
autonegotiation.

Configuring Crossover Settings

To configure crossover settings on a single port, a range of ports, or an entire slot, use the
interfaces crossover command. If autonegotiation is disabled, auto MDIX, auto speed, and auto duplex
are not accepted.

Setting the crossover configuration to auto configures the interface or interfaces to detect crossover
settings automatically. Setting crossover configuration to mdix configures the interface or

interfaces for MDIX (Media Dependent Interface with Crossover), which is the standard for hubs and
switches. Setting crossover to mdi configures the interface or interfaces for MDI (Media Dependent Inter-
face), which is the standard for end stations.

To configure crossover settings on an entire switch, enter interfaces, followed by the slot number,
crossover, and the desired setting. For example, to set the crossover configuration to auto on slot 2, enter:

-> interfaces 2 crossover auto

To configure crossover settings on a single port, enter interfaces, followed by the slot number, a slash (/),
the port number, crossover, and the desired setting. For example, to set the crossover configuration to auto
on port 3 on slot 2, enter:

-> interfaces 2/3 crossover auto
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To configure crossover settings on a range of ports, enter interfaces, followed by the slot number, a slash
(/), the first port number, a hyphen (-), the last port number, crossover, and the desired setting. For
example, to set the crossover configuration to auto on ports 1 through 3 on slot 2, enter:

-> interfaces 2/1-3 crossover auto

Configuring Flow Control on Non-Combo Ports

The interfaces pause command is used to configure flow control (pause) settings for non-combo ports
that run in full duplex mode. Configuring flow control is done to specify whether an interface honors or
transmits and honors PAUSE frames. PAUSE frames are used to pause the flow of traffic temporarily
between two connected devices to help prevent packet loss when traffic congestion occurs between
switches.

If both autonegotiation and flow control are enabled for an interface, then autonegotiation
determines how the interface processes PAUSE frames. See “Flow Control and Autonegotiation” on
page 1-6 for more information. If autonegotiation is disabled but flow control is enabled, then the
configured flow control settings apply.

By default, flow control is disabled. To configure flow control for one or more ports, use the interfaces
pause command with one of the following parameters to specify how PAUSE frames are processed:

« rx—Allow the interface to honor PAUSE frames from peer switches and stop sending
traffic temporarily to the peer. Do not transmit PAUSE frames to peer switches.

» tx-and-rx—Transmit and honor PAUSE frames when traffic congestion occurs between peer switches.

For example, the following command configures ports 1/1 through 1/10 to transmit and honor PAUSE
frames:

-> interfaces 1/1-10 pause tx-and-rx

To disable flow control for one or more ports, specify the disable parameter with the interfaces pause
command. For example:

-> interfaces 1/10 pause disable

For more information about the interfaces pause command syntax, see the “Ethernet Port Commands”
chapter in the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide.
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Setting Ethernet Combo Port Parameters

The following sections describe how to use CLI commands to configure combo ports on an OmniSwitch

Setting Interface Line Speed for Combo Ports

The interfaces hybrid speed command is used to set the line speed on a specific combo port, a range of
combo ports, or all combo ports on an entire switch (slot) to one of the following parameter values:

e 10 (10 Mbps Ethernet)
« 100 (100 Mbps Fast Ethernet)
« 1000 (1000 Mbps Gigabit Ethernet, which is the default for combo SFP connectors)

¢ auto (auto-sensing, which is the default for combo 10/100/1000 ports)—The auto setting
automatically detects and matches the line speed of the attached device.

Available settings for the interfaces hybrid speed command depend on the available line speeds of your
hardware interface. See “Valid Port Settings on OmniSwitch” on page 1-5 for more information.

Note. In the interfaces hybrid speed command, the copper keyword is used to configure the copper
RJ-45 10/100/1000 port while the fiber keyword is used to configure the fiber SFP connectors.

To set the line speed for all combo ports on an entire switch, enter interfaces, followed by the slot
number, hybrid, either fiber or copper, and the desired speed. For example, to set all combo copper ports
on slot 2 to 100 Mbps, enter:

-> interfaces 2 hybrid copper speed 100

Note. Using the interfaces hybrid speed command to set all combo ports on a switch does not affect the
configurations of the non-combo ports.

To set the line speed on a single combo port, enter interfaces, followed by the slot number, a slash (/), the
combo port number, hybrid, either fiber or copper, and the desired speed. For example, to set the line
speed on slot 2 combo copper RJ-45 port 25 to 100 Mbps, enter:

-> interfaces 2/25 hybrid copper speed 100

To set the line speed on a range of combo ports, enter interfaces, followed by the slot number, a slash (/),
the first combo port number, a hyphen (-), the last combo port number, hybrid, either fiber or copper, and
the desired speed. For example, to set the line speed on combo copper ports 25 through 26 on slot 2 to 100
Mbps, enter:

-> interfaces 2/25-26 hybrid copper speed 100
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Configuring Duplex Mode for Combo Ports

The interfaces hybrid duplex command is used to configure the duplex mode on a specific combo port, a
range of combo ports, or all combo ports on a switch (slot) to full (full duplex mode, which is the default
for 100 Mbps fiber SFP and 1 Gbps fiber SFP), half (half duplex mode), auto (auto-negotiation, which is
the default for copper RJ-45 ports). (The Auto option sets both the duplex mode and line speed settings to
autonegotiation.) In full duplex mode, the interface transmits and receives data simultaneously. In half
duplex mode, the interface can only transmit or receive data at a given time. (Available settings for this
command depend on the available line speeds of your hardware interface. See “Valid Port Settings on
OmniSwitch” on page 1-5 for more information.)

Note. In the interfaces hybrid duplex command the copper keyword is used to configure the copper
RJ-45 10/100/1000 port while the fiber keyword is used to configure the fiber SFP connector.

To configure the duplex mode on an entire slot, enter interfaces, followed by the slot number, hybrid,
either fiber or copper, duplex, and the desired duplex setting (auto, full, or half). For example, to set the
duplex mode on all fiber combo ports on slot 2 to full, enter:

-> interfaces 2 hybrid fiber duplex full

Note. Using the interfaces hybrid duplex command to set all combo ports on a switch does not affect the
configurations of the non-combo ports.

To configure the duplex mode on a single combo port, enter interfaces, followed by the slot number, a
slash (/), the combo port number, hybrid, either fiber or copper, duplex, and the desired duplex setting
(auto, full, or half). For example, to set the duplex mode on the fiber combo port 23 on slot 2 to full,
enter:

-> interfaces 2/25 hybrid fiber duplex full

To configure the duplex mode on a range of combo ports, enter interfaces, followed by the slot number, a
slash (/), the first combo port number, a hyphen (-), the last combo port number, hybrid, either fiber or
copper, duplex, and the desired duplex setting (auto, full, or half). For example, to set the duplex mode
on fiber combo ports 25 through 26 on slot 2 to full, enter:

-> interfaces 2/25-26 hybrid fiber duplex full
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Configuring Autonegotiation and Crossover for Combo Ports

The following subsections describe how to enable and disable autonegotiation (see “Enabling and
Disabling Autonegotiation for Combo Ports” on page 1-20) and configure crossover settings (see
“Configuring Crossover Settings for Combo Ports” on page 1-21) on combo ports.

Enabling and Disabling Autonegotiation for Combo Ports

By default, autonegotiation is enabled. To enable or disable autonegotiation on a single combo port, a
range of combo ports, or all combo ports on an entire switch (slot), use the interfaces hybrid autoneg
command. (See “Configuring Crossover Settings for Combo Ports” on page 1-21 for more information).

Note. In the interfaces hybrid autoneg command, the copper keyword is used to configure the copper
RJ-45 10/100/1000 port while the fiber keyword is used to configure the fiber SFP connector.

To enable or disable autonegotiation on all combo ports in an entire switch, enter interfaces, followed by
the slot number, hybrid, either fiber or copper, autoneg, and either enable or disable. For example, to
enable autonegotiation on all copper combo ports on slot 2, enter:

-> interfaces 2 hybrid copper autoneg enable

Note. Using the interface hybrid autoneg command to set all combo ports on a switch does not affect the
configurations of the non-combo ports.

To enable or disable autonegotiation on a single combo port, enter interfaces, followed by the slot
number, a slash (/), the combo port number, hybrid, either fiber or copper, autoneg, and either enable or
disable. For example, to enable autonegotiation on copper combo port 25 on slot 2, enter:

-> interfaces 2/25 hybrid copper autoneg enable

To enable or disable autonegotiation on a range of combo ports, enter interfaces, followed by the slot
number, a slash (/), the first combo port number, a hyphen (-), the last combo port number, hybrid, either
fiber or copper, autoneg, and either enable or disable. For example, to enable autonegotiation on copper
combo ports 25 through 26 on slot 2, enter:

-> interfaces 2/25-26 hybrid copper autoneg enable

As an option, you can document the interface type by entering ethernet, fastethernet, or gigaethernet
before the slot number. For example, to enable autonegotiation on copper combo port 23 on slot 2 and
document the combo port as Gigabit Ethernet, enter:

-> interfaces gigaethernet 2/23 hybrid copper autoneg enable

Note. Refer to “Autonegotiation Guidelines” on page 1-5 for guidelines on configuring
autonegotiation.

page 1-20 OmniSwitch AOS Release 6250/6350/6450 Network Configuration Guide ~ October 2016



Configuring Ethernet Ports Setting Ethernet Combo Port Parameters

Configuring Crossover Settings for Combo Ports

To configure crossover settings on a single combo port, a range of combo ports, or all combo ports in an
entire switch (slot), use the interfaces hybrid crossover command. If autonegotiation is disabled, auto
MDIX, auto speed, and auto duplex are not accepted.

Note. In the interfaces hybrid crossover command, the copper keyword is used to configure the copper
RJ-45 10/100/1000 port.

Setting the crossover configuration to auto configures the interface or interfaces to detect crossover
settings automatically. Setting crossover configuration to mdix configures the interface or interfaces for
MDIX (Media Dependent Interface with Crossover), which is the standard for hubs and switches. Setting
crossover to mdi configures the interface or interfaces for MDI (Media Dependent Interface), which is the
standard for end stations.

To configure crossover settings for all combo ports on an entire switch, enter interfaces, followed by the
slot number, hybrid, copper, crossover, and the desired setting. For example, to set the crossover
configuration to auto on for all copper combo ports slot 2, enter:

-> interfaces 2 hybrid copper crossover auto

Note. Using the interface hybrid crossover command to set all combo ports on a switch does not affect
the configurations of the non-combo ports.

To configure crossover settings on a single combo port, enter interfaces, followed by the slot number, a
slash (/), the combo port number, hybrid, copper, crossover, and the desired setting. For example, to set
the crossover configuration to auto on copper combo port 23 on slot 2, enter:

-> interfaces 2/25 hybrid copper crossover auto

To configure crossover settings on a range of combo ports, enter interfaces, followed by the slot number,
a slash (/), the first combo port number, a hyphen (-), the last combo port number, hybrid, copper,
crossover, and the desired setting. For example, to set the crossover configuration to auto on copper
combo ports 25 through 26 on slot 2, enter:

-> interfaces 2/25-26 hybrid copper crossover auto
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Configuring Flow Control on Combo Ports

The interfaces hybrid pause command is used to configure flow control (pause) settings for combo ports
that run in full duplex mode. Configuring flow control is done to specify whether or not an interface
honors or both transmits and honors PAUSE frames. PAUSE frames are used to pause the flow of traffic
temporarily between two connected devices to help prevent packet loss when traffic congestion occurs
between switches.

If both autonegotiation and flow control are enabled for an interface, then autonegotiation
determines how the interface processes PAUSE frames. See “Flow Control and Autonegotiation” on
page 1-6 for more information. If autonegotiation is disabled but flow control is enabled, then the
configured flow control settings apply.

By default, flow control is disabled. To configure flow control for one or more ports, use the interfaces
hybrid pause command with one of the following parameters to specify how PAUSE frames are
processed:

« rx—Allow the interface to honor PAUSE frames from peer switches and temporarily stop sending
traffic to the peer. Do not transmit PAUSE frames to peer switches.

e tx-and-rx—Transmit and honor PAUSE frames when traffic congestion occurs between peer switches.

Note. In the interfaces hybrid pause command, the copper keyword is used to configure the copper
RJ-45 10/100/1000 port while the fiber keyword is used to configure the fiber SFP connector.

For example, the following command configures port 1/25 to transmit and honor PAUSE frames:

-> interfaces 1/25 hybrid fiber pause tx-and-rx

To disable flow control, use the disable parameter with the interfaces hybrid pause command.
For example:

-> interfaces 1/25 hybrid fiber pause disable

For more information about the interfaces hybrid pause command syntax, see the “Ethernet Port
Commands” chapter in the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide.
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Monitoring the Inter-stack Connection

The status, statistics, and counters of the stacking links (if the switch is stackable) can be monitored using
the following CLI commands:

« show stacking interfaces: Displays the general interface information for the stacking ports.

« show stacking interfaces status: Displays the interface line settings (for example, speed, and mode) for
the stacking ports.

« show stacking interfaces counters: Displays the interface counter information (for example, unicast,
broadcast, and multi-cast packets received or transmitted) for the stacking ports.

« show stacking interfaces counters errors: Displays the interface error frame information for the stack-
ing ports.

For more information on the inter-stack monitoring commands, see the “Ethernet Port Commands” chap-
ter in the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide.

Clearing the L2 Statistics for Stacking Ports
The L2 statistics for the stacking ports can be cleared. For example:
-> stacking interfaces 1/52 no 12 statistics

The L2 statistics for the slot/port 1/52 is cleared.
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Using TDR Cable Diagnostics

Time Domain Reflectometry (TDR) is a feature that is used to detect cable faults. This feature is best
deployed in networks where service providers and system administrators want to quickly diagnose the
state of a cable during outages, before proceeding with further diagnosis.

Extended TDR is a feature that is used to know the attached cable characteristics. It is implemented by
monitoring the transmitted signals amplitude received from the link partner.

Both the tests are used to find out different parameter of a cable under different scenarios.

When a TDR test is initiated, a signal is sent down a cable to determine the distance to a break or other
discontinuity in the cable path. The length of time it takes for the signal to reach the break and return is
used to estimate the distance to the discontinuity.

Initiating a TDR Cable Diagnostics Test

Consider the following guidelines before initiating a TDR test:

Only one test can run at any given time, and there is no way to stop a test once it has started.

The TDR test runs an “out-of-service” test; other data and protocol traffic on the port is interrupted
when the test is active.

TDR is supported only on copper ports and not on fiber or stacking ports.
TDR is not supported on Link aggregate ports.

Each time a TDR test is run, statistics from a test previously run on the same port are cleared.

A TDR test is initiated using the interfaces tdr-test-start CLI command For example, the following
command starts the test on port 2/1:

-> interfaces 2/1 tdr-test-start

The TDR Test (CLIs related to TDR-Test) can run on both OS 6250 and OS 6450 platforms. While the
Extended-TDR Test (CLIs related to Extended-TDR Test) can run only on a switch with 1 GIG link
capability (OS 6450).

Extended TDR is a feature that is used to know the attached cable characteristics. It is implemented by
monitoring the transmitted signals amplitude received from the link partner. Both the tests are used to
find out different parameter of a cable under different scenarios. These Cable Diagnostic feature are
supported and are integrated into the CPSS SDK.

The Extended-TDR Test results (cable-length) between different pairs and between multiple readings
within each pair can vary based on the link partner’s differential voltage and temperature conditions of
the device under test. If the same cable is measured several times, occasionally there can be a major
deviation in the reading exceeding +/- 10 meters.

A Extended-TDR test is initiated using the interfaces tdr-extended-test-start CLI command.
For example, the following command starts the test on port 2/1:

-> interfaces 2/1 tdr-extended-test-start
Extended TDR can work only when the gigabit link is established between the two link partners.

Extended TDR operations cannot be performed on fiber, stacking and combo ports.
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Displaying TDR Test Results

The show interfaces tdr-statistics command is used to display TDR test statistics. For example:

-> show interfaces 1/3 tdr-statistics
Legend: Pair 1 - green and white
Pair 2 - orange and white
Pair 3 - brown and white
Pair 4 - blue and white

Slot/ No of Cable Pairl Pairl Pair2 Pair2 Pair3 Pair3 Pair4 Paird Test

port pairs State State Length State Length State Length State Length Result

————— S pRyRRRpR Y
1/3 4 ok 0 ok 3 ok 3 ok 3 ok 3 success

The show interfaces tdr-extended-statistics command is used to display the results of the last Extended
TDR test performed on a port. For example:

--> show interfaces 1/5 tdr-extended-statistics
Pair Swap
Channel 1:straight
Channel 2:straight
Pair Polarity
Pair 1l:positive
Pair 2:positive
Pair 3:positive
Pair 4:positive
Pair Skew (in n-seconds)
Pair 1:0
Pair 2:0
Pair 3:8
Pair 4:0
Accurate Cable Length (in meters)
Pair 1:15
Pair 2:15
Pair 3:15
Pair 4:15
Downshift:No Downshift

The following cable states are indicated in the show interfaces tdr-statistics command output:
e OK—Wire is working properly

¢ Open:—Wire is broken

» Short—Pairs of wire are in contact with each other

¢ Impedance Mismatch -
« Two cable of different quality or resistance are connected to each other through patch connector.

« |f the pair is short in a cable, it may affect the resistance of another pair hence it will result Imped-
ance mismatch on that particular pair.

« Unknown - Cable diagnostic test unable to find the state of a cable.

« Pair Swap - Determines the channel associated with the MDI pair (cross or not for each two MDI
pairs).
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« Pair Polarity- Detects if the pairs are connected with reverse polarity (reverse on one side between
two conductors in one pair)

« Pair Skew-The skew among the four pairs of cable (delay between pairs, in n-seconds)
e Cable Length - The length of the cable, in meters.

« Downshift - Gives the downshift status of the port, when the gigabit link cannot be established.

Clearing TDR Test Statistics

The interfaces no tdr-statistics command is used to clear the statistics of the last test performed on the
port. There is no global statistics clear command. For example, the following command clears the TDR
statistics on port 2/1:

-> interfaces 2/1 no tdr-statistics

TDR statistics from a previous test are also cleared when a new test starts on the same port.

Clearing TDR Extended Test Statistics

The interfaces no tdr-extended-statistics command is used to clear the statistics of the last test performed
on the port. There is no global statistics clear command. For example, the following command clears the
Extended TDR statistics on port 2/1:

-> interfaces 2/1 no tdr-extended-statistics

TDR extended statistics from a previous test are also cleared when a new test starts on the same port.
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Interface Violation Recovery

The OmniSwitch allows features to shut down an interface when a violation occurs on that interface. To
support this functionality, the following interface violation recovery mechanisms are provided:

« Manual recovery of a downed interface using the interfaces clear-violation-all command.

« Anautomatic recovery timer that indicates how much time a port remains shut down before the switch
automatically brings the port back up (see “Configuring the Violation Recovery Time” on page 1-29).

« A maximum number of recovery attempts setting that specifies the number of recoveries that can occur
before a port is permanently shutdown (see “Configuring the Violation Recovery Maximum Attempts”
on page 1-29).

e An SNMP trap is generated each time an interface is shut down by a feature. SNMP trap can occur
even when the interface is already shutdown by another feature. The trap also indicates the reason for
the violation.

¢ An SNMP trap is generated when a port is recovered. The trap also includes information about how the
port was recovered. Enabling or disabling this type of trap is allowed using the interfaces violation-
recovery-trap command.

Violation Shutdown and Recovery Methods
A port can be shut down with one of the following methods, depending on the feature.

Filtering — The port is blocked by applying filtering to discard all packets sent or received on the port.
With this method, the link LED of the port remains ON. A port in this state can be recovered using the
following methods:

 Using the interfaces clear-violation-all command to clear the violation manually.

« Automatic recovery when the interface recovery timer expires.

« Using the interfaces admin command to administratively disable and enable the interface.
« Disconnecting and reconnecting the interface link.

e Alink down and link up event.

Administratively — A port is administratively disabled. With this method, the LED does not remain ON.
A port in this state can be recovered using only the following methods:

« Using the interfaces clear-violation-all command to clear the violation manually.
« Automatic recovery when the interface recovery timer expires.
« Using the interfaces admin command to administratively disable and enable the interface.

Disconnecting or reconnecting the interface link or a link down/up event does not recover a port that was
administratively disabled.
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Interface Violation Exceptions
An interface violation is not applied to an interface when any of the following scenarios occur:

¢ Aninterface is already in a permanent shutdown state. In this case, the only method for recovery is to
use the interface clear-violation-all command.

« An interface is already shutdown by another feature.

« An interface is not operationally up.

Interaction With Other Features

The following table lists the features that use the interface violation recovery mechanisms, along with the
violation reason and shutdown type:

Feature Reason Code Shutdown Type
BPDU Shutdown STP Discard

User Port Shutdown QO0s Discard

Policy rule - port disable QOS Discard

LPS LPS-D Discard

LPS LPS-S Admin-Down
UDLD UDLD Admin-Down
NetSec NetSec Admin-Down
NI NISup Admin-Down
LLDP Rouge Detection LLDP Discard
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Configuring Interface Violation Recovery

The following sections provide information about how to configure parameter values that apply to the
interface violation recovery mechanisms.

Configuring the Violation Recovery Time

The violation recovery time specifies the amount of time the switch waits before automatically recovering
a port that was shut down due to a violation. When the recovery timer expires, the interface is
operationally re-enabled and the violation on the interface is cleared.

Consider the following when configuring the violation recover time:

« The timer value does not apply to interfaces that are in a permanent shutdown state. A port in this state
is only recoverable using the interfaces clear-violation-all command.

« The interface violation recovery mechanism is not supported on link aggregates, but is supported on
the link aggregate member ports.

« The auto recovery timer is not specific to UDLD.

The interfaces violation-recovery-time command is used to configure the automatic recovery time value,
which is configurable on a per-port or global basis. For example, the following commands set the
violation recovery time to 600 secs at the global level and to 200 secs for port 2/1:

-> interfaces violation-recovery-time 600
-> interfaces 2/1 violation-recovery-time 200

The violation recovery time value configured for a specific interface overrides the global value config-
ured for all switch interfaces. To set the port-level value back to the global value, use the default parame-
ter with the interfaces violation-recovery-time command. For example, the following command sets the
violation recovery time for port 2/1 back to the global value of 600:

-> interfaces 2/1 violation-recovery-time default

To disable the violation recovery timer mechanism, set the recovery time to zero. For example:

-> interfaces violation-recovery-time 0
-> interfaces 2/1 violation-recovery-time 0O

Configuring the Violation Recovery Maximum Attempts

The violation recovery maximum setting specifies the maximum number of recovery attempts allowed
before a port is permanently shut down. This value increments by one whenever an interface recovers
from a violation using the automatic recovery timer mechanism. When the number of recovery attempts
exceeds this configured threshold, the interface is permanently shut down. The only way to recover a
permanently shutdown interface is to use the interfaces clear-violation-all command.

The recovery mechanism tracks the number of recoveries within a fixed time window (FTW). The
FTW = 2 * maximum recovery number * recovery timer. For example, if the maximum number of
recovery attempts is set to 4 and the recovery timer is set to 5, the FTW is 40 secs (2 * 4 * 5=40).

The interfaces violation-recovery-maximum command is used to configure the maximum number of
recovery attempts. This value is configurable on a per-port or global basis. For example, the following
commands set the number of attempts to 3 at the global level and to 5 for port 2/1:

-> interfaces violation-recovery-maximum 3
-> interfaces 2/1 violation-recovery-maximum 5
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The maximum recovery attempts value configured for a specific interface overrides the global value
configured for all switch interfaces. To set the port-level value back to the global value, use the default
parameter with the interfaces violation-recovery-maximum command. For example, the following
command sets the number of recovery attempts for port 2/1 back to the global value of 3:

-> interfaces 2/1 violation-recovery-maximum default

To disable the violation recovery maximum attempts mechanism, set the number of attempts to zero. For

example:

-> interfaces violation-recovery-maximum O
-> interfaces 2/1 violation-recovery-maximum O

Verifying the Interface Violation Recovery Configuration

Use the following show commands to verify the violation recovery configuration:

show interfaces port

recovery time, maximum recovery attempts.

Displays the administrative status (up or down), link status, violations,

show interfaces violation-

recovery

Displays the globally configured recovery time, SNMP recovery trap
enable or disable status and maximum recovery attempts.

For more information about the resulting displays from these commands, see the
OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide.

Verifying Ethernet Port Configuration

To display information about Ethernet port configuration settings, use the following show commands:

show interfaces pause

Displays the flow control pause configuration for switch interfaces.

show interfaces

Displays general interface information, such as hardware, MAC
address, input, and output errors.

show interfaces accounting

Displays interface accounting information.

show interfaces counters

Displays interface counters information.

show interfaces counters
errors

Displays interface error frame information for Ethernet and Fast
Ethernet ports.

show interfaces collisions

Displays collision statistics information for Ethernet and Fast Ethernet
ports.

show interfaces status

Displays line status information.

show interfaces port

Displays port status information.

show interfaces ifg

Displays inter-frame gap values.

show interfaces flood rate

Displays peak flood rate settings.

show interfaces traffic

Displays interface traffic statistics.

show interfaces capability

Displays autonegotiation, flow, speed, duplex, and crossover settings.

show interfaces hybrid

Displays general interface information (for example, hardware, MAC
address, input errors, output errors) for combo ports.
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show interfaces hybrid status  Displays line status information for combo ports.

show interfaces hybrid flow Displays interface flow control wait time settings in nanoseconds for

control combo ports.

show interfaces hybrid pause  Displays the flow control pause configuration for combo ports.

show interfaces hybrid Displays autonegotiation, flow, speed, duplex, and crossover settings
capability for combo ports.

show interfaces hybrid Displays interface accounting information (for example, packets
accounting received/transmitted, deferred frames received) for combo ports.
show interfaces hybrid Displays interface counters information (for example, unicast, broad-
counters cast, multi-cast packets received/transmitted) for combo ports.

show interfaces hybrid Displays interface error frame information (for example, CRC errors,
counters errors transit errors, receive errors) for combo ports.

show interfaces hybrid Displays interface collision information (for example, number of
collisions collisions, number of retries) for combo ports.

show interfaces hybrid traffic  Displays interface traffic statistics for combo ports.

show interfaces hybrid port Displays interface port status (up or down) for combo ports.

show interfaces hybrid flood  Displays interface peak flood rate settings for combo ports.

rate

show interfaces hybrid ifg Displays interface inter-frame gap values for combo ports.

These commands can be useful in troubleshooting and resolving potential configuration issues or prob-
lems on your switch. For more information about the resulting displays from these commands, see the

OmniSwitch AOS Release 6250/6350/6450 CLI| Reference Guide.
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2 Managing Source
Learning

Transparent bridging relies on a process referred to as source learning to handle traffic flow. Network
devices communicate by sending and receiving data packets that each contain a source MAC address and a
destination MAC address. When packets are received on switch network interface (NI) module ports,
source learning examines each packet and compares the source MAC address to entries in a MAC address
database table. If the table does not contain an entry for the source address, then a new record is created
associating the address with the port it was learned on. If an entry for the source address already exists in
the table, a new one is not created.

Packets are also filtered to determine if the source and destination address are on the same LAN segment.
If the destination address is not found in the MAC address table, then the packet is forwarded to all other

switches that are connected to the same LAN. If the MAC address table does contain a matching entry for
the destination address, then there is no need to forward the packet to the rest of the network.

In This Chapter

This chapter describes how to manage source learning entries in the switch MAC address table (often
referred to as the forwarding or filtering database) through the Command Line Interface (CLI). CLI
commands are used in the configuration examples; for more details about the syntax of commands, see the
OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide.

Configuration procedures described in this chapter include:

» *“Using Static MAC Addresses” on page 2-5.

e “Using Static Multicast MAC Addresses” on page 2-7

» “Configuring MAC Address Table Aging Time” on page 2-9.
e “Configuring the Source Learning Status” on page 2-10.

» “Displaying Source Learning Information” on page 2-11.
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Source Learning Specifications

The functionality described in this chapter is supported on the OmniSwitch 6250, 6350, 6450 unless other-
wise stated in the following Specifications table or specifically noted within any section of this chapter.

RFCs supported 2674—Definitions of Managed Objects for Bridges
with Traffic Classes, Multicast Filtering and
Virtual LAN Extensions

IEEE Standards supported 802.1Q—Virtual Bridged Local Area Networks
802.1D—Media Access Control Bridges

Maximum number of learned MAC addresses when OmniSwitch 6250, 6350, 6450 = 16K/stack
synchronized MAC source learning mode is enabled

Maximum number of static L2 multicast MAC OmniSwitch 6250, 6350, 6450 = 256/stack
addresses.

Source Learning Defaults

Parameter Description Command Default
Static MAC address management status  mac-address-table permanent
Static MAC address operating mode mac-address-table bridging
MAC address aging timer mac-address-table aging-time 300 seconds
MAC source learning status per port source-learning enabled
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Sample MAC Address Table Configuration

The following steps provide a quick tutorial that creates a static MAC address and change the MAC
address aging timer for VLAN 200:

Note. Optional. Creating a static MAC address involves specifying an address that is not already used in
another static entry or already dynamically learned by the switch. To determine if the address is already
known to the MAC address table, enter show mac-address-table. If the address does not appear in the
show mac-address-table output, then it is available to use for configuring a static MAC address entry. For
example,

-> show mac-address-table
Legend: Mac Address: * = address not valid

Vlan Mac Address Type Protocol Operation Interface
—————— gy
1 00:00:00:00:00:01 learned 0800 bridging 8/ 1
1 00:d0:95:6a:73:9a learned aaaa0003 bridging 10/23

Total number of Valid MAC addresses above = 2

The show mac-address-table command is also useful for monitoring general source learning activity and
verifying dynamic VLAN assignments of addresses received on mobile ports.

1 Create VLAN 200, if it does not already exist, using the following command:

-> vlan 200

2 Assign switch ports 2 through 5 on slot 3 to VLAN 200-if they are not already associated with VLAN
200-using the following command:

-> vlan 200 port default 3/2-5

3 Create a static MAC address entry using the following command to assign address 002D95:5BF30E to
port 3/4 associated with VLAN 200 and to specify a permanent management status for the static address:

-> mac-address-table permanent 00:2d:95:5B:F3:0E 3/4 200

4 Change the MAC address aging time to 500 seconds (the default is 300 seconds) using the following
command:

-> mac-address-table aging-time 500

Note. Optional. To verify the static MAC address configuration, enter show mac-address-table. For
example:

-> show mac-address-table
Legend: Mac Address: * = address not valid

Vlan Mac Address Type Protocol Operation Interface
—————— T T T T T TeEyE RS
1 00:00:00:00:00:01 learned 0800 bridging 8/1
1 00:d0:95:6a:73:9a learned aaaa0003 bridging 10/23
200 00:2d:95:5b:f3:0e delontimeout O bridging 3/4

Total number of Valid MAC addresses above = 3
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To verify the new aging time value, enter show mac-address-table aging-time. For example,

-> show mac-address-table aging-time
Mac Address Aging Time (seconds) = 300
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MAC Address Table Overview

Source learning builds and maintains the MAC address table on each switch. New MAC address table
entries are created in one of two ways: they are dynamically learned or statically assigned. Dynamically
learned MAC addresses are those that are obtained by the switch when source learning examines data
packets and records the source address and the port and VLAN it was learned on. Static MAC addresses
are user defined addresses that are statically assigned to a port and VLAN using the mac-address-table
command.

Accessing MAC Address Table entries is useful for managing traffic flow and troubleshooting network
device connectivity problems. For example, if a workstation connected to the switch is unable to commu-
nicate with another workstation connected to the same switch, the MAC address table might show that one
of these devices was learned on a port that belonged to a different VLAN or the source MAC address of
one of the devices may not appear at all in the address table.

Using Static MAC Addresses

Static MAC addresses are configured using the mac-address-table command. These addresses direct
network traffic to a specific port and VLAN. They are particularly useful when dealing with silent network
devices. These types of devices do not send packets, so their source MAC address is never learned and
recorded in the MAC address table. Assigning a MAC address to the silent device’s port creates a record
in the MAC address table and ensures that packets destined for the silent device are forwarded out that
port.

When defining a static MAC address for a particular slot/port and VLAN, consider the following:
« Configuring static MAC addresses is only supported on non-mobile ports.

« The specified slot/port must already belong to the specified VLAN. Use the vlan port default
command to assign a port to a VLAN before you configure the static MAC address.

« Only traffic from other ports associated with the same VLAN is directed to the static MAC address
slot/port.

» Static MAC addresses are permanent addresses. This means that a static MAC address remains in use
even if the MAC ages out or the switch is rebooted.

e There are two types of static MAC address behavior supported: bridging (default) or filtering. Enter
filtering to set up a denial of service to block potential hostile attacks. Traffic sent to or from a filtered
MAC address is dropped. Enter bridging for regular traffic flow to or from the MAC address. For
more information about Layer 2 filtering, see Chapter 39, “Configuring QoS.”

 If a packet received on a port associated with the same VLAN contains a source address that matches a
static MAC address, the packet is discarded. The same source address on different ports within the
same VLAN is not supported.

« If astatic MAC address is configured on a port link that is down or disabled, an asterisk appears to the
right of the MAC address in the show mac-address-table command display. The asterisk indicates that
this is an invalid MAC address. When the port link comes up, however, the MAC address is then
considered valid and the asterisk no longer appears next to the address in the display.
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Configuring Static MAC Addresses

To configure a permanent, bridging static MAC address, enter mac-address-table followed by a MAC
address, slot/port, and the VLAN ID to assign to the MAC address. For example, the following assigns a
MAC address to port 10 on slot 4 associated with VLAN 255:

-> mac-address-table 00:02:DA:00:59:0C 4/10 255

Since permanent and bridging options for a static MAC are default settings, it is not necessary to enter
them as part of the command.

Use the no form of this command to clear MAC address entries from the table. If the MAC address status
type (permanent or learned) is not specified, then only permanent addresses are removed from the table.
The following example removes a MAC address entry that is assigned on port 2 of slot 3 for VLAN 855
from the MAC address table:

-> no mac-address-table 00:00:02:CE:10:37 3/2 855

If a slot/port and VLAN ID are not specified when removing MAC address table entries, then all MACs
defined with the specified status are removed. For example, the following command removes all learned
MAC addresses from the table, regardless of their slot/port or VLAN assignments:

-> no mac-address-table learned

To verify static MAC address configuration and other table entries, use the show mac-address-table
command. For more information about this command, see the OmniSwitch AOS Release 6250/6350/6450
CLI Reference Guide.

Static MAC Addresses on Link Aggregate Ports

Static MAC Addresses are not assigned to physical ports that belong to a link aggregate. Instead, they are
assigned to a link aggregate ID that represents a collection of physical ports. This ID is specified at the
time the link aggregate of ports is created and when using the mac-address-table command.

To configure a permanent, bridging static MAC address on a link aggregate ID, enter mac-address-table
followed by a MAC address, then linkagg followed by the link aggregate 1D, and the VLAN ID to assign
to the MAC address. For example, the following assigns a MAC address to link aggregate ID 2 associated
with VLAN 455:

-> mac-address-table 00:95:2A:00:3E:4C linkagg 2 455

For more information about configuring a link aggregate of ports, see Chapter 25, “Configuring Static
Link Aggregation” and Chapter 26, “Configuring Dynamic Link Aggregation.”
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Using Static Multicast MAC Addresses

Using static multicast MAC addresses allows you to send traffic intended for a single destination multi-
cast MAC address to selected switch ports within a given VLAN. To specify which ports receives the
multicast traffic, a static multicast address is assigned to each selected port for a given VLAN. The ports
associated with the multicast address are then identified as egress ports. When traffic received on ports
within the same VLAN is destined for the multicast address, the traffic is forwarded only on the egress
ports that are associated with the multicast address.

When defining a static multicast MAC address for a particular port and VLAN, consider the following:

e A MAC address is considered a multicast MAC address if the least significant bit of the most signifi-
cant octet of the address is enabled. For example, MAC addresses with a prefix of 01, 03, 05, 13, and
so on, are multicast MAC addresses.

 If a multicast prefix value is not present, then the address is treated as a regular MAC address and not
allowed when using the mac-address-table static-multicast command.

« Multicast addresses within the following ranges are not supported:

01:00:5E:00:00:00 to 01:00:5E:7F:FF:FF
01:80:C2: XX.XX. XX
33:33: XXX X XXX

« Configuring static multicast addresses is only supported on non-mobile ports.

 Inaddition to configuring the same static multicast address for multiple ports within a given VLAN, it
is also possible to use the same multicast address across multiple VLANS.

« The specified port or link aggregate ID must already belong to the specified VLAN. Use the
vlan port default command to assign a port or link aggregate to a VLAN before you configure the
static multicast address.

Configuring Static Multicast MAC Addresses

The mac-address-table static-multicast command is used to define a destination multicast MAC address
and assign the address to one or more egress ports within a specified VLAN. For example, the following
command assigns the multicast address 01:25:9a:5c¢:2f:10 to port 1/24 in VLAN 20:

-> mac-address-table static-multicast 01:25:9a:5c:2f:10 1/724 20

To assign a multicast address to more than one port, enter a range of ports and/or multiple port entries on
the same command line separated by a space. For example, the following command assigns the multicast
address 01:25:9a:5¢:2f:10 to port 1/24 and ports 2/1 through 2/6 in VLAN 20:

-> mac-address-table static-multicast 01:25:9a:5c:2f:10 1/24 2/1-6 20

Use the no form of the mac-address-table static-multicast command to delete static multicast MAC
address entries. For example, the following command deletes a static multicast address that is assigned to
port 2 on slot 3 for VLAN 855:

-> no mac-address-table static-multicast 01:00:02:CE:10:37 3/2 855
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If aa MAC address, slot/port and VLAN ID are not specified with this form of the command, then all
static multicast addresses are deleted. For example, the following command deletes all static MAC
addresses, regardless of their slot/port or VLAN assignments:

-> no mac-address-table static-multicast

To verify the static MAC address configuration and other table entries, use the show mac-address-table
and show mac-address-table static-multicast commands. For more information about these commands,
see the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide.

Static Multicast MAC Addresses on Link Aggregate Ports

Static multicast MAC addresses are not assigned to physical ports that belong to a link aggregate. Instead,
they are assigned to a link aggregate ID that represents a collection of physical ports. This ID is specified

at the time the link aggregate of ports is created and when using the mac-address-table static-multicast

command.

To configure a static multicast MAC address on a link aggregate 1D, use the mac-address-table static-
multicast command with the linkagg keyword to specify the link aggregate ID. For example, the follow-
ing command assigns a static multicast MAC address to link aggregate 1D 2 associated with VLAN 455;

-> mac-address-table static-multicast 01:95:2A:00:3E:4C linkagg 2 455

For more information about configuring a link aggregate of ports, see Chapter 13, “Configuring Static Link
Aggregation” and Chapter 14, “Configuring Dynamic Link Aggregation.”

ASCII-File-Only Syntax

When a static multicast MAC address is configured and saved (typically through the snapshot or write
memory commands), the mac-address-table static-multicast command captured in the ASCII text file or
boot.cfg file includes an additional group parameter. This parameter indicates the number of the multi-
cast group that the switch has assigned to the multicast MAC address for the given VLAN association. For
example:

-> mac-address-table static-multicast 01:25:9a:5c:2f:10 1/24 2/1-6 20 group 1

In this example, the multicast MAC address, 01:25:9a:5c:2F:10, is associated with ports 1/24 and 2/1
through 2/6 in VLAN 20. The additional group parameter value shown in the example indicates that the
switch assigns the multicast-VLAN association created with the mac-address-table static-multicast to
multicast group one.

Note. If the port assigned to a multicast MAC address is down or administratively disabled when the
configuration snapshot or write memory command is used, the multicast MAC address is not saved to
the resulting ASCI|I file or boot.cfg file.

Each multicast MAC address association with a VLAN is treated as a unique instance and is assigned a
multicast group number specific to that instance. This is also the case when the same multicast address is
associated with more than one VLAN; each VLAN association is assigned a multicast group number even
though the MAC address is the same for each instance. Note that up to 1022 multicast address-VLAN
associations are supported per switch.
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Configuring MAC Address Table Aging Time

Source learning also tracks MAC address age and removes addresses from the MAC address table that
have aged beyond the aging timer value. When a device stops sending packets, source learning keeps track
of how much time has passed since the last packet was received on the device’s switch port. When this
amount of time exceeds the aging time value, the MAC is aged out of the MAC address table. Source
learning always starts tracking MAC address age from the time since the last packet was received.

By default, the aging time is set to 300 seconds (5 minutes) and is configured on a global basis using the
mac-address-table aging-time command. For example, the following sets the aging time for all VLANSs
to 500 seconds:

-> mac-address-table aging-time 500

A MAC address learned on any VLAN port will age out if the time since a packet with that address was
last seen on the port exceeds 500 seconds.

Note. An inactive MAC address may take up to twice as long as the aging time value specified to age out
of the MAC address table. For example, if an aging time of 60 seconds is specified, the MAC will age out
any time between 60 and 120 seconds of inactivity.

When using the mac-address-table aging-time command in a switch configuration file (for example,
boot.cfg), include an instance of this command specifying the VLAN ID for each VLAN configured on
the switch. This is necessary even though all VLANS has the same aging time value.

To set the aging time back to the default value, use the no form of the mac-address-table aging-time
command. For example, the following sets the aging time for all VLANS back to the default of 300
seconds:

-> no mac-address-table aging-time

Note. The MAC address table aging time is also used as the timeout value for the Address Resolution
Protocol (ARP) table. This timeout value determines how long the switch retains dynamically learned
ARP table entries. See Chapter 28, “Configuring IP,” for more information.

To display the aging time value for one or all VLANS, use the show mac-address-table aging-time
command. For more information about this command, see the OmniSwitch AOS Release 6250/6350/6450
CLI Reference Guide.
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Configuring the Source Learning Status

The source learning status for a port or link aggregate of ports is configurable using the source-learning
command. By default, source learning is enabled on a port or link aggregate. To disable the status, use the
source-learning command with the disable option. For example:

-> source-learning port 1/10 disable
-> source-learning port 1/15-20 disable
-> source-learning linkagg 10 disable

To enable the source learning status for a port or link aggregate, use the source-learning command with
the enable option. For example:

-> source-learning port 1/10 enable
-> source-learning port 1/15-20 enable
-> source-learning linkagg 10 enable

Disabling source learning on a port or link aggregate is useful on a ring configuration, where a switch
within the ring does not need to learn the MAC addresses that the same switch is forwarding to another
switch within the ring,. This functionality is also useful in Transparent LAN Service configurations, where
the service provider device does not need to learn the MAC addresses of the customer network.
Configuring the source learning status is not allowed on the following types of switch ports:

« Mobile ports, including 802.1X ports (802.1X is enabled on mobile ports only).

 Ports enabled with Learned Port Security (LPS).

« Member ports of a link aggregate.

Consider the following guidelines when changing the source learning status for a port or link aggregate:

« Disabling source learning on a link aggregate disables MAC address learning on all member ports of
the link aggregate.

« MAC addresses dynamically learned on a port or aggregate are cleared when source learning is
disabled.

« Statically configured MAC addresses are not cleared when source learning is disabled for the port or
aggregate. In addition, configuring a new static MAC address is allowed even when source learning is
disabled.
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Displaying Source Learning Information

To display MAC Address Table entries, statistics, and aging time values, use the show commands listed

below:

show mac-address-table Displays a list of all MAC addresses known to the MAC address
table, including static MAC addresses.

show mac-address-table static- Displays a list of all static multicast MAC addresses known to the

multicast MAC address table. Note that only static multicast addresses
assigned to ports that are up and enabled are displayed with this
command.

show mac-address-table count Displays a count of the different types of MAC addresses (learned,

permanent, reset, and timeout). Also includes a total count of all
addresses known to the MAC address table.

show mac-address-table aging-time Displays the current MAC address aging timer value by switch or
VLAN.

For more information about the resulting displays from these commands, see the OmniSwitch AOS Release
6250/6350/6450 CLI Reference Guide. An example of the output for the show mac-address-table and
show mac-address-table aging-time commands is also given in “Sample MAC Address Table Configura-
tion” on page 2-3.
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3 Configuring Learned
Port Security

Learned Port Security (LPS) provides a mechanism for authorizing source learning of MAC addresses on
Ethernet and Gigabit Ethernet ports.

Learned Port Security (LPS) provides a mechanism for authorizing source learning of MAC addresses on
Ethernet and Gigabit Ethernet ports. LPS does not support link aggregate and tagged (trunked) link
aggregate ports. Using LPS to control source MAC address learning provides the following benefits:

e A configurable source learning time limit that applies to all LPS ports.

e A configurable limit on the number of MAC addresses allowed on an LPS port.
e Dynamic configuration of a list of authorized source MAC addresses.

e Static configuration of a list of authorized source MAC addresses.

¢ Two methods for handling unauthorized traffic: stopping all traffic on the port or only blocking traffic
that violates LPS criteria.

In This Chapter

This chapter describes how to configure LPS parameters through the Command Line Interface (CLI). CLI
commands are used in the configuration examples; for more details about the syntax of commands, see the
OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide.

Configuration procedures described in this chapter include:

e Enabling LPS for a port on page 3-9.

e Specifying a source learning time limit for all LPS ports on page 3-10.

e Configuring the maximum number of MAC addresses learned per port on page 3-16.

e Configuring the maximum number of filtered MAC addresses learned per port on page 3-17.
e Configuring a list of authorized MAC addresses for an LPS port on page 3-17.

e Configuring a range of authorized MAC addresses for an LPS port on page 3-18.

e Selecting the security violation mode for an LPS port on page 3-19.

¢ Displaying LPS configuration information on page 3-20.

For more information about source MAC address learning, see Chapter 3, “Managing Source Learning.”
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Configuring Learned Port Security

Learned Port Security Specifications

RFCs supported

Not applicable at this time.

IEEE Standards supported

Not applicable at this time.

Platforms Supported

OmniSwitch 6250, 6350, 6450

Ports eligible for Learned Port Security

Ethernet and Gigabit Ethernet ports (fixed, mobile,
802.1Q tagged and authenticated ports).

Ports not eligible for Learned Port Security

Link aggregate ports.
802.1Q (trunked) link aggregate ports.

Minimum number of learned MAC addresses 1
allowed per port

Maximum number of learned MAC addresses 1000
allowed per port

Maximum number of configurable MAC address 1
ranges per LPS port

Maximum number of learned MAC addresses per 16K
switch

Maximum number of configured MACs when 64

MAC-move is enabled
Maximum bridging MACs when MAC-move is
enabled

Learned Port Security Defaults

Parameter Description Command Default

LPS status for a port. port-security disabled

Number of learned MAC addresses  port-security maximum 1

allowed on an LPS port.

Maximum number of filtered MAC  port-security max-filtering 5

addresses that the LPS port can

learn.

Source learning time limit. port-security shutdown disabled

Configured MAC addresses per LPS port-security mac none

port.

MAC address range per LPS port. port-security mac-range 00:00:00:00:00:00-
ff.f.Ff. Ff. . ff

LPS port violation mode. port-security violation restrict

Number of bridged MAC addresses  port-security learn-trap- 5

learned before a trap is sent. threshold
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Sample Learned Port Security Configuration

This section provides a quick tutorial that demonstrates the following tasks:

e Enabling LPS on switch ports.

e Defining the maximum number of learned MAC addresses allowed on an LPS port.
e Defining the time limit to allow source learning on all LPS ports.

e Selecting a method for handling unauthorized traffic received on an LPS port.

LPS is supported on Ethernet and Gigabit Ethernet fixed, mobile, tagged and authenticated ports. LPS is
not supported on link aggregate and tagged (trunked) link aggregate ports.

1 Enable LPS on ports 6 through 12 on slot 3, 4, and 5 using the following command:
-> port-security 3/6-12 4/6-12 5/6-12 admin-status enable

2 Set the total number of learned MAC addresses allowed on the same ports to 25 using the following
command:

-> port-security 3/6-12 4/6-12 5/6-12 maximum 25

3 Configure the amount of time in which source learning is allowed on all LPS ports to 30 minutes using
the following command:

-> port-security shutdown 30

Optional: Provide infinite learning window mode where the learning window does not expire. Infinite
learning window can be configured for all the LPS learning options when the shutdown value is set to
zero:

-> port-security shutdown 0

Optional: The MAC addresses learned during the learning window are directly converted to static with
learn-as-static option enabled, per port or globally when no-aging is enabled.

-> port-security shutdown 30 no-aging enable learn-as-static enable

Note. See “Configuring Automatic Conversion of MAC Addresses” on page 3-15, “Configuring MAC
Movement” on page 3-15, and “Configuring Infinite Learning Window” on page 3-14 for configuration
options on port-security shutdown command.

4 Select shutdown for the LPS violation mode using the following command:

-> port-security 3/6-12 4/6-12 5/6-12 violation shutdown
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Note. Optional. To verify LPS port configurations, use the show port-security command. For example:
-> show port-security

Legend: Mac Address: *
Mac Address: #

Duplicate Static
Pseudo Static

Port: 1/2
Operation Mode : ENABLED,
Max MAC bridged : 6,
Trap Threshold : DISABLED,
Max MAC filtered : 5,
Low MAC Range : 00:00:00:00:00:00,
High MAC Range : Tr-fr-fr:-fr-ff:ff,
Violation : RESTRICT,
Violating MAC : NULL
MAC Address VLAN TYPE
------------------- S
00:00:00:00:00:01 1 STATIC
00:00:00:00:00:02 1 STATIC(*)
00:00:00:00:00:02 1 STATIC(#)
00:00:00:00:00:13 1 STATIC

00:00:00:00:00:14 1 STATIC
00:00:00:00:00:20 1 STATIC

To verify the new source learning time limit value, use the show port-security shutdown command. For
example:

-> show port-security shutdown

LPS Shutdown Config = 25 min,

Convert-to-static = DISABLED,
No Aging = ENABLED,
Boot Up = ENABLED,
Learn As Static = DISABLED,
Mac Move = DISABLED,
Remaining Learning Window = 882 sec
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Learned Port Security Overview

Learned Port Security (LPS) provides a mechanism for controlling network device access on one or more
switch ports. Configurable LPS parameters allow the user to restrict the source learning of host MAC
addresses to:

e A specific amount of time in which the switch allows source learning to occur on all LPS ports.
e A maximum number of learned MAC addresses allowed on the port.
e A list of configured authorized source MAC addresses allowed on the port.

Additional LPS functionality allows the user to specify how the LPS port handles unauthorized traffic.
The following two options are available for this purpose:

¢ Block only traffic that violates LPS port restrictions; authorized traffic is forwarded on the port.

e Disable the LPS port when unauthorized traffic is received,; all traffic is stopped and a port reset is
required to return the port to normal operation.

LPS functionality is supported on the following Ethernet and Gigabit Ethernet port types:

¢ Fixed (non-mobile)

Mobile

802.1Q tagged

Authenticated

802.1x

The following port types are not supported:
e Link aggregate

e Tagged (trunked) link aggregate
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Configuring Learned Port Security

How LPS Authorizes Source MAC Addresses

When a packet is received on a port that has LPS enabled, switch software checks the following criteria to
determine if the source MAC address contained in the packet is allowed on the port:

e |s the source learning time window open?

e Isthe number of MAC addresses learned on the port below the maximum number allowed?

¢ |Is the number of MAC addresses learned on the port below the maximum Filtered MAC allowed?

e |sthere a configured authorized MAC address entry for the LPS port that matches the packet’s source

MAC address?

Using the above criteria, the following table shows the conditions under which a MAC address is learned

or blocked on an LPS port:

Time Limit Max Number Configured MAC  Result

Open Below No entry No LPS violation; MAC learned

Closed Below No entry No LPS violation; MAC learned as

filtered

Open Above No entry LPS violation; MAC blocked

Open Below Yes; entry matches  No LPS violation; MAC learned

Closed Below Yes; entry matches  No LPS violation; MAC learned

Open Above Yes; entry matches  LPS violation; MAC blocked

Open Below Yes; entry doesn’t No LPS violation; MAC learned
match

Closed Below Yes; entry doesn’t LPS violation; MAC blocked
match

Open Above Yes; entry doesn’t  LPS violation; MAC blocked

match

When the learning window expires the system will learn the filtering MACSs up to the maximum limit and
the LPS port will go on violation.

When a source MAC address violates any of the LPS conditions, the address is considered unauthorized.
The LPS violation mode determines if the unauthorized MAC address is simply blocked (filtered) on the
port or if the entire port is disabled (see “Selecting the Security Violation Mode” on page 3-19).
Regardless of which mode is selected, notice is sent to the Switch Logging task to indicate that a violation
has occurred.
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Dynamic Configuration of Authorized MAC Addresses

Once LPS authorizes the learning of a source MAC address, an entry containing the address and the port it
was learned on is made in an LPS database table. This entry is then used as criteria for authorizing future
traffic from this source MAC on that same port. In other words, learned authorized MAC addresses
become configured criteria for an LPS port.

For example, if the source MAC address 00:da:95:00:59:0c is received on port 2/10 and meets the LPS
restrictions defined for that port, then this address and its port are recorded in the LPS table. All traffic that
is received on port 2/10 is compared to the 00:da:95:00:59:0c entry. If any traffic received on this port
consists of packets that do not contain a matching source address, the packets are then subject to the LPS
source learning time limit window and the maximum number of addresses allowed criteria.

When a dynamically learned MAC address is added to the LPS table, it does not become a configured
MAC address entry in the LPS table until the switch configuration file is saved and the switch is rebooted.
If a reboot occurs before the switch configuration file is saved, all dynamically learned MAC addresses in
the LPS table are cleared.

Note. A dynamic MAC address learned on an LPS port is flushed when a port goes down, or MAC ages
out, or the MAC address entry in the LPS table is not saved.

On enabling "no-aging" on an LPS port, the MAC addresses are automatically learned as pseudo static
MAC addresses during the LPS learning window time period. These learned MAC addresses are not
affected by aging and flushing operations that occur during the learning window.

Once the learning window expires, if the ‘convert-to-static’ option is disabled, these MAC addresses
remain as pseudo static. Else if the ‘convert-to-static’ is enabled, the pseudo static MAC addresses are
converted to static address.

Static Configuration of Authorized MAC Addresses

Authorized source MAC address entries can be configured into the LPS table as static addresses. This type
of entry is similar to dynamically configured entries that authorize port access to traffic with a matching
source MAC address.

Static source MAC address entries take precedence over dynamically learned entries. For example, if there
are two static MAC address entries configured for port 2/1 and the maximum number allowed on port 2/1
is ten, then only eight dynamically learned MAC addresses are allowed on this port.

Source learning of configured authorized MAC addresses is allowed after the LPS time limit has expired.
However, all learning is stopped if the number of MAC addresses learned meets or exceeds the maximum
number of addresses allowed, even if the LPS time limit has not expired.

There are two ways to define a static source MAC address entry in the LPS table; specify an individual
MAC address or a range of MAC addresses. See “Configuring Authorized MAC Addresses” on page 3-17
and “Configuring an Authorized MAC Address Range” on page 3-18 for more information.

Note. Statically configured authorized MAC addresses are displayed permanently in the MAC address
table for the specified LPS port; they will not be learned on any other port in the same VLAN.
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Static MAC Address Movement

You can configure same static LPS MAC on multiple LPS ports. A static LPS MAC is allowed to move
between ports belonging to the same VLAN. The system supports a maximum of 64 such entries.

Example:

-> vlan 2

-> vlan 2 port default 1/3

-> vlan 2 port default 1/4

-> port-security 1/3 mac 00:00:00:00:00:01
-> port-security 1/4 mac 00:00:00:00:00:01

Note.
e Static MAC Address movement is not allowed on LPS ports configured as UNI ports.

e System supports static MAC moves only on the LPS ports where static MAC is configured on
different ports in a given VLAN.

e When static MAC is configured on different LPS ports in a VLAN, the static MAC is valid only on one
port. This port is either an ingress port or the first port on which LPS static MAC is configured.

Understanding the LPS Table

The LPS database table is separate from the source learning MAC address table. However, when a MAC is
authorized for learning on an LPS port, an entry is made in the MAC address table in the same manner as
if it was learned on a non-LPS port (see Chapter 3, “Managing Source Learning,” for more information).

In addition to dynamic and configured source MAC address entries, the LPS table also provides the
following information for each eligible LPS port:

e The LPS status for the port; enabled or disabled.

e The maximum number of MAC addresses allowed on the port.

e The maximum number of MAC addresses that can be filtered on the port.

e The violation mode selected for the port; restrict, shutdown or discard.

e Statically configured MAC addresses and MAC address ranges.

e All MAC addresses learned on the port.

e The management status for the MAC address entry; configured or dynamic.

If the LPS port is shut down or the network device is disconnected from the port, the LPS table entries and
the source learning MAC address table entries for the port are automatically cleared. In addition, if an LPS
table entry is intentionally cleared from the table, the MAC address for this entry is automatically cleared
from the source learning table at the same time. To override this behavior, a dynamic MAC address can be
converted to a static MAC address using the port-security convert-to-static command.

To view the contents of the LPS table, use the show port-security command. Refer to the OmniSwitch
AOS Release 6250/6350/6450 CLI Reference Guide for more information about this command.
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Configuring Learned Port Security

This section describes how to use Command Line Interface (CLI) command to configure Learned Port
Security (LPS) on a switch. See the “Sample Learned Port Security Configuration” on page 3-3 for a brief
tutorial on configuring LPS.

Configuring LPS involves the following procedures:

e Enabling LPS for one or more switch ports. This procedure is described in “Enabling/Disabling
Learned Port Security” on page 3-9.

e Configuring the source learning time window during which MAC addresses are learned. This proce-
dure is described in “Configuring a Source Learning Time Limit” on page 3-10.

e Configuring the maximum number of bridged MAC addresses allowed on an LPS port. This procedure
is described in “Configuring the Number of Bridged MAC Addresses Allowed” on page 3-16.

e Configuring the maximum number of filtered MAC addresses allowed on an LPS port. This procedure
is describe in “Configuring the Number of Filtered MAC Addresses Allowed” on page 3-17

e Configuring one or more static authorized MAC addresses. This procedure is described in “Configur-
ing Authorized MAC Addresses” on page 3-17.

e Specifying whether or not an LPS port shuts down all traffic or only restricts traffic when an unautho-
rized MAC address is received on the port. This procedure is described in “Selecting the Security
Violation Mode” on page 3-19.

Enabling/Disabling Learned Port Security

By default, LPS is disabled on all switch ports. To enable LPS on a port, use the port-security command.
For example, the following command enables LPS on port 1 of slot 4:

-> port-security 4/1 admin-status enable
To enable LPS on multiple ports, specify a range of ports or multiple slots. For example:

-> port-security 4/1-5 admin-status enable
-> port-security 5/12-20 6/10-15 admin-status enable

When LPS is enabled on an active port, all MAC addresses learned on that port prior to the time LPS was
enabled are cleared from the source learning MAC address table.

To disable LPS on a port, use the port-security command with the disable parameter. For example, the
following command disables LPS on a range of ports:

-> port-security 5/21-24 6/1-4 admin-status disable

To convert all learned bridge MAC address on LPS port into static MAC address, use the port-security
chassis command with the convert-to-static parameter. For example:

-> port-security chassis convert-to-static
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To disable all the LPS ports on a chassis, use the port-security chassis disable command, as shown:
-> port-security chassis disable

When LPS is disabled on a port, MAC address entries for that port are retained in the LPS table. The next
time LPS is enabled on the port, the same LPS table entries are again active. If there is a switch reboot
before the switch configuration is saved, however, dynamic MAC address entries are discarded from the
table.

To disable source learning on the specified LPS port(s), use the port-security command with the locked
parameter. For example, the following command disables source learning on port 3 of slot 4:

-> port-security 4/3 admin-status locked

Use the no form of this command to remove LPS and clear all entries (configured and dynamic) in the
LPS table for the specified port. For example:

-> no port-security 5/10

After LPS is removed, all the dynamic and static MAC addresses will be flushed and the learning of new
MAC addresses will be enabled.

Configuring a Source Learning Time Limit

By default, the source learning time limit is disabled. Use the port-security shutdown command to set the
number of minutes the source learning window is to remain open for LPS ports. While this window is
open, source MAC addresses that comply with LPS port restrictions are authorized for learning on the
related LPS port. The following actions trigger the start of the source learning timer:

e The port-security shutdown command. Each time this command is issued, the timer restarts even if a
current window is still open or a previous window has expired.

e Switch reboot with a port-security shutdown command entry saved in the boot.cfg file.

The LPS source learning time limit is a switch-wide parameter that applies to all LPS enabled ports, not
just one or a group of LPS ports. The following command example sets the time limit value to 30 minutes:

-> port-security shutdown time 30

Once the time limit value expires, source learning of any new dynamic MAC addresses is stopped on all
LPS ports even if the number of addresses learned does not exceed the maximum allowed.

Note. The LPS source learning time window has a higher priority over the maximum number of MAC
addresses allowed. Therefore, if the learning interval expires before the port has learned the maximum
MAC addresses allowed, the port will not learn anymore MAC addresses.

When the source learning time window expires, all the dynamic MAC addresses learned on the LPS ports
start to age out. To prevent aging out, all dynamic MAC addresses must be converted to static MAC
addresses. The convert-to-static parameter used with the port-security shutdown command enables or
disables the conversion of dynamic MAC addresses to static MAC addresses on LPS ports when the
source learning time window expires.
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To enable the conversion of dynamic MAC addresses to static MAC addresses on LPS ports when the
source learning time window expires, use the port-security shutdown command with the
convert-to-static parameter, as shown:

-> port-security shutdown 30 convert-to-static enable

To disable the conversion of dynamic MAC addresses to static MAC addresses when the source learning
time window expires, use the port-security shutdown command with the convert-to-static parameter, as
shown:

-> port-security shutdown 30 convert-to-static disable

To convert the dynamically learned MAC addresses to static addresses on a specific LPS port at any time
irrespective of the source learning time window, use the port-security convert-to-static command. For
example, to convert the dynamic MAC addresses on port 8 of slot 4 to static ones, enter:

-> port-security 4/8 convert-to-static

When the no-aging parameter is enabled with the port-security shutdown command, all the bridged LPS
MAC addresses learned during the learning window are not aged-out from the system. These MAC
addresses are learned as pseudo static MAC addresses. For example:

-> port-security shutdown 60 no-aging enable

The bridged LPS MACs will be removed from the system when the no port-security command or no
mac-address-table command is issued.

To start the learning window automatically at boot-up time or on switch restart, use the port-security
shutdown command with the boot-up parameter enabled. For example:

-> port-security shutdown 60 boot-up enable

Note.

¢ The number of converted static MAC addresses cannot exceed the maximum number of MAC
addresses allowed on the LPS ports.

¢ The conversion of dynamic MAC addresses to static ones does not apply to LPS mobile and
authenticated ports.

Configuring MAC Movement for Pseudo Static MAC

A pseudo static MAC is allowed to move from one port to another, with 'mac-move' option enabled.
Unlike duplicate static mac, no information will be retained on the old port upon pseudo-static mac move-
ment. This can be used only when 'no-aging' option is enabled. To enable MAC movement for pseudo
static MAC, use the port-security shutdown command with the mac-move parameter. For example, to
enable MAC movement for 20 minutes across all LPS ports within the same VLAN, enter:

-> port-security shutdown 20 no-aging enable mac-move enable

OmniSwitch AOS Release 6250/6350/6450 Network Configuration Guide ~ October 2016 page 3-11



Configuring Learned Port Security

Configuring Learned Port Security

Learning Window Behavior

The following table displays the behavior of the learning window based on the combination of the

learning options:

port-security
shutdown num

mac-move
disable

mac-move
enable

mac-move
disable

mac-move
enable

learn-as-static

learn-as-static

learn-as-static

learn-as-static

disable disable enable enable
no-aging enable The MAC is The MAC is The MAC is The MAC is
learned as learned as pseudo learned as pseudo learned as

convert-to-static
enable

pseudo static
and is not sub-

static and is not
subject to MAC

static and is not
subject to MAC

pseudo static
and is not sub-

jectto MAC aging. For a aging. The MAC ject to MAC
aging. The duplicate MAC  isdirectly learned aging. The MAC
dynamically (during the learn- as static MAC is directly
learned MAC  ing window) during the learned as static
addresses is MAC movement learning window. MAC during the
converted to will be learning
static MAC. allowed.The window. For a
dynamically duplicate MAC
learned MAC (during the
addresses is con- learning
verted to static window) MAC
MAC. movement will
be allowed.
no-aging disable The MAC is Option not sup-  Option not sup-  Option not
learned as ported in this ported in this supported in this

convert-to-static
disable

pseudo static
and is subject to
MAC aging.

mode. no-aging
option must be
enabled to allow
MAC movement.

mode. no-aging
option must be
enabled to allow
direct learning of
MAC to static
MAC.

mode. no-aging
option must be
enabled to allow
MAC movement
and direct learn-
ing of MAC to
static MAC.

The following table displays the behavior of switch and ports and when learning window is active and
after expiry of learning window.

Behavior during learning
window

Behavior after expiry

port-security shutdown num of learning window.

1.Learn the MAC as static no action
2. update the boot.cfg file with the
new static MAC. At port level

MAC is learned as static.

no-aging enable
convert-to-static enable
learn-as-static enable
mac-move disable
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port-security shutdown num

Behavior during learning
window

Behavior after expiry
of learning window.

no-aging enable
convert-to-static enable
learn-as-static disable
mac-move enable

1.For a duplicate MAC learned
during the learning window,
mac-movement is allowed
2.MAC is learned as static on new
port.

3.No information is maintained
regarding the old port.

Since convert-to-static
is enabled, pseudo-static
MAC:s are converted to
static.

no-aging enable
convert to static enable
learn-as-static enable
mac-move enable

1. Anew MAC is learned as static
2.For a duplicate static MAC
mac-movement is allowed.

3.As the MAC is already present
on old port as permanent static, the
entry is not deleted, but marked as
duplicate static (*)and MAC on the
new port is learned as pseudo-
static (#).

MAC learned as
permanent static. no
action

no-aging enable
convert to static disable
learn-as-static enable
mac-move disable

MAC learned as static in boot.cfg
file and at port level with the new
static MAC.

no action

no-aging enable
convert to static disable
learn-as-static disable
mac-move enable

1.For a duplicate MAC learned
during the learning window,
mac-movement is allowed
2.MAC is learned as static on new
port.

3.No information is maintained
regarding the old port.

The MAC learned as
pseudo-static is not
converted to static.

For example, when:

-> no-aging enable convert-to-static enable mac-move disable learn-as-static

disable

-> no-aging enable convert-to-static enable mac-move enable learn-as-static

disable

The dynamically learned (pseudo-static) MAC addresses automatically convert-to-static after learning

window expires.
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Configuring Infinite Learning Window

In infinite learning window mode the learning window will not expire. Infinite learning window can be
configured for all the LPS learning options by setting the shutdown value to zero. Use the port-security
shutdown command to configure the infinite learning window. For example, to configure the infinite
learning window for no-aging, convert-to-static, and boot-up, enter:

-> port-security shutdown 0 no-aging enable convert-to-static enable boot-up enable

Note. The port-security shutdown 0 default option can be used to set all the options for learning window
to their default values. For example:
-> port-security shutdown O default

Note. Infinite Learning Window

Infinite learning window has same behavior as learning window, but here the convert-to-static option is
not valid. Hence when an infinite learning window is enabled, convert-to-static option is disabled
automatically.
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Configuring Automatic Conversion of MAC Addresses

The MAC addresses learned during the learning window are directly converted to static even if the
convert-to-static option is not enabled.

When 'learn-as-static' option is enabled, MACs are directly learned as static during learning window even
if convert-to-static option is not enabled per port or globally when learning window is active.

This can be used only when 'no-aging' option is enabled. To directly convert the MAC addresses to static,
use the port-security shutdown command with the learn-as-static parameter. For example, to perform
source learning for 20 minutes across all LPS ports and to convert the learned dynamic MAC addresses
directly to static MAC addresses, enter:

-> port-security shutdown 20 no-aging enable learn-as-static enable
Configuring MAC Movement

When mac-move is enabled, pure static MACs are learned as static on new port and marked as

duplicate MAC entries on old port. Thus duplicate MAC entries are stored on multiple ports.

MAC movement behavior for configured static MACs is as follows:

e When a MAC is learned as static, the MAC address is stored when it comes to any port other than the
origin port, in any slot in the switch.This entry is stored on all the slots.

e A port specific with forwarding” action is applied. When mac-move is enabled, MACs are stored on
all the ports except the one on which the MAC has come originally.

e Mac-move can not be enabled if total number of configured MACs are greater than 64 or when total
maximum bridging count at system level is greater than or equal to 64.

e When mac-move is disabled then, a port specific entry with action is created in the system for all
duplicate static MACs at that instance.

e When mac-move is disabled, the 64 MAC restriction does not apply.

If a pseudo static MAC learned is present on more than one port in the same VLAN, the MAC is allowed
to move to the new port and is learned as pseudo-static MAC on the new port.

The option 'mac-move' in learning window, allows pseudo-static MACs to move from one port to another
based on condition applied. This can be used only when 'no-aging' option is enabled.

To enable MAC movement for pseudo-static MAC, use the port-security shutdown command with the
mac-move parameter. For example, to enable MAC movement for 20 minutes across all LPS ports within
the same VLAN, enter:

-> port-security shutdown 20 no-aging enable mac-move enable
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Configuring the Number of Bridged MAC Addresses Allowed

By default, one MAC address is allowed on an LPS port. To change this number, enter port-security
followed by the port’s slot/port designation, then maximum followed by a number between 1 and 1000.
For example, the following command sets the maximum number of MAC addresses learned on port 10 of
slot 6 to 75:

-> port-security 6/10 maximum 75

To specify a maximum number of MAC addresses allowed for multiple ports, specify a range of ports or
multiple slots. For example:

-> port-security 1/10-15 maximum 10
-> port-security 2/1-5 4/2-8 5/10-14 maximum 25

Configured MAC addresses count towards the maximum number allowed. For example, if there are 10
configured authorized MAC addresses for an LPS port and the maximum number of addresses allowed is
set to 15, then only five dynamically learned MAC address are allowed on this port.

If the maximum number of MAC addresses allowed is reached before the switch LPS time limit expires,
then all source learning of dynamic and configured MAC addresses is stopped on the LPS port.

Configuring the Trap Threshold for Bridged MAC Addresses

The LPS trap threshold value determines how many bridged MAC addresses the port must learn before a
trap is sent. Once this value is reached, a trap is sent for every MAC learned thereafter.

By default, when five bridged MAC addresses are learned on an LPS port, the switch sends a trap. To
change the trap threshold value, use the port-security learn-trap-threshold command. For example:

-> port-security learn-trap-threshold 10

Sending a trap when this threshold is reached provides notification of newly learned bridged MAC
addresses. Trap contents includes identifying information about the MAC, such as the address itself, the
corresponding IP address, switch identification, and the slot and port number on which the MAC was
learned.
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Configuring the Number of Filtered MAC Addresses Allowed

The MAC addresses entering the LPS enabled port is learnt as filtered MAC when the learning window
expires, or the maximum MAC addresses allowed limit is reached, or the MAC is not in the allowed range
of the MAC addresses for the port. The maximum number of filtered MAC addresses that can be learned
is limited by a configurable parameter "max-filtering". This functionality provides logging of the MAC
addresses that attempted to enter the LPS enabled port after the expiry of the learning window.

By default, five filtered MAC addresses can be learned on an LPS port. To change this number, enter
port-security followed by the port’s slot/port designation, then max-filtering followed by a number

between 0 and 100. For example, the following command sets the maximum number of filtered MAC
addresses learned on port 9 of slot 5 to 18:

-> port-security 5/9 max-filtering 18

To specify a maximum number of filtered MAC addresses learned on multiple ports, specify a range of
ports or multiple slots. For example:

-> port-security 5/9-15 max-filtering 10
-> port-security 1/1-5 7/2-8 2/10-14 max-filtering 25

If the maximum number of filtered MAC addresses allowed is reached, either the LPS port is disabled
(Shutdown Violation mode) or MAC address learning is disabled (Restrict Violation mode). Under both
these modes, SNMP traps are generated and the events are logged in the switch log. For information on
configuring the security violation modes, see “Selecting the Security Violation Mode” on page 3-19.

Configuring Authorized MAC Addresses

To configure a single source MAC address entry in the LPS table, enter port-security followed by the
port’s slot/port designation, the keyword mac followed by a valid MAC address, then vlan followed by a
VLAN ID. For example, the following command configures a MAC address for port 4 on slot 6 that
belongs to VLAN 10:

-> port-security 6/4 mac 00:20:da:9f:58:0c vlan 10

Note. If a VLAN is not specified, the default VLAN for the port is used.

Use the no form of this command to clear configured and/or dynamic MAC address entries from the LPS
table. For example, the following command removes a MAC address entry for port 4 of slot 6 that belongs
to VLAN 10 from the LPS table:

-> port-security 6/4 no mac 00:20:da:9f:58:0c vlan 10

Note that when a MAC address is cleared from the LPS table, it is automatically cleared from the source
learning MAC address table at the same time.
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Configuring an Authorized MAC Address Range

By default, each LPS port is set to a range of 00:00:00:00:00:00-ff:ff.ff.ff.ff.ff, which includes all MAC
addresses. If this default is not changed, then addresses received on LPS ports are subject only to the
source learning time limit and maximum number of MAC addresses allowed restrictions for the port.

To configure a source MAC address range for an LPS port, enter port-security followed by the port’s
slot/port designation, then mac-range followed by low and a MAC address, then high and a MAC
address. For example, the following command configures a MAC address range for port 1 on slot 4:

-> port-security 4/1 mac-range low 00:20:da:00:00:10 high 00:20:da:00:00:50

To configure a source MAC address range for multiple ports, specify a range of ports or multiple slots. For
example:

-> port-security 4/1-5 mac-range low 00:20:da:00:00:10 high 00:20:da:00:00:50
-> port-security 2/1-4 4/5-8 mac-range low 00:20:d0:59:0c:9a high
00:20:d0:59:0c:9F

To set the range back to the default values, enter port-security followed by the port’s slot/port designa-
tion, then mac-range. Leaving off the low and high MAC addresses will reset the range back to
00:00:00:00:00:00 and ff.ff.ff:ff:ff.ff. For example, the following command sets the authorized MAC
address range to the default values for port 12 of slot 4:

-> port-security 4/12 mac-range

In addition, specifying a low end MAC and a high end MAC is optional. If either one is not specified, the
default value is used. For example, the following commands set the authorized MAC address range on the
specified ports to 00:da:25:59:0c: 10—ff.ff:ff:ff.ff.ff and 00:00:00:00:00:00-00:da:25:00:00:9a:

-> port-security 2/8 mac-range low pp:da:25:59:0c
-> port-security 2/10 mac-range high 00:da:25:00:00:9a

Refer to the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide for more information about
this command.
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Selecting the Security Violation Mode
By default, the security violation mode for an LPS port is set to restrict.

In the restrict mode, the traffic for the MAC addresses learned prior to violation are allowed. The learned
MAC addresses are retained. No other learning is allowed on the port.

In the shutdown mode, the physical link is brought down and no traffic is allowed on the port. All
dynamically learned MAC addresses are removed. After a shutdown occurs, a manual reset is required to
return the port back to normal operation. No traffic is allowed in this violation mode.

In the discard mode, the physical link is up. The port is in discard state and no traffic is allowed on the
port. All dynamically learned MAC addresses are removed. No traffic is allowed in this violation mode.

When a port is shut down or goes into discard mode, disable and enable LPS on that port or use the
port-security release command to restore the port to normal operation. When a port goes into restrict
mode, use the port-security release command to restore the port to normal operation.

To configure the security violation mode for an LPS port, enter port-security followed by the port’s
slot/port designation, then violation followed by restrict or shutdown or discard. For example, the
following command selects the shutdown mode for port 1 on slot 4:

-> port-security 4/1 violation shutdown

To configure the security violation mode for multiple LPS ports, specify a range of ports or multiple slots.
For example:

-> port-security 4/1-10 violation shutdown
-> port-security 1/10-15 2/1-10 violation restrict
-> port-security 3/4 violation discard
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Displaying Learned Port Security Information

To display LPS port and table information, use the show commands listed below:

show port-security Displays Learned Port Security (LPS) configuration and table
entries.

show port-security shutdown Displays the amount of time during which source learning can
occur on all LPS ports.

show port-security brief Displays the per port LPS parameters configured for all the ports.

For more information about the resulting display from these commands, see the OmniSwitch AOS Release
6250/6350/6450 CLI Reference Guide. An example of the output for the show port-security and show
port-security shutdown commands is also given in “Sample Learned Port Security Configuration” on
page 3-3.
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In a flat bridged network, a broadcast domain is confined to a single LAN segment or even a specific
physical location, such as a department or building floor. In a switch-based network, such as one
comprised of Alcatel switching systems, a broadcast domain—or VLAN— can span multiple

physical switches and can include ports from a variety of media types. For example, a single VLAN could
span three different switches located in different buildings and include 10/100 Ethernet, Gigabit Ethernet,
802.1q tagged ports and/or a link aggregate of ports.

In This Chapter

This chapter describes how to define and manage VLAN configurations through the Command Line
Interface (CLI). CLI commands are used in the configuration examples; for more details about the syntax
of commands, see the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide.

Configuration procedures described in this chapter include:

« “Creating/Modifying VLANS” on page 4-5.

» “Defining VLAN Port Assignments” on page 4-6.

« “Enabling/Disabling VLAN Mobile Tag Classification” on page 4-8.
» “Enabling/Disabling Spanning Tree for a VLAN” on page 4-9.

e “Configuring VLAN Router Interfaces” on page 4-10.

« “Bridging VLANSs Across Multiple Switches” on page 4-10.

«  “Verifying the VLAN Configuration” on page 4-12.

For information about statically and dynamically assigning switch ports to VLANS, see Chapter 7,
“Assigning Ports to VLANS.”

For information about defining VLAN rules that allow dynamic assignment of mobile ports to a VLAN,
see Chapter 9, “Defining VLAN Rules.”

For information about Spanning Tree, see Chapter 12, “Configuring Spanning Tree.”

For information about routing, see Chapter 28, “Configuring IP.”
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VLAN Specifications

Note that the maximum limit values provided in the following Specifications table are subject to available
system resources:

RFCs Supported 2674 - Definitions of Managed Objects for Bridges
with Traffic Classes, Multicast Filtering and Virtual
LAN Extensions

IEEE Standards Supported 802.1Q - Virtual Bridged Local Area Networks
802.1D - Media Access Control Bridges

Platforms Supported OmniSwitch 6250, 6350, 6450

Maximum VLANS per switch 4094

Maximum VLAN port associations (VPA) 32768

per switch

Maximum 802.1Q VLAN port associations 2500

per switch

Maximum Spanning Tree VLANS per switch 252

Maximum authenticated VLANS per switch 128
MAC Router Mode Supported Single

CLI Command Prefix Recognition All VLAN management commands support prefix
recognition. See the “Using the CLI” chapter in the
OmniSwitch AOS Release 6250/6350/6450 Switch
Management Guide for more information.
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VLAN Defaults

Parameter Description Command Default

VLAN identifier (VLAN ID) vlan VLAN 1 predefined on each
switch.

VLAN administrative state vlan Enabled

VLAN description vlan name VLAN identifier (VLAN ID)

VLAN Spanning Tree state vlan stp Enabled (Disabled if VLAN

count exceeds 254)

VLAN mobile tag status

vlan mobile-tag

Disabled

VLAN IP router interface

ip interface

VLAN 1 router interface.

VLAN port associations

vlan port default

All ports initially associated
with default VLAN 1.

Sample VLAN Configuration

The following steps provide a quick tutorial that creates VLAN 255. Also included are steps to define a
VLAN description, IP router interface, and static switch port assignments.

Note. Optional. Creating a new VLAN involves specifying a VLAN ID that is not already assigned to an
existing VLAN. To determine if a VLAN already exists in the switch configuration, enter show vlan. If
VLAN 255 does not appear in the show vlan output, then it does not exist on the switch. For example:

-> show vlan

stree mble
vlan type admin oper 1x1 flat auth ip tag name
———te— e Fom et — Fom - Fem—_ Fom e Fom Fom e
1 std on on on on off NA off VLAN 1
2 gvrp on on off off off NA off GVRPVLAN 2
3 ipmv  on on off off off NA off IPMVVLAN 3
4 vstk on on on on off NA off SVLAN 4

1 Create VLAN 255 with a description (for example, Finance IP Network) using the following

command:

-> vlan 255 name “Finance

IP Network™

2 Define an IP router interface using the following command to assign an IP host address of 21.0.0.10 to
VLAN 255 that enables routing of VLAN traffic to other subnets:

-> ip interface vlan-255 address 21.0.0.10 vlan 255

3 Assign switch ports 2 through 4 on slot 3 to VLAN 255 using the following command:

-> vlan 255 port default 3/2-4
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Note. Optional. To verify the VLAN 255 configuration, use the show vlan command. For example:

-> show vlan 255

Name : Finance IP Network,
Administrative State: enabled,
Operational State : disabled,

1x1 Spanning Tree State : enabled,
Flat Spanning Tree State : enabled,

Authentication : disabled,
IP Router Port : 21.0.0.10 255.0.0.0 forward e2,
Mobile Tag : off

To verify that ports 3/2-4 were assigned to VLAN 255, use the show vlan port command. For example:

-> show vlan 255 port
port type status
________ B
3/2 default inactive
3/3 default inactive
3/4 default inactive

VLAN Management Overview

One of the main benefits of using VLANS to segment network traffic, is that VLAN configuration and port
assignment is handled through switch software. This eliminates the need to physically change a network
device connection or location when adding or removing devices from the VLAN broadcast domain. The
VLAN management software handles the following VLAN configuration tasks performed on an

Alcatel switch:

e Creating or modifying VLANS.

« Assigning or changing default VLAN port associations (VPAS).

« Enabling or disabling VLAN participation in the current Spanning Tree algorithm.

« Enabling or disabling classification of mobile port traffic by 802.1Q tagged VLAN ID.
« Enabling or disabling VLAN authentication.

« Enabling or disabling unique MAC address assignments for each router VLAN defined.
 Displaying VLAN configuration information.

In addition to the above tasks, VLAN management software tracks and reports the following information
to other switch software applications:

« VLAN configuration changes, such as adding or deleting VLANSs, modifying the status of VLAN prop-
erties (for example, administrative, Spanning Tree, and authentication status), changing the VLAN
description, or configuring VLAN router interfaces.

« VLAN port associations triggered by VLAN management and other switch software applications, such
as 802.1Q VLAN tagging and dynamic mobile port assignment.
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« The VLAN operational state, which is inactive until at least one active switch port is associated with
the VLAN.

Creating/Modifying VLANSs

The initial configuration for all Alcatel switches consists of a default VLAN 1 and all switch ports are
initially assigned to this VLAN. When a switching module is added to the switch, the module’s physical
ports are also assigned to VLAN 1. If additional VLANSs are not configured on the switch, then the entire
switch is treated as one large broadcast domain. All ports receives all traffic from all other ports.

Up to 4094 VLANSs are supported per switch, including default VLAN 1. In compliance with the IEEE
802.1Q standard, each VLAN is identified by a unique number, referred to as the VLAN ID. The user
specifies a VLAN ID to create, modify or remove a VLAN and to assign switch ports to a VLAN. When a
packet is received on a port, the port’s VLAN ID is inserted into the packet. The packet is then bridged to
other ports that are assigned to the same VLAN ID. In essence, the VLAN broadcast domain is defined by
a collection of ports and packets assigned to its VLAN ID.

The operational status of a VLAN remains inactive until at least one active switch port is assigned to the
VLAN. This means that VLAN properties, such as Spanning Tree or router interfaces, also remain inac-
tive. Ports are considered active if they are connected to an active network device. Non-active port assign-
ments are allowed, but do not change the VLAN’s operational state.

Ports are either statically or dynamically assigned to VLANs. When a port is assigned to a VLAN, a
VLAN port association (VPA) is created and tracked by VLAN management switch software. For more
information about VPAs, see “Defining VLAN Port Assignments” on page 4-6 and Chapter 7, “Assigning
Ports to VLANSs.”

Adding/Removing a VLAN

To add a VLAN to the switch configuration, enter vlan followed by a unique VLAN ID number between 2
and 4094, an optional administrative status, and an optional description. For example, the following
command creates VLAN 755 with a description:

-> vlan 755 enable name “IP Finance Network”

By default, administrative status and Spanning Tree are enabled when the VLAN is created and the VLAN
ID is used for the description if one is not specified. Note that quotation marks are required if the descrip-
tion contains multiple words separated by spaces. If the description consists of only one word or multiple
words separated by another character, such as a hyphen, then quotes are not required.

You can also specify a range of VLAN IDs with the vlan command. Use a hyphen to indicate a contigu-
ous range and a space to separate multiple VLAN ID entries. For example, the following command creates
VLANS 10 through 15, 100 through 105, and VLAN 200 on the switch:

-> vlan 10-15 100-105 200 name “Marketing Network”
To remove a VLAN from the switch configuration, use the no form of the vlan command.

-> no vlan 755
-> no vlan 100-105
-> no vlan 10-15 200
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When a VLAN is deleted, any router interfaces defined for the VLAN are removed and all VLAN port
associations are dropped. For more information about VLAN router interfaces, see “Configuring VLAN
Router Interfaces” on page 4-10.

Note that up to 253 Spanning Tree instances per switch are supported in the 1x1 Spanning Tree mode.
Since each VLAN with Spanning Tree enabled uses one of these instances, only 253 VLANS can have an
active Spanning Tree instance at any given time.

To create more than 253 VLANSs on a switch running in the 1x1 Spanning Tree mode, use the vlan stp
disable, vlan 1x1 stp disable, or vlan flat stp disable command to create a VLAN with Spanning Tree
disabled. See “Enabling/Disabling Spanning Tree for a VLAN” on page 4-9 for more information.

To view a list of VLANS already configured on the switch, use the show vlan command. See “Verifying
the VLAN Configuration” on page 4-12 for more information.

Enabling/Disabling the VLAN Administrative Status

To enable or disable the administrative status for an existing VLAN, enter vlan followed by an existing
VLAN ID and either enable or disable.

-> vlan 755 disable
-> vlan 255 enable

When the administrative status for a VLAN is disabled, VLAN port assignments are retained but traffic is
not forwarded on these ports. If any rules were defined for the VLAN, they are also retained and continue
to classify mobile port traffic. See Chapter 9, “Defining VLAN Rules,” for more information.

Modifying the VLAN Description

To change the description for a VLAN, enter vlan followed by an existing VLAN ID and the keyword
name followed by the new description (up to 32 characters). For example, the following command
changes the description for VLAN 455 to “Marketing IP Network™:

-> vlan 455 name “Marketing IP Network”

Note that quotation marks are required if the description consists of multiple words separated by spaces. If
the description consists of only one word or words are separated by another character, such as a hyphen,
then quotes are not required. For example,

-> vlan 455 name Marketing-IP-Network

Defining VLAN Port Assignments

Alcatel switches support static and dynamic assignment of physical switch ports to a VLAN. Regardless of
how a port is assigned to a VLAN, once the assignment occurs, a VLAN port association (VPA) is created
and tracked by VLAN management software on each switch. To view current VLAN port assignments in
the switch configuration, use the show vlan port command.

Methods for statically assigning ports to VLANS include the following:

» Using the vlan port default command to define a new configured default VLAN for both non-mobile
(fixed) and mobile ports. (See “Changing the Default VLAN Assignment for a Port” on page 4-7.)
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« Using the vlan 802.1q command to define tagged VLANS for non-mobile ports. This method allows
the switch to bridge traffic for multiple VLANS over one physical port connection. (See Chapter 24,
“Configuring 802.1Q.”)

« Configuring ports as members of a link aggregate that is assigned to a configured default VLAN. (See
Chapter 25, “Configuring Static Link Aggregation,” and Chapter 26, “Configuring Dynamic Link
Aggregation,” for more information.)

Dynamic assignment applies only to mobile ports. When traffic is received on a mobile port, the packets
are classified using one of the following methods to automatically determine VLAN assignment (see
Chapter 7, “Assigning Ports to VLANSs,” for more information):

» Packet is tagged with a VLAN ID that matches the ID of another VLAN that has mobile tagging
enabled. (See “Enabling/Disabling VLAN Mobile Tag Classification” on page 4-8.)

 Packet contents matches criteria defined in a VLAN rule. (See “Configuring VLAN Rule Classifica-
tion” on page 4-8 and Chapter 9, “Defining VLAN Rules.”)

Changing the Default VLAN Assignment for a Port

To assign a switch port to a new default VLAN, enter vlan followed by an existing VLAN ID number,
port default, then the slot/port designation. For example, the following command assigns port 5 on slot 2
to VLAN 955:

-> vlan 955 port default 2/5

All ports initially belong to default VLAN 1. When the vlan port default command is used, the port’s
default VLAN assignment is changed to the specified VLAN. In the above example, VLAN 955 is now
the default VLAN for port 5 on slot 2 and this port is no longer associated with VLAN 1.

The vlan port default command is also used to change the default VLAN assignment for an aggregate of
ports. The link aggregate control number is specified instead of a slot and port. For example, the follow-
ing command assigns link aggregate 10 to VLAN 755:

-> vlan 755 port default 10

For more information about configuring an aggregate of ports, see Chapter 25, “Configuring Static Link
Aggregation,” and Chapter 26, “Configuring Dynamic Link Aggregation.”

Use the no form of the vlan port default command to remove a default VPA. When this is done, VLAN 1
is restored as the port’s default VLAN.

-> vlan 955 no port default 2/5

Configuring Dynamic VLAN Port Assignment
Configuring the switch to allow dynamic VLAN port assignment requires the following steps:

1 Use the vlan port mobile command to enable mobility on switch ports that participates in dynamic
VLAN assignment. See Chapter 7, “Assigning Ports to VLANS, for detailed procedures.

2 Enable/disable mobile port properties that determine mobile port behavior. See Chapter 7, “Assigning
Ports to VLANS,” for detailed procedures.

3 Create VLANS that receives and forward mobile port traffic. See “Adding/Removing a VLAN” on
page 4-5 for more information.

page 4-7 OmniSwitch AOS Release 6250/6350/6450 Network Configuration Guide ~ October 2016



Defining VLAN Port Assignments Configuring VLANs

4 Configure the method of traffic classification (VLAN rules or tagged VLAN ID) that triggers dynamic
assignment of mobile ports to the VLANS created in Step 3. See “Configuring VLAN Rule Classification”
on page 4-8 and “Enabling/Disabling VLAN Maobile Tag Classification” on page 4-8.

Once the above configuration steps are completed, dynamic VLAN assignment occurs when a device
connected to a mobile port starts to send traffic. This traffic is examined by switch software to determine
which VLAN has to carry the traffic based on the type of classification, if any, defined for a particular
VLAN.

Note that VLAN mobile tag classification takes precedence over VLAN rule classification. If a mobile

port receives traffic that matches a VLAN rule and also has an 802.1Q VLAN ID tag for a VLAN with

mobile tagging enabled, the port is dynamically assigned to the mobile tag VLAN and not the matching
rule VLAN.

See Chapter 7, “Assigning Ports to VLANS,” and Chapter 9, “Defining VLAN Rules,” for more informa-
tion and examples of dynamic VLAN port assignment.

Configuring VLAN Rule Classification

VLAN rule classification triggers dynamic VLAN port assignment when traffic received on a mobile port
matches the criteria defined in a VLAN rule. Different rule types are available for classifying different
types of network device traffic. It is possible to define multiple rules for one VLAN and rules for multiple
VLAN:S.

The following table provides a list of commands used to define the various types of VLAN rules. For more
detailed information about rule criteria and classification, see Chapter 9, “Defining VLAN Rules.”

Rule Types Command

DHCP vlan dhcp mac
vlan dhcp mac range
vlan dhcp port
vlan dhcp generic

MAC address vlan mac

vlan mac range
Network address vlan ip

vlan protocol
Protocol vlan protocol
Port vlan port

Enabling/Disabling VLAN Mobile Tag Classification

Use the vlan mobile-tag command to enable or disable the classification of mobile port packets based on
802.1Q VLAN ID tag. For example, the following commands enable the mobile tag attribute for VLAN
1525 and disable it for VLAN 224:

-> vlan 1525 mobile-tag enable
-> vlan 224 mobile-tag disable

If a mobile port that is statically assigned to VLAN 10 receives an 802.1Q tagged packet with a VLAN ID
of 1525, the port and packet are dynamically assighed to VLAN 1525. In this case, the mobile port now
has a VLAN port association defined for VLAN 10 and for VLAN 1525. If a mobile port, however,
receives a tagged packet containing a VLAN ID tag of 224, the packet is discarded because the VLAN
mobile tag classification attribute is disabled on VLAN 224.
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In essence, the VLAN mobile tag attribute provides a dynamic 802.1Q tagging capability. Mobile ports
can now receive and process 802.1Q tagged packets destined for a VLAN that has this attribute enabled.
This feature also allows the dynamic assignment of mobile ports to more than one VLAN at the same time,
as discussed in the above example.

VLAN mobile tagging differs from 802.1Q tagging as follows:

VLAN Mobile Tag 802.1Q Tag

Allows mobile ports to receive 802.1Q  Not supported on mobile ports.
tagged packets.

Enabled on the VLAN that receives Enabled on fixed ports; tags port traffic
tagged mobile port traffic. for destination VLAN.

Triggers dynamic assignment of tagged  Statically assigns (tags) fixed ports to one
mobile port traffic to one or more or more VLANS.

VLANS.

If 802.1Q tagging is required on a fixed (hon-mobile) port, then the vlan 802.1q command is still used to
statically tag VLANSs for the port. See Chapter 24, “Configuring 802.1Q,” for more information.

Enabling/Disabling Spanning Tree for a VLAN

The spanning tree operating mode set for the switch determines how VLAN ports are evaluated to identify
redundant data paths. If the Spanning Tree switch operating mode is set to flat, then VLAN port connec-
tions are checked against other VLAN port connections for redundant data paths. Note that the single flat
mode STP instance is referred to as instance 1 or the CIST (Common and Internal Spanning Tree)
instance, depending on which STP protocol is active.

In the flat mode, if STP instance 1 or the CIST instance is disabled, then it is disabled for all configured
VLANSs. However, disabling STP on an individual VLAN excludes only that VLAN’s ports from the flat
STP algorithm.

If the Spanning Tree operating mode is set to 1x1, there is a single Spanning Tree instance for each VLAN
broadcast domain. Enabling or disabling STP on a VLAN in this mode includes or exclude the VLAN
from the 1x1 STP algorithm.

The vlan stp command is used to enable/disable a Spanning Tree instance for an existing VLAN. In the
following examples, Spanning Tree is disabled on VLAN 255 and enabled on VLAN 755:

-> vlan 255 stp disable
-> vlan 755 stp enable

Note the following when using the vlan stp command. For more information about the vlan stp command,
see the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide:

« If the VLAN ID specified with this command is that of a VLAN that does not exist, the VLAN is auto-
matically created.

« This command configures the VLAN STP status for both the 1x1 and flat Spanning Tree modes. Using
the 1x1 or flat parameter with this command, configures the STP status only for the mode specified by
the parameter.
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« Up to 253 Spanning Tree instances per switch are supported in the 1x1 Spanning Tree mode. Since
each VLAN with Spanning Tree enabled uses one of these instances, only 253 VLANSs can have an
active Spanning Tree instance at any given time.

« To create more than 253 VLANS on a switch running in the 1x1 Spanning Tree mode, use the vlan stp
disable, vlan 1x1 stp disable, or vlan flat stp disable form of this command to create a VLAN with
Spanning Tree disabled.

STP does not become operationally active on a VLAN unless the VLAN is operationally active, which
occurs when at least one active port is assigned to the VLAN. Also, STP is enabled/disabled on individual
ports. So even if STP is enabled for the VLAN, a port assigned to that VLAN must also have STP enabled.
See Chapter 12, “Configuring Spanning Tree.”

Configuring VLAN Router Interfaces

Network device traffic is bridged (switched) at the Layer 2 level between ports that are assigned to the
same VLAN. However, if a device needs to communicate with another device that belongs to a different
VLAN, then Layer 3 routing is necessary to transmit traffic between the VLANSs. Bridging makes the deci-
sion on where to forward packets based on the packet’s destination MAC address; routing makes the deci-
sion on where to forward packets based on the packet’s IP network address (for example, IP - 21.0.0.10).

Alcatel switches support routing of IP traffic. A VLAN is available for routing when at least one router
interface is defined for that VLAN and at least one active port is associated with the VLAN. Up to eight IP
interfaces can be configured for each VLAN. The maximum number of IP interfaces allowed for the entire
switch is 4094.

If a VLAN does not have a router interface, the ports associated with that VLAN are in essence firewalled
from other VLANS. For information about how to configure router interfaces, see Chapter 28, “Configur-
ing IP.”

What is Single MAC Router Mode?

The switch operates only in single MAC router mode. In this mode, each router VLAN is assigned the
same MAC address, which is the base chassis MAC address for the switch. This eliminates the need to
allocate additional MAC addresses if more than 32 router VLANS are defined. The number of router
VLANSs allowed then is based on the IP interface configuration. See “Configuring VLAN Router Inter-
faces” on page 4-10 for more information.

To determine the total number of VLANS configured on the switch, and the number of VLANSs with IP
router interfaces configured, use the show vlan router mac status command. For more information about
this command, see the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide.

Bridging VLANs Across Multiple Switches

To create a VLAN bridging domain that extends across multiple switches:
1 Create a VLAN on each switch with the same VLAN ID number (for example, VLAN 10).

2 If using mobile ports for end user device connections, define VLAN rules that classifies mobile port
traffic into the VLAN created in Step 1.
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3 On each switch, assign the ports that provides connections to other switches to the VLAN created in
Step 1.

4 On each switch, assign the ports that provides connections to end user devices (for example, worksta-
tions) to the VLAN created in Step 1. (If using mobile ports, this step occurs automatically when the
device connected to the mobile port starts to send traffic.)

5 Connect switches and end user devices to the assigned ports.

The following diagram shows the physical configuration of an example VLAN bridging domain:

Switch B Switch C

B 21 ot e
VLAN 10
319

2/3

VLAN 10

L CFTHTATT

Switch A

138.0.0.5

138.0.0.2
VLAN Bridging Domain: Physical Configuration

In the above diagram, VLAN 10 exists on all four switches and the connection ports between these
switches are assigned to VLAN 10. The workstations can communicate with each other because the ports
to which they are connected are also assigned to VLAN 10. It is important to note that connection cables
do not have to connect to the same port on each switch. The key is that the port must belong to the same
VLAN on each switch. To carry multiple VLANS between switches across a single physical connection
cable, use the 802.1Q tagging feature (see Chapter 24, “Configuring 802.1Q").

The connection between Switch C and D is shown with a broken line because the ports that provide this
connection are in a blocking state. Spanning Tree is active by default on all switches, VLANs and ports.
The Spanning Tree algorithm determined that if all connections between switches were active, a network
loop would exist that could cause unnecessary broadcast traffic on the network. The path between Switch
C and D was shut down to avoid such a loop. See Chapter 12, “Configuring Spanning Tree,” for informa-
tion about how Spanning Tree configures network topologies that are loop free.

The following diagram shows the same bridging domain example as seen by the end user workstations.
Because traffic between these workstations is bridged across physical switch connections within the
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VLAN 10 domain, the workstations are basically unaware that the switches even exist. Each workstation
believes that the others are all part of the same VLAN, even though they are physically connected to
different switches.

VLAN 10

138.0.0.5

VLAN Bridging Domain: Logical View

Creating a VLAN bridging domain across multiple switches and/or stacks of switches allows VLAN
members to communicate with each other, even if they are not connected to the same physical switch. This
is how a logical grouping of users can traverse a physical network setup without routing and is one of the
many benefits of using VLANS.

Verifying the VLAN Configuration

To display information about the VLAN configuration for a single switch or a stack of switches, use the
show commands listed below:

show vlan Displays a list of all VLANs configured on the switch and the status of
related VLAN properties (for example, admin and Spanning Tree status
and router port definitions).

show vlan port Displays a list of VLAN port assignments.
show ip interface Displays VLAN IP router interface information.

show vlan router mac status  Displays the current MAC router operating mode (single or multiple)
and VLAN router port statistics.

For more information about the resulting displays from these commands, see the OmniSwitch AOS Release
6250/6350/6450 CLI Reference Guide. An example of the output for the show vlan and show vlan port
commands is also given in “Sample VLAN Configuration” on page 4-3.
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The GARP VLAN Registration Protocol (GVRP) facilitates in controlling virtual local area networks
(VLANS) in a large network. It is an application of Generic Attribute Registration Protocol (GARP) and
provides VLAN registration service. GVRP enables devices to dynamically learn their VLAN
memberships.

GVRP is compliant with 802.1Q standard. It dynamically learns and propagates VLAN membership
information across a bridged network. GVRP dynamically maintains and updates the registration and
de-registration of VLANSs and prunes unnecessary broadcast and unicast traffic. From the GVRP
information, a device can continuously update its knowledge of the set of VLANS that currently have
active nodes and on the ports through which those nodes can be reached.

In This Chapter

This chapter describes the basic components of GVRP and their configuration through the Command Line
Interface (CLI). CLI commands are used in the configuration examples; for more details about the syntax
of commands, see the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide.

Configuration procedures described in this chapter include:
« Enabling GVRP on page 5-7.

« Enabling Transparent Switching on page 5-8.

« Configuring Maximum Number of VLANS on page 5-8.
« Configuring GVRP Registration on page 5-9.

« Configuring GVRP Applicant Mode on page 5-10.

¢ Modifying GVRP Timers on page 5-10.

 Restricting VLAN Registration on page 5-11.

« Restricting Static VLAN Registration on page 5-12.

« Restricting VLAN Advertisements on page 5-12.
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GVRP Specifications

IEEE Standards Supported IEEE Std. 802.1D - 2004, Media Access Control
(MAC) Bridges
IEEE Draft Std. P802.1Q-REV/D5.0

Platforms Supported OmniSwitch 6250, 6450

Maximum GVRP VLANs 256

GVRP Defaults

The following table lists the defaults for GVRP configuration:

Parameter Description Command Default Value/Comments

Global status of GVRP gvrp disabled

Status of GVRP on specified port gvrp port disabled

Transparent switching gvrp transparent switching disabled

Maximum number of VLANSs gvrp maximum vlan 1024

Registration mode of the port gvrp registration normal

Applicant mode of the port gvrp applicant participant

Timer value for Join timer, Leave timer, gvrp timer Join timer value: 600 ms

or LeaveAll timer Leave timer value: 1800 ms
LeaveAll timer value:
30000 ms

Restrict dynamic VLAN registration gvrp restrict-vlan-registration not restricted

Restrict VLAN advertisement gvrp restrict-vlan-advertise-  not restricted

ment

Restrict static VLAN registration gvrp static-vlan restrict not restricted

Maximum VLANSs learned through gvrp maximum vilan 256

GVRP

GARP Overview

GARP was introduced to avoid manual configuration of devices and applications in a large network. It
enables dynamic configuration of devices and applications in a network. It also provides a generic
framework whereby devices in a bridged LAN can register and de-register attribute values, such as VLAN
identifiers, with each other. These attributes are propagated through devices in the bridged LAN. GARP
consists of:

GARP Information Declaration (GID)—The part of GARP that generates data from the switch.
GARP Information Propagation (GIP)—The part of GARP that distributes data to different switches.
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A GARP applicant may or may not choose to actively participate in declaring and registering an attribute
value. By declaring an attribute, a GARP applicant indicates to other applicants that it is either associated
with the attribute or it is interested to know about the other applicants associated with that attribute. A
GARP applicant that declares attributes is referred to as an active member. A passive member is an appli-
cant interested in an attribute but does not initiate GARP PDUs when it is aware that other applicants have
also registered the attribute.

The following messages are used in GARP:

Joinln and JoinEmpty—Used by an applicant (including itself) associated with an attribute. Receiving
JoinIn messages from other applicants or transmitting JoinEmpty messages enables an applicant to regis-
ter the attribute.

Leaveln and LeaveEmpty—Used by an applicant to withdraw its declaration when it is no more associ-
ated with an attribute.

LeaveAll—Used for periodic declarations and registration maintenance. An applicant periodically sends
LeaveAll messages, which enable other applicants to indicate their attributes’ registered states.

These messages indicate the current state of the sender applicant device to other GARP applicant devices.
With this information, these GARP applicant devices can modify their behavior associated with the attri-
bute (declare and withdraw).

GVRP Overview

GVRP, an application of GARP, is designed to propagate VLAN information from device to device. With
GVRP, a single switch is manually configured with all the desired VLANS for the network, and all the
other switches on the network learn those VLANs dynamically. An end station can be plugged into a
switch and be connected to its desired VLAN. However, end stations need GVRP-aware Network
Interface Cards (NIC) to make use of GVRP.

GVRP sends information encapsulated in an Ethernet frame to a specific MAC address
(01:80:C2:00:00:21). Based on the received registration information (Join message of GARP), VLAN
information is learned on a system. GVRP enables new dynamic VLANSs on a device or dynamically regis-
ters a port to an existing VLAN. In effect, based on the received registration information of a VLAN, the
port becomes associated with that VLAN. Similarly, whenever de-registration information is received for a
VLAN (Leave message of GARP) on a particular port, the association of that VLAN with the port may get
deleted.

A GVRP-enabled port sends GVRP PDUs advertising the VLAN. Other GVRP-aware ports receiving
advertisements over a link can dynamically join the advertised VLAN. All ports of a dynamic VLAN
operate as tagged ports for that VLAN. Also, a GVRP-enabled port can forward an advertisement for a
VLAN it learned about from other ports on the same switch. However, that forwarding port does not join
that VLAN until an advertisement for that VLAN is received on that port.
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The following illustration shows dynamic VLAN advertisements:

3 4 5

o Py [::::::]%

Switch A Switch B Switch C
Static VLAN: 10, 20, 30 Static VLAN Static VLAN End Station
Dynamic VLAN Dynamic VLAN Dynamic VLAN

Static VLAN 50

Initial Configuration of GVRP

Switch A has 3 VLANSs configured as static VLANS (10, 20, and 30). Other switches on the same network
learns these 3 VLANS as dynamic VLANS. Also, the end station connected on port 5 is statically config-
ured for VLAN 50. Port 1 on Switch A is manually configured for VLANS 10, 20, and 30. Hence, as the
diagram above shows,

1 Port 1 on Switch A advertises VLAN IDs (VIDs) 10, 20, and 30.

2 Port 2 on Switch B receives the advertisements. VLANs 10, 20, and 30 are created as dynamic VLANSs
on this switch and Port 2 becomes a member of VLANSs 10, 20, and 30.

3 Port 3 on Switch B is triggered to advertise VLANS 10, 20, and 30, but does not become a member of
these VLANS.

4 Port 4 on Switch C receives the advertisements. VLANSs 10, 20, and 30 are created as dynamic VLANSs
on this switch and Port 4 becomes a member of VLANS 10, 20, and 30.

5 Port 5 advertises VLANSs 10, 20, and 30, but this port is not a member of these VLANS.

Note. Default VLAN (VLAN 1) exists on all switches, but it is not considered here.

The above sequence of advertisements and registration of VLANS results in the following configuration:

1 2 3 4 5
s EE[::::::[::::::]% [ "’S R :[::::::]% e EEI[::::::][::::::]% 5
Switch A Switch B Switch C -
Static VLAN: 10, 20, 30 Static VLAN Static VLAN End Station
Dynamic VLAN Dynamic VLAN: 10, 20, 30 Dynamic VLAN: 10, 20, 30

Static VLAN 50

Dynamic Learning of VLANSs 10, 20, and 30
Here, the end station advertises itself as a member of VLAN 50. As the above diagram shows,

1 Port 5 receives the advertisement and Switch C creates VLAN 50 as a dynamic VLAN. Port 5 of
Switch C becomes a member of VLAN 50.

2 Port 4 advertises VLAN 50, but is not a member of VLAN 50.

3 Port 3 of Switch B receives the advertisement, Switch B creates the dynamic VLAN 50, and Port 3
becomes a member of VLAN 50.
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4 Port 2 advertises VLAN 50, but is not a member of this VLAN.

5 Port 1 on Switch A receives the advertisement, creates dynamic VLAN 50. Port 1 becomes a member
of VLAN 50.

The resulting configuration is depicted below:

1 2 3 q 5
mgﬂ EE[::::::[::::::]% ngﬂ EE[::::::[::::::]% "5 EE[::::::][::::::]% 5
Switch A Switch B Switch C
Static VLAN: 10, 20, 30 Static VLAN Static VLAN End Station
Dynamic VLAN: 50 Dynamic VLAN: 10, 20, 30, 50 Dynamic VLAN: 10, 20, 30, 50

Static VLAN 50

Dynamic Learning of VLAN 50

Note. Every port on a switch is not a member of all the VLANSs. Only those ports that receive the
advertisement become members of the VLAN being advertised.

Quick Steps for Configuring GVRP

1 Create a VLAN using the vlan command. For example:
-> vlan 5 name "vlan-7"

2 Assign a port to the VLAN using the vlan port default command. For example:
-> vlan 5 port default 3/2

3 Propagate the VLAN out of the assigned port using the vlan 802.1q command. For example, the
following command propagates VLAN 5 out of port 3/2:

-> vlan 5 802.1q 3/2
4 Enable GVRP globally on the switch by using the gvrp command.
-> gvrp

5 Enable GVRP on the port by using the gvrp port command. For example, the following command
enables GVRP on port 3/2 of the switch:

-> gvrp port 3/2

6 Restrict a port from becoming a member of the statically created VLAN by using the
gvrp static-vlan restrict command. For example, the following command restricts port 3/5 from becom-
ing a member of static VLAN 10:

-> gvrp static-vlan restrict port 3/5 10

7 To view the global configuration details of the router, enter the show gvrp configuration command.
The globally configured details is displayed as shown:

-> show gvrp configuration
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Configuring GVRP

GVRP Enabled

Transparent Switching Enabled
Maximum VLAN Limit

yes,
no,
256

8 To view GVRP configuration for a specific port, enter the show gvrp configuration linkagg/port

command.The configuration details of the particular port is displayed as shown:
-> show gvrp configuration port 1/21

Port 1/21:

GVRP Enabled > yes,
Registrar Mode : normal,
Applicant Mode . participant,
Join Timer (msec) : 600,
Leave Timer (msec) - 1800,
LeaveAll Timer (msec) : 30000,
Legacy Bpdu : disabled
VLAN Memberships:
VLAN Id Static Restricted Restricted
Registration Registration Applicant
--------------- T L e T T T
1 LEARN FALSE FALSE
2 LEARN FALSE FALSE
11 LEARN FALSE FALSE
12 LEARN FALSE FALSE
13 LEARN FALSE FALSE
14 LEARN FALSE FALSE
15 LEARN FALSE FALSE
16 LEARN FALSE FALSE
17 LEARN FALSE FALSE
18 LEARN FALSE FALSE
19 LEARN FALSE FALSE
20 LEARN FALSE FALSE
51 RESTRICT FALSE FALSE
52 RESTRICT FALSE FALSE
53 LEARN TRUE FALSE
54 LEARN TRUE FALSE
55 LEARN FALSE TRUE
56 LEARN FALSE TRUE
57 LEARN FALSE FALSE
58 LEARN FALSE FALSE
59 LEARN FALSE FALSE
60 LEARN FALSE FALSE
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Configuring GVRP

This section describes how to configure GVRP using Alcatel’s Command Line Interface (CLI) commands.

Enabling GVRP

GVRP is used primarily to prune unnecessary broadcast and unknown unicast traffic, and dynamically
create and manage VLANSs. GVRP has to be globally enabled on a switch before it can start forwarding
GVRP frames.

To enable GVRP globally on the switch, enter the gvrp command at the CLI prompt as shown:
-> gvrp
To disable GVRP globally on the switch, use the no form of the gvrp command as shown:

-> no gvrp

Note. Disabling GVRP globally leads to the deletion of all learned VLANS.

GVRP can be enabled on ports regardless of whether it is globally enabled or not. However, for the port to
become an active participant, you have to enable GVRP globally on the switch. By default, GVRP is
disabled on the ports. To enable GVRP on a specified port, use the gvrp port command.

For example, to enable GVRP on port 2 of slot 1, enter:
-> gvrp port 1/2
Similarly, to enable GVRP on aggregate group 2, enter:
-> gvrp linkagg 2
To disable GVRP on a specific port, use the no form of the command as shown:

-> no gvrp port 1/2

Note. GVRP can be configured only on fixed, 802.1 Q and aggregate ports. It cannot be configured on
mirror, aggregable, mobile, and MSTI Trunking ports.
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Enabling Transparent Switching

A switch in the GVRP transparent mode floods GVRP frames to other switches transparently when GVRP
is globally disabled on the switch. However, the switch does not advertise or synchronize its VLAN
configuration based on received VLAN advertisements. By default, transparent switching is disabled on
the switch.

Note. If GVRP is globally enabled on a switch, transparent switching has no effect on the switch.

You can configure the switch to propagate GVRP frames transparently using the gvrp transparent
switching command, as shown:

-> gvrp transparent switching

Use the no form of this command to disable the transparent switching capability of the switch. For exam-
ple:

-> no gvrp transparent switching

Note. When both GVRP and GVRP transparent switching are globally disabled, the switch discards the
GVRP frames.

Configuring the Maximum Number of VLANs

A switch can create dynamic VLANSs using GVRP. By default, the maximum number of dynamic VLANSs
that can be created using GVRP is 1024. If the VLAN limit to be set is less than the current number of
dynamically learned VLANS, then the new configuration takes effect only after the GVRP is disabled and
enabled again on the switch. If this operation is not done, the VLANS learned earlier is maintained. To
modify the maximum number of dynamic VLANS the switch is allowed to create, use the gvrp maxi-
mum vlan command as shown:

-> gvrp maximum vlan 150

Here, the number of dynamic VLANS the switch can create is set to a maximum of 150.

Note. A maximum of 4094 dynamic VLANS can be created using GVRP.

These dynamically created VLANSs do not support the following operations:
 Authentication

 IProuting

« Configuring default VLAN on any port

« Enabling/Disabling classification of tagged packets received on mobile ports (vlan mobile-tag)
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Configuring GVRP Registration

GVRP allows a port to register and de-register both static and dynamic VLANSs. Every device has a list of
all the switches and end stations that can be reached at any given time. When an attribute for a device is
registered or de-registered, the set of reachable switches and end stations, also called participants, is modi-
fied. Data frames are propagated only to registered devices. This prevents attempts to send data to devices
that are not reachable.

The following sections describe GVRP registration on switches:

Setting GVRP Normal Registration

The normal registration mode allows dynamic creation, registration, and de-registration of VLANSs on a
device. The normal mode is the default registration mode.

To configure a port in normal mode, use the gvrp registration command. For example, to configure port 2
of slot 3 in normal mode, enter the following:

-> gvrp registration normal port 3/2

To view the registration mode of the port, use the show gvrp configuration linkagg/port command. For
example:

-> show gvrp configuration port 3/2

Setting GVRP Fixed Registration

The fixed registration mode allows only manual registration of the VLANs and prevents dynamic or static
de-registration of VLANS on the port.

To configure a port to fixed mode, use the gvrp registration command. For example, to configure port 2
of slot 3 to fixed mode, enter the following:

-> gvrp registration fixed port 3/2
To view the registration mode of the port, enter the following:

-> show gvrp configuration port 3/2

Note. The registration mode for the default VLANS of all the ports in the switch is set to fixed.

Setting GVRP Forbidden Registration

The forbidden registration mode prevents any VLAN registration or de-registration. If dynamic VLANs
previously created are present, they must be de-registered.

To configure a port to forbidden mode, use the gvrp registration command. For example, to configure
port 2 of slot 3 to forbidden mode, enter the following:

-> gvrp registration forbidden port 3/2

To view the registration mode of the port, use the show gvrp configuration linkagg/port command. For
example, to view the mode of port 1/21, enter the following:

-> show gvrp configuration port 3/2
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The GVRP registration mode of the port can be set to default value by using the no form of
gvrp registration command.

To set the GVRP registration mode of port 3/2 to default mode (normal mode) enter the following
command:

-> no gvrp registration port 372

Configuring the GVRP Applicant Mode

The GVRP applicant mode determines whether or not GVRP PDU exchanges are allowed on a port,
depending on the Spanning Tree state of the port. This mode can be configured to be participant, non-
participant or active. By default, the port is in the participant mode.

To prevent undesirable Spanning Tree Protocol topology reconfiguration on a port, configure the GVRP
applicant mode as active. Ports in the GVRP active applicant state send GVRP VLAN declarations even
when they are in the STP blocking state. This prevents the STP bridge protocol data units (BPDUSs) from
being pruned from the other ports.

To set the applicant mode of a port to active, use the gvrp applicant command. For example, to set the
applicant mode of port 3/2 to active, enter the following:

-> gvrp applicant active port 3/2

When a port is set to participant mode, GVRP protocol exchanges are allowed only if the port is set to the
STP forwarding state.

To set the applicant mode of port 3/2 to participant mode, enter the following:
-> gvrp applicant participant port 3/2

When a port is set to non-participant mode, GVRP PDUs are not sent through the STP forwarding and
blocking ports.

To set the applicant mode of port 3/2 to non-participant mode, enter the following:
-> gvrp applicant non-participant port 372

The applicant mode of the port can be set to the default value by using the no form of the gvrp applicant
command. To set the GVRP applicant mode of port 3/2 to the default mode (participant mode), enter the
following command:

-> no gvrp applicant port 3/2

Modifying GVRP timers

GVRP timers control the timing of dynamic VLAN membership updates to connected devices. The
following are the various timers in GVRP:

 Join timer—The maximum time a GVRP instance waits before making declaration for VLANS.

e Leave timer—The wait time taken to remove the port from the VLAN after receiving a Leave message
on that port.

« LeaveAll timer—The time a GVRP instance takes to generate LeaveAll messages. The LeaveAll
message instructs the port to modify the GVRP state of all its VLANS to Leave.
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The default values of the Join, Leave, and LeaveAll timers are 200 ms, 600 ms, and 10000 ms,
respectively.

When you set the timer values, the value for the Leave timer has to be greater than or equal to thrice the
Join timer value (Leave>=Join * 3). The LeaveAll timer value must be greater than the Leave timer value
(LeaveAll > Leave). If you attempt to set a timer value that does not adhere to these rules, an error
message is displayed.

For example, if you set the Leave timer to 900 ms and attempt to configure the Join timer to 450 ms, an
error is returned. You need to set the Leave timer to at least 1350 ms and then set the Join timer to 450 ms.

To modify the Join timer value, use the gvrp timer command. For example, to modify the Join timer value
of port 3/2, enter the following:

-> gvrp timer join 400 port 3/2

The Join timer value of port 3/2 is now set to 400 ms.

To set the Join timer to the default value, use the no form of the command as shown:
-> no gvrp timer join port 3/2

To set the Leave timer value of port 3/2 to 1200 ms, enter the command as shown:
-> gvrp timer leave 1200 port 3/2

To set the LeaveAll timer of port 3/2 to 1400 ms, enter the command as shown:
-> gvrp timer leaveall 1200 port 3/2

To view the timer value assigned to a particular port, use the show gvrp timer command. For example, to
view the timer value assigned to port 1/21, enter the command as shown:

-> show gvrp configuration port 1/21

Note. Set the same GVRP timer value on all the connected devices.

Restricting VLAN Registration

Restricted VLAN registration restricts GVRP from dynamically registering specific VLAN(s) on a switch.
It decides whether VLANSs can be dynamically created on a device or only be mapped to the ports (if the
VLAN:Ss are already statically created on the device).

By default, the dynamic VLAN registrations are not restricted and the VLAN can either be created on the
device or mapped to another port.

To restrict a VLAN from to be dynamically learned on the device, configure the dynamic VLAN
registrations by using the gvrp restrict-vlan-registration command as follows:

-> gvrp restrict-vlan-registration port 3/1 4

Here, VLAN 4 cannot be learned by the device dynamically. However, if the VLAN already exists on the
device as a static VLAN, it can be mapped to the receiving port.

page 5-11 OmniSwitch AOS Release 6250/6350/6450 Network Configuration Guide ~ October 2016



Configuring GVRP Configuring GVRP

To allow dynamic VLAN registrations on the port, use the no form of the gvrp restrict-vlan-registration
command as shown:

-> no gvrp restrict-vlan-registration port 3/1 4

Restricting Static VLAN Registration

Ports can be exempted from becoming members of statically created VLANS. To restrict a port from
becoming a member of a statically configured VLAN, use the gvrp static-vlan restrict command as
shown:

-> gvrp static-vlan restrict port 1/2 5

Note. This command does not apply to dynamic VLANS.

Here, the port 1/2 is restricted from becoming a GVRP member of VLAN 5.

To restrict a port from becoming a member of a range of statically created VLANS, enter the
gvrp static-vlan restrict command as shown:

-> gvrp static-vlan restrict port 1/2 5-9
Here, port 1/2 is restricted from becoming a GVRP member of VLANs 5 to 9.

A port can be allowed to become a member of statically created VLANS using the no form of the
gvrp static-vlan restrict command. To allow port 3/1 to become a member of a statically created VLAN,
enter the command as shown:

-> no gvrp static-vlan restrict 3/1

Restricting VLAN Advertisement

VLANS learned by a switch through GVVRP can either be propagated to other switches or be blocked. This
helps prune VLANS that have no members on a switch. If the applicant mode is set to participant or
active, you can use the gvrp restrict-vlan-advertisement command to restrict the propagation of VLAN
information on a specified port as shown:

-> gvrp restrict-vlan-advertisement port 3/1 4
Here, VLAN 4 is not allowed to propagate on port 1 of slot 3.

To enable the propagation of dynamic VLANS on the specified port, use the no form of the command. To
restrict VLAN 4 from being propagated to port 3/1, enter the command as shown:

-> no gvrp restrict-vlan-advertisement port 3/1 4
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Verifying GVRP Configuration

A summary of the commands used for verifying GVRP configuration is given here:

clear gvrp statistics Clears GVRP statistics for all the ports, an aggregate of ports, or a spe-
cific port.

show gvrp last-pdu-origin Displays the source MAC address of the last GVRP message received
on a specified port or an aggregate of ports.

show gvrp configuration Displays the global configuration for GVRP.

show gvrp configuration port  Displays the GVRP configuration status for all the ports.

show gvrp configuration link- Displays the GVRP configuration for a specific port or an aggregate of
agg/port ports.

show gvrp timer Displays the timer values configured for all the ports or a specific port.

For more information about the displays that result from these commands, see the OmniSwitch AOS
Release 6250/6350/6450 CLI Reference Guide.
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6 Configuring MVRP

Multiple VLAN Registration Protocol (MVRP) is standards-based Layer 2 network protocol for
automatic configuration of VLAN information on switches. It was defined in the 802.1ak amendment to
802.1Q-2005.

MVRP provides a method to share VLAN information dynamically and configure the needed VLANSs
within a layer 2 network. For example, in order to add a switch port to a VLAN, only the end port, or the
VLAN-supporting network device connected to the switchport, has to be reconfigured, and all necessary
VLAN trunks are dynamically created on the other MVVRP-enabled switches. MVRP helps to maintain
VLAN configuration dynamically based on current network configurations.

In This Chapter

This chapter describes the MVRP feature and how to configure it through the Command Line Interface
(CLI). CLI commands are used in the configuration examples; for more details about the syntax of
commands, see the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide. This chapter
provides an overview of MVRP and includes the following information:

e “Enabling MVRP” on page 6-10

“Enabling Transparent Switching” on page 6-11

e “Configuring the Maximum Number of VLANs” on page 6-11
e “Configuring MVRP Registration” on page 6-12

e “Configuring the MVRP Applicant Mode” on page 6-14

e “Modifying MVRP Timers” on page 6-15

e “Restricting VLAN Registration” on page 6-16

e “Restricting Static VLAN Registration” on page 6-16

e “Restricting VLAN Advertisement” on page 6-17
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MVRP Specifications

IEEE Standards Supported IEEE 802.1ak-2007 Amendment 7: Multiple Registration Protocol
IEEEStd802.1Q-2005 Corrigendum 2008

Platforms Supported OmniSwitch 6250, 6350, 6450

Maximum MVRP VLANs 256
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MVRP Defaults

The following table lists the defaults for MVVRP configuration.

Parameter Description Command Default Value/Comments
VLAN dynamic registration mode  vlan registration-mode MVRP

Enables or disables MVRP globally mvrp disabled

on a switch.

Enables or disables MVRP on spe-  mvrp port disabled

cific ports

Transparent switching mvrp port disabled

Maximum number of VLANS mvrp maximum vilan 256

Registration mode of the port mvrp registration normal

Applicant mode of the port mvrp applicant active

Timer value for join timer.

mvrp timer join

600 milliseconds

Timer value for leave timer.

mvrp timer leave

1800 milliseconds

Timer value for leaveall timer.

mvrp timer leaveall

30000 milliseconds

Timer value for periodic timer.

mvrp timer periodic-timer

1 second

Restrict dynamic VLAN registration

mvrp restrict-vlan-registration

not restricted

Restrict VLAN advertisement

mvrp restrict-vlan-advertise-
ment

not restricted

Restrict static VLAN registration

mvrp static-vlan-restrict

By default, ports are assigned
to the static VLAN based on
MVRP PDU processing.
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Quick Steps for Configuring MVRP

The following steps provide a quick tutorial on how to configure MVRP. Each step describes a specific
operation and provides the CLI command syntax for performing that operation.

1 Create a VLAN using the vlan command. For example:
-> vlan 5 name "vlan-5"

2 Assign a port to the VLAN using the vlan port default command. For example:
-> vlan 5 port default 1/2

3 Tag the port with one or more VLANS using the vlan 802.1g command. For example:
-> vlan 7 802.1q 1/2

4 Enable MVRP globally on the switch by using the mvrp command.

-> mvrp enable

Note. If MVRP is configured, GVRP cannot be configured on that switch and GVRP frames are ignored
by the switch.

5 Enable MVRP on the port by using the mvrp port command. For example, the following command
enables MVRP on port 1/2 of the switch:

-> mvrp port 1/2 enable

6 (Optional) Restrict a port from becoming a member of the statically created VLAN by using the mvrp
static-vlan-restrict command. For example, the following command restricts port 1/5 from becoming a
member of static VLAN 10:

-> mvrp port 1/5 static-vlan-restrict vlan 10

Note. To view the global configuration details of the router, enter the show mvrp configuration
command. The globally configured details are displayed as shown:

-> show mvrp configuration

MVRP Enabled : yes,

Transparent Switching Enabled: no,
Maximum VLAN Limit : 256

To view the MVRP configuration for a specific port, enter the show mvrp port command. The configura-
tion data of the particular port is displayed as shown:

-> show mvrp port 1/2

Port 1/2:

MVRP Enabled : no,

Registrar Mode : normal,
Applicant Mode : participant,
Join Timer (msec) : 600,

Leave Timer (msec) : 1800,
LeaveAll Timer (msec) : 30000,

page 6-4 OmniSwitch AOS Release 6250/6350/6450 Network Configuration Guide ~ October 2016



Configuring MVRP Quick Steps for Configuring MVRP

Periodic Timer (sec) : 1,

Periodic Tx Status : disabled

See the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide for information about the fields
in this display.
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MRP Overview

Multiple Registration Protocol (MRP) was introduced as a replacement for GARP with the IEEE
802.1ak-2007 amendment. The Multiple VLAN Registration Protocol (MVRP) defines a MRP
Application that provides the VLAN registration service.

MVRP provides a mechanism for dynamic maintenance of the contents of dynamic VLAN registration
Entries for each VLAN, and for propagating the information they contain to other bridges. This
information allows MVRP-aware devices to dynamically establish and update their knowledge of the set
of VLANSs that currently have active members, and through which ports those members can be reached.
The main purpose of MVRP is to allow switches to automatically discover some of the VLAN
information that would otherwise need to be manually configured.

MVRP Overview

MVRP acts as an MRP application, sending and receiving MVRP information encapsulated in an ethernet
frame on a specific MAC address. MVRP allows both end stations and bridges in a bridged local area
network to issue and revoke declarations relating to membership of VLANs. Each MVVRP device that
receives the declaration in the network creates or updates a dynamic VLAN registration entry in the
filtering database to indicate that the VLAN is registered on the reception port.

In this way, MVRP provides a method to share VLAN information within a layer 2 network dynamically,
and configure the needed VLANSs. For example, in order to add a switch port to a VLAN, only the end
port, or the VLAN-supporting network device connected to the switchport, need be reconfigured, and all
necessary VLAN trunks are dynamically created on the other MVRP-enabled switches. Without using
MVRP, either a manual configuration of VLAN trunks or use of a manufacturer-specific proprietary
method is necessary. In short, MVRP helps to maintain VLAN configuration dynamically based on current
network configurations.
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How MVRP Works

An MVRP enabled port sends MRPDUSs advertising the VLAN enabling another MVRP aware port
receiving advertisements over a link to join the advertised VLAN dynamically. All ports of a dynamic
VLAN operate as tagged ports for that VLAN.

An MVRP enabled port can forward an advertisement for a VLAN it learned about from other ports on the
same switch. However, the forwarding port does not joins that VLAN on its own until an advertisement
for that VLAN is received on that same port.

The following example illustrates the VLAN advertisements and Dynamic Joining.

1 2 3 4 5
[ "; EE[:’:’:’:’:’:f:':’:’:’:’:l‘ / [ "’; EE[:’:’:’:’:’:[:’:’:’:’:’:]‘ / [ "; EEI[:’:’:’:’:’:]f:’:’:’:’:’:]‘ ; %
Switch A Switch B Switch C
Static VLAN: 10, 20, 30 Static VLAN Static VLAN End Station
Dynamic VLAN Dynamic VLAN Dynamic VLAN

Static VLAN 50

Initial Configuration of MVRP

Switch A has 3 VLANS configured as static VLANS (10, 20, and 30). Other switches on the same network
learn these 3 VLANS as dynamic VLANS. Also, the end station connected on port 5 is statically
configured for VLAN 50. Port 1 on Switch A is manually configured for VLANSs 10, 20, and 30. All the
ports are in the same Spanning tree instance and are in forwarding state. Hence, as the

Initial Configuration of MVVRP diagram shows,

1 Port 1 on Switch A advertises VLAN IDs (VIDs) 10, 20, and 30.

2 Port 2 on Switch B receives the advertisements. VLANSs 10, 20, and 30 are created as dynamic VLANs
on this Switch B and Port 2 becomes a member of VLANSs 10, 20, and 30.

3 Port 3 on Switch B is triggered to advertise VLANSs 10, 20, and 30, but does not become a member of
these VLANS.

4 Port 4 on Switch C receives the advertisements. VLANSs 10, 20, and 30 are created as dynamic VLANS
on Switch C and Port 4 becomes a member of VLANSs 10, 20, and 30.

5 Port 5 advertises VLANSs 10, 20, and 30, but this port is not a member of these VLANS.

Note. Default VLAN (VLAN 1) exists on all switches, but it is not considered here.
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The configuration sequence of advertisements and registration of VLANS results in the following
configuration.

1 2 3 4 5
= BEI[:’:’:’:’:’:[:’:’:’:’:’:]‘ |/ = EE[:j:i:i:i:i:[:i:i:i:ﬁ:i:]‘ |/ S Fmmy [:,:,:i:i:i:]‘ F 5
Switch A Switch B Switch C )
Static VLAN: 10, 20, 30 Static VLAN Static VLAN End Station
Dynamic VLAN Dynamic VLAN: 10, 20, 30 Dynamic VLAN: 10, 20, 30 Static VLAN 50

Dynamic Learning of VLANSs 10, 20, and 30

Here, the end station advertises itself as a member of VLAN 50. As the Dynamic Learning of VLANS 10, 20,
and 30 diagram shows,

1 Port 5 receives the advertisement and Switch C creates VLAN 50 as a dynamic VLAN. Port 5 of
Switch C becomes a member of VLAN 50.

2 Port 4 advertises VLAN 50, but is not a member of VLAN 50.

3 Port 3 of Switch B receives the advertisement, Switch B creates the dynamic VLAN 50, and Port 3
becomes a member of VLAN 50.

4 Port 2 advertises VLAN 50, but is not a member of this VLAN.

5 Port 1 on Switch A receives the advertisement, creates dynamic VLAN 50. Port 1 becomes a member
of VLAN 50.

The resulting configuration is depicted as follows:

1 2 3 4 5
s Elﬂ[i:i:ﬁ:ii:[:ﬁ:ﬁ:ﬁ:ﬁ:ﬁ:]‘ |/ i3 EE[::::::[::::::]% = EEI[:I{:I:][:}Z}I:]‘ F 5
Switch A Switch B Switch C
Static VLAN: 10, 20, 30 Static VLAN Static VLAN End Station
Dynamic VLAN: 50 Dynamic VLAN: 10, 20, 30, 50 Dynamic VLAN: 10, 20, 30, 50

Static VLAN 50

Dynamic Learning of VLAN 50

Note. Every port on a switch is not a member of all the VLANS. Only those ports that receive the
advertisement become members of the VLAN being advertised.
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Interaction With Other Features

This section contains important information about how other OmniSwitch features interact with MVRP.
Refer to the specific chapter for each feature to get more detailed information about how to configure and
use the feature.

GVRP

If MVRP is configured, GVRP cannot be configured and the GVRP frames are ignored on that switch.
MVRP is functionally independent of the GVRP.

When the device has legacy GVRP commands in the boot.cfg (for example, during image upgrade from a
previous release which does not support MVVRP) and the default mode is configured for MVRP, the GVRP
commands are still accepted and the VLAN registration mode is internally changed to GVRP.

There is an option to change the operational mode between MVRP and GVRP. But, when you change the
mode, it results in the complete deletion of static as well as dynamic configurations of the existing
operational mode.

STP

MVRP feature is supported only in STP flat mode. If MVRP is configured in the system with STP flat
mode, then STP mode cannot be changed to 1x1 mode. When a topology change is detected by STP,
MAC addresses for the dynamic VPAs learned by MVRP is also deleted.

IPM VLAN

MVRP is not supported on IP Multicast VLANs (IPMVLANS). If MVRP PDU for IPMVLAN
registration is received on standard/network port, the PDUs are discarded. IPMVLAN is not advertised by
MVRP.
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Configuring MVRP

This section describes how to configure MVRP using the Command Line Interface (CLI) commands.

Enabling MVRP

MVRP is used primarily to prune unnecessary broadcast and unknown unicast traffic, and dynamically
create and manage VLANs. MVRP has to be globally enabled on a switch before it can start forwarding
MVRP frames. When MVRP is configured on a switch, GVRP cannot be configured on that switch and
when a port is enabled for MVRP, it cannot be converted as a mobile, mirroring, aggregate, VPLS Access,
or a VLAN stacking User port.

To enable MVRP globally on the switch, enter the mvrp command at the CLI prompt as shown:
-> mvrp enable
To disable MVRP globally on the switch, use disable option of the mvrp command as shown:

-> mvrp disable

Note. Disabling MVRP globally leads to the deletion of all learned VLANS.

MVRP can be enabled on ports regardless of whether it is globally enabled or not. However, for the port to
become an active participant, MVRP must be globally enabled on the switch. By default, MVRP is
disabled on the ports. To enable MVRP on a specified port, use the mvrp port command.

For example, to enable MVRP on port 2 of slot 1, enter:
-> mvrp port 1/2 enable
Similarly, to enable MVRP on aggregate group 10, enter:
-> mvrp linkagg 10 enable
To disable MVRP on a specific port, use disable option of the mvrp port command as shown:

-> mvrp port 1/2 enable

Note. MVRP can be configured only on fixed, 802.1 Q and aggregate ports. It cannot be configured on
mirror, aggregate, mobile, VPLS Access, and VLAN Stacking User ports.
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Enabling Transparent Switching

A switch in the MVRP transparent mode floods MVVRP frames to other switches transparently when
MVRP is globally disabled on the switch. However, the switch does not advertise or synchronize its
VLAN configuration based on received VLAN advertisements. By default, transparent switching is
disabled on the switch.

Note. If MVRP is globally enabled on a switch, transparent switching does not have any effect on the
switch.

You can configure the switch to propagate MVRP frames transparently using the mvrp port command, as
shown:

-> mvrp transparent-switching enable

Use the disable option of this command to disable the transparent switching capability of the switch. For
example:

-> mvrp transparent-switching disable

Note. When both MVVRP and MVRP transparent switching are globally disabled, the switch discards the
MVRP frames.

Configuring the Maximum Number of VLANs

A switch can create dynamic VLANS using MVVRP. By default, the maximum number of dynamic VLANSs
that can be created using MVRP is 256. If the VLAN limit to be set is less than the current number of
dynamically learned VLANS, then the new configuration will take effect only after the MVVRP is disabled
and enabled again on the switch. If this operation is not done, the VLANS learned earlier are maintained.

To modify the maximum number of dynamic VLANS the switch is allowed to create, use the mvrp maxi-
mum vlan command as shown:

-> mvrp maximum vlan 150
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Configuring MVRP Registration

MVRP allows a port to register and de-register both static and dynamic VLANSs. Every device has a list of
all the switches and end stations that can be reached at any given time. When an attribute for a device is
registered or de-registered, the set of reachable switches and end stations, also called participants, is modi-
fied. Data frames are propagated only to registered devices, thereby preventing attempts to send data to
devices that are not reachable.

The following sections describe MVRP registration on switches:

Setting MVRP Normal Registration

The normal registration mode allows dynamic creation, registration, and de-registration of VLANSs on a
device. The normal mode is the default registration mode.

To configure a port in normal mode, use the mvrp registration command. For example, to configure port
2 of slot 1 in normal mode, enter the following:

-> mvrp port 1/2 registration normal
To view the registration mode of the port, use the show mvrp port command. For example:

-> show mvrp port 1/2

MVRP Enabled : no,
Registrar Mode - normal,
Applicant Mode . participant,
Join Timer (msec) . 600,

Leave Timer (msec) : 1800,

LeaveAll Timer (msec) : 30000,
Periodic Timer (sec) : 1,
Periodic Tx status : disabled
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Setting MVRP Fixed Registration

The fixed registration mode allows only manual registration of the VLANs and prevents dynamic or static
de-registration of VLANS on the port.

To configure a port to fixed mode, use the mvrp registration command. For example, to configure port 2
of slot 1 to fixed mode, enter the following:

-> mvrp port 1/2 registration fixed

To view the registration mode of the port, use the show mvrp port command. For example,

-> show mvrp port 1/2

MVRP Enabled I no,
Registrar Mode : Fixed,
Applicant Mode I participant,
Join Timer (msec) : 600,

Leave Timer (msec) : 1800,
LeaveAll Timer (msec) : 30000,
Periodic Timer (sec) : 1,

Periodic Tx status : disabled

Note. The registration mode for the default VLANS of all the ports in the switch is set to normal.

Setting MVRP Forbidden Registration

The forbidden registration mode prevents any VLAN registration or de-registration. If dynamic VLANSs
previously created are present, they will be de-registered.

To configure a port to forbidden mode, use the mvrp registration command. For example, to configure
port 2 of slot 1 to forbidden mode, enter the following:

-> mvrp port 1/2 registration forbidden

To view the registration mode of the port, use the show mvrp port command. For example,

-> show mvrp port 1/2

MVRP Enabled I no,
Registrar Mode : forbidden,
Applicant Mode . participant,
Join Timer (msec) > 600,

Leave Timer (msec) - 1800,
LeaveAll Timer (msec) : 30000,
Periodic Timer (sec) : 1,

Periodic Tx status : disabled

To view the MVRP configurations for all the ports, including timer values, registration and applicant

modes, enter the following:

-> show mvrp port enabled

Port Join Leave LeaveAll Periodic Registration Applicant Periodic Tx Status
Timer Timer Timer Timer Mode Mode
(msec) (msec) (msec) (sec)
SOV U0 S S R, - Fommme
1/1 600 1800 30000 2 fixed active enabled
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1/2 600 1800 30000 2 fixed active enabled
1/7 600 1800 30000 2 Fixed active enabled
1/78 600 1800 30000 2 fixed active enabled
2/24 600 1800 30000 2 Fixed active enabled

Configuring the MVRP Applicant Mode

The MVRP applicant mode determines whether MVVRP PDU exchanges are allowed on a port, depending
on the Spanning Tree state of the port. This mode can be configured to be participant, nonparticipant, or
active. By default, the port is in the participant mode.

To prevent undesirable Spanning Tree Protocol topology reconfiguration on a port, configure the MVRP
applicant mode as active. Ports in the MVVRP active applicant state send MVRP VLAN declarations even
when they are in the STP blocking state, thereby preventing the STP bridge protocol data units (BPDUS)
from being pruned from the other ports.

To set the applicant mode of a port to active, use the mvrp applicant command. For example, to set the
applicant mode of port 1/2 to active, enter the following:

-> mvrp port 1/2 applicant active

When a port is set to participant mode, MVRP protocol exchanges are allowed only if the port is set to the
STP forwarding state.

To set the applicant mode of port 1/2 to participant mode, enter the following:
-> mvrp port 1/2 applicant participant

When a port is set to non-participant mode, MVRP PDUs are not sent through the STP forwarding and
blocking ports.

To set the applicant mode of port 1/2 to non-participant mode, enter the following:
-> mvrp port 1/2 non-participant

The applicant mode of the port can be set to the default value by using the mvrp applicant command. To
set the MVRP applicant mode of port 1/2 to the default mode (active mode), enter the following
command:

-> mvrp port 1/2 active
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Modifying MVRP Timers

MVRP timers control the timing of dynamic VLAN membership updates to connected devices. The
following are the various timers in MVRP:

e Join timer—The maximum time an MVRP instance waits before making declaration for VLANS.

e | eave timer—The wait time taken to remove the port from the VLAN after receiving a Leave message
on that port.

e | eaveAll timer—The time an MVRP instance takes to generate LeaveAll messages. The LeaveAll
message instructs the port to modify the MVRP state of all its VLANSs to Leave.

e Periodic timer—The time frequency with which the messages are transmitted again and again.

The default values of the Join, Leave, and LeaveAll timers are 600 ms, 1800 ms, and 30000 ms,
respectively.

When you set the timer values, the value for the Leave timer must be greater than or equal to twice the
Join timer value plus 100 milliseconds.(Leave>=Join * 2 +100). The LeaveAll timer value must be
greater than or equal to the Leave timer value (LeaveAll >= Leave). If you attempt to set a timer value
that does not adhere to these rules, an error message is displayed.

For example, if you set the Leave timer to 1700 ms and attempt to configure the Join timer to 400 ms, an
error is returned. Set the Leave timer to at least 1800 ms and then set the Join timer to 600 ms.

To modify the Join timer value, use the mvrp timer join command. For example, to modify the Join timer
value of port 1/2, enter the following:

-> mvrp port 1/2 timer join 600
The Join timer value of port 1/2 is now set to 600 ms.
To set the Leave timer value of port 1/2 to 1800 ms, enter the command as shown:
-> mvrp port 1/2 timer leave 1800
To set the LeaveAll timer of port 1/2 to 30000 ms, enter the command as shown:
-> mvrp port 1/2 timer leaveall 30000
To set the Periodic timer of port 1/2 to 1 second, enter the command as shown:
-> mvrp port 1/2 timer periodic-timer 1
To view the timer value assigned to a particular port, use the show mvrp timer command.

-> show mvrp port 1/2 timer

Join Timer (msec) : 600,
Leave Timer (msec) - 1800,
LeaveAll Timer (msec) : 30000,
Periodic-Timer (sec) o1

Note. Set the same MVRP timer value on all the connected devices.
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Restricting VLAN Registration

Restricted VLAN registration restricts MVRP from dynamically registering specific VLAN or VLANSs on
a switch. It decides whether VLANS can be dynamically created on a device or only be mapped to the
ports (if the VLANS are already statically created on the device).

By default, the dynamic VLAN registrations are not restricted and the VLAN can either be created on the
device or mapped to another port.

To restrict a VLAN from being dynamically learned on the device, you can configure the dynamic VLAN
registrations by using the mvrp restrict-vlan-registration command as shown:

-> mvrp port 1/1 restrict-vlan-registration vlan 4

Here, VLAN 4 cannot be learned by the device dynamically. However, if the VLAN exists on the device
as a static VLAN, it can be mapped to the receiving port.

To allow dynamic VLAN registrations on the port, use the no form of the
mvrp restrict-vlan-registration command as shown:

-> no mvrp port 1/1 restrict-vlan-registration vlan 4

Restricting Static VLAN Registration

Ports can be exempted from becoming members of statically created VLANS. To restrict a port from
becoming a member of a statically configured VLAN, use the mvrp static-vlan-restrict command as

shown:

-> mvrp port 1/9 static-vlan-restrict vlan 5

Note. This command does not apply to dynamic VLANS.

Here, the port 1/9 is restricted from becoming a MVRP member of VLAN 5.

To restrict a port from becoming a member of a range of statically created VLANS, enter the
mvrp static-vlan-restrict command as shown:

-> mvrp port 1/9 static-vlan-restrict vlan 5-9
Here, port 1/9 is restricted from becoming a MVVRP member of VLANs 5 to 9.

A port can be allowed to become a member of statically created VLANS using the no form of the mvrp
static-vlan-restrict command. To allow port 1/2 to become a member of a statically created VLAN, enter
the command as shown:

-> no mvrp port 1/2 static-vlan-restrict vlan 5
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Restricting VLAN Advertisement

VLANS learned by a switch through MVRP can either be propagated to other switches or be blocked. This
helps prune VLANS that have no members on a switch. If the applicant mode is set to participant or active,
you can use the mvrp restrict-vlan-advertisement command to restrict the propagation of VLAN
information on a specified port as shown:

-> mvrp port 1/1 restrict-vlan-advertisement vlan 5
Here, VLAN 5 is not allowed to propagate on port 1 of slot 1.

To enable the propagation of dynamic VLANS on the specified port, use the no form of the command. To
restrict VLAN 5 from being propagated to port 1/1, enter the command as shown:

-> no mvrp port 1/1 restrict-vlan-advertisement vlan 5
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Verifying the MVRP Configuration

A summary of the commands used for verifying the MVRP configuration is given here:

show mvrp last-pdu-origin

show mvrp configuration
show mvrp linkagg

show mvrp port

show mvrp vlan-restrictions
show mvrp timer

show mvrp statistics

mvrp clear-statistics

Displays the source MAC address of the last MVRP message
received on specific ports or aggregates.

Displays the global configuration for MVRP.

Displays the MVRP configuration for a specific port or an aggregate
of ports.

Displays the MVRP configurations for all the ports, including timer
values, registration and applicant modes.

Displays the list of VLANS learned through MVRP and their details.

Displays the timer values configured for all the ports or a specific
port.

Displays the MVRP statistics for all the ports, aggregates, or specific
ports.

Clears MVRP statistics for all the ports, an aggregate of ports, or a
specific port.

For more information about the output details that result from these commands, see the OmniSwitch AOS
Release 6250/6350/6450 CLI Reference Guide.
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fo VLANSs

Initially all switch ports are non-mobile (fixed) and are assigned to VLAN 1, which is also their config-
ured default VLAN. When additional VLANS are created on the switch, ports are assigned to the VLANs
so that traffic from devices connected to these ports is bridged within the VLAN domain. Switch ports are
either statically or dynamically assigned to VLANS.

Methods for statically assigning ports to VLANS include the following:

« Using the vlan port default command to define a new configured default VLAN for both non-mobile
(fixed) and mobile ports. (See “Statically Assigning Ports to VLANSs” on page 7-4.)

« Using the vlan 802.1qg command to define tagged VLANs for non-mobile ports. This method allows
the switch to bridge traffic for multiple VLANS over one physical port connection. (See Chapter 24,
“Configuring 802.1Q.”)

« Configuring ports as members of a link aggregate that is assigned to a configured default VLAN. (See
Chapter 25, “Configuring Static Link Aggregation,” and Chapter 26, “Configuring Dynamic Link
Aggregation.”)

Dynamic assignment applies only to mobile ports. When traffic is received on a mobile port, the packets
are classified using one of the following methods to determine VLAN assignment (see “Dynamically
Assigning Ports to VLANS” on page 7-5 for more information):

« Packet is tagged with a VLAN ID that matches the ID of another VLAN that has mobile tagging
enabled.

» Packet contents matches criteria defined in a VLAN rule.

Regardless of how a port is assigned to a VLAN, once the assignment occurs, a VLAN port association
(VPA) is created and tracked by VLAN management software on each switch.

In This Chapter

This chapter describes how to statically assign ports to a new default VLAN and configure mobile ports
for dynamic assignment through the Command Line Interface (CLI). CLI commands are used in the
configuration examples; for more details about the syntax of commands, see the OmniSwitch AOS Release
6250/6350/6450 CLI Reference Guide.

Configuration procedures described in this chapter include:
 Statically assigning ports to VLANSs on page 7-4.
« Dynamically assigning ports to VLANSs (port mobility) page 7-10.

« Configuring mobile port properties (including authentication) on page 7-16.
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Port Assignment Specifications

Note that the maximum limit values provided in the following Specifications table are subject to available

system resources:

IEEE Standards Supported

802.1Q-Virtual Bridged Local Area Networks
802.1D-Media Access Control Bridges

Platforms Supported

OmniSwitch 6250, 6350, 6450

Maximum VLANS per switch

4094 (based on switch configuration and available
resources).

Maximum VLAN port associations (VPA)
per switch

32768

Maximum 802.1Q VLAN port associations
per switch

2500

Switch ports eligible for port mobility.

Untagged Ethernet and gigabit Ethernet ports that are
not members of a link aggregate.

Switch ports eligible for dynamic VLAN
assignment.

Moabile ports.

Switch ports eligible for static VLAN
assignment.

Non-mobile (fixed) ports.
Maobile ports.

Uplink ports.

Link aggregate of ports.
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Port Assignment Defaults

Parameter Description

Command

Default

Configured default VLAN

vlan port default

All ports initially associated
with default VLAN 1.

Port mobility vlan port mobile Disabled
Bridge mobile port traffic that vlan port default vlan Disabled
doesn’t match any VLAN rules on

the configured default VLAN

Drop mobile port dynamic VLAN  vlan port default vlan restore Enabled
assignments when learned mobile

port traffic that triggered the assign-

ment ages out

Enable Layer 2 authentication on the vlan port authenticate Disabled
mobile port

Enable 802.1x port-based access vlan port 802.1x Disabled

control on a mobile port

Sample VLAN Port Assignment

The following steps provide a quick tutorial that creates a VLAN, statically assign ports to the VLAN, and
configure mobility on some of the VLAN ports:

1 Create VLAN 255 with a description (for example, Finance IP Network) using the following

command:

-> vlan 255 name "Finance IP Network"

2 Assign switch ports 2 through 5 on slot 3 to VLAN 255 using the following command:

-> vlan 255 port default 3/2-5

VLAN 255 is now the configured default VLAN for ports 2 through 5 on slot 3.

3 Enable mobility on ports 4 and 5 on slot 3 using the following command:

-> vlan port mobile 3/4-5

4 Disable the default VLAN parameter for mobile ports 3/4 and 3/5 using the following command:

-> vlan port 3/4-5 default vlan disable

With this parameter disabled, VLAN 255 does not carry any traffic received on 3/4 or 3/5 that does not
match any VLAN rules configured on the switch.

Note. Optional. To verify that ports 2 through 5 on slot 3 were assigned to VLAN 255, enter show vilan
followed by 255 then port. For example:

-> show vlan 255 port
port type status
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________ S S,
3/2 default inactive
3/3 default inactive
3/4 default inactive
3/5 default inactive

To verify the mobile status of ports 4 and 5 on slot 3 and determine which mobile port parameters are
enabled, enter show vlan port mobile followed by a slot and port number. For example:

-> show vlan port mobile 374
Mobility : on,
Config Default Vlan: 255,
Default Vlan Enabled: off,

Default Vlan Perm : on,
Default Vlan Restore: on,
Authentication : off,
Ignore BPDUs : off

Statically Assigning Ports to VLANSs

The vlan port default command is used to statically assign both mobile and non-mobile ports to another
VLAN. When the assignment is made, the port drops the previous VLAN assignment. For example, the
following command assigns port 2 on slot 3, currently assigned to VLAN 1, to VLAN 755:

-> vlan 755 port default 3/2

Port 3/2 is now assigned to VLAN 755 and no longer associated with VLAN 1. In addition, VLAN 755 is
now the new configured default VLAN for the port.

A configured default VLAN is the VLAN statically assigned to a port. Any time the vlan port default
command is used, the VLAN assignment is static and a new configured default VLAN is defined for the
port. This command is also the only way to change a non-mobile port VLAN assignment. In addition, non-
mobile ports can only retain one VLAN assignment, unlike mobile ports that can dynamically associate
with multiple VLANS. See “Dynamically Assigning Ports to VLANS” on page 7-5 for more information
about mobile ports.

Additional methods for statically assigning ports to VLANSs include the following:

« Using the vlan 802.1g command to define tagged VLANSs for non-mobile ports. This method allows
the switch to bridge traffic for multiple VLANS over one physical port connection. (See Chapter 24,
“Configuring 802.1Q,” for more information.)

« Configuring ports as members of a link aggregate that is assigned to a configured default VLAN. (See
Chapter 25, “Configuring Static Link Aggregation,” and Chapter 26, “Configuring Dynamic Link
Aggregation,” for more information.)

When a port is statically assigned to a VLAN, a VLAN port association (VPA) is created and tracked by
VLAN management software on each switch. To display a list of all VPASs, use the show vlan port
command. For more information, see “Verifying VLAN Port Associations and Mobile Port Properties” on
page 7-18.
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Dynamically Assigning Ports to VLANSs

Mobile ports are the only types of ports that are eligible for dynamic VLAN assignment. When traffic
received on a mobile port matches pre-defined VLAN criteria, the port and the matching traffic are
assigned to the VLAN without user intervention.

By default, all switch ports are non-mobile (fixed) ports that are statically assigned to a specific VLAN
and can only belong to one default VLAN at a time. The vlan port mobile command is used to enable
mobility on a port. Once enabled, switch software classifies mobile port traffic to determine the appropri-
ate VLAN assignment. Depending on the type of traffic classification used (VLAN rules or VLAN ID
tag), mobile ports can also associate with more than one VLAN.

VLANSs do not have a mobile or non-mobile distinction and there is no overall switch setting to invoke the
mobile port feature. Instead, mobility is enabled on individual switch ports and rules are defined for indi-
vidual VLANS to classify mobile port traffic.

When a port is dynamically assigned to a VLAN, a VLAN port association (VPA) is created and tracked
by VLAN management software on each switch. To display a list of all VPAs, use the show vlan port
command. For more information, see “Verifying VLAN Port Associations and Mobile Port Properties” on
page 7-18.

How Dynamic Port Assignment Works
Traffic received on mobile ports is classified using one of the following methods:

« Packet is tagged with a VLAN ID that matches the ID of another VLAN that has mobile tagging
enabled. (See “VLAN Moabile Tag Classification” on page 7-5 for more information.)

« Packet contents matches criteria defined in a VLAN rule. (See “VLAN Rule Classification” on
page 7-8 for more information.)

Classification triggers dynamic assignment of the mobile port and qualifying traffic to the VLAN with the
matching criteria. The following sections further explain the types of classification and provide examples.

VLAN Mobile Tag Classification

VLAN mobile tag classification provides a dynamic 802.1Q tagging capability. This features allows
mobile ports to receive and process 802.1Q tagged packets destined for a VLAN that has mobile tagging
enabled.

The vlan mobile-tag command is used to enable or disable mobile tagging for a specific VLAN (see
Chapter 4, “Configuring VLANS,” for more information). If 802.1Q tagging is required on a fixed (non-
mobile) port, then the vlan 802.1q command is still used to statically tag VLANS for the port (see
Chapter 24, “Configuring 802.1Q,” for more information).

Consider the following when using VLAN mobile tag classification:

« Using mobile tagging allows the dynamic assignment of mobile ports to one or more VLANS at the
same time.

 If a mobile port receives a tagged packet with a VLAN ID of a VLAN that does not have mobile
tagging enabled or the VLAN does not exist, the packet is dropped.

« VLAN mobile tag classification takes precedence over VLAN rule classification. If a mobile port
receives traffic that matches a VLAN rule and also has an 802.1Q VLAN ID tag for a VLAN with
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mobile tagging enabled, the port is dynamically assigned to the mobile tag VLAN and not the match-
ing rule VLAN.

 If the administrative status of a mobile tag VLAN is disabled, dynamic mobile port assignments are
retained but traffic on these ports is filtered for the disabled VLAN. However, the VLAN mobile tag
attribute remains active and continues to classify mobile port traffic for VLAN membership.

The following example shows how mobile ports are dynamically assigned using VLAN mobile tagging to
classify mobile port traffic. This example includes diagrams showing the initial VLAN port assignment
configuration and a diagram showing how the configuration looks after mobile port traffic is classified.

In the initial VLAN port assignment configuration shown below,

 All three ports have workstations that are configured to send packets with an 802.1Q VLAN ID tag for
three different VLANs (VLAN 2, 3, and 4).

« Mobility is enabled on each of the workstation ports.
¢ VLAN 1 is the configured default VLAN for each port.
¢ VLANSs 2, 3, and 4 are configured on the switch, each one has VLAN mobile tagging enabled.

OmniSwitch

oo
 ; o0
000
oo

000
oo0

VLAN 2 o
Mobile Tag Enabled

VLAN 4
Mobile Tag Enabled

VLAN 1
Default VLAN

VLAN 3
Mobile Tag Enabled

VLAN ID Tag = 2 VLAN ID Tag = 3 VLAN ID Tag = 4

VLAN Mobile Tag Classification: Initial Configuration

As soon as the workstations start sending traffic, switch software checks the 802.1Q VLAN ID tag of the
frames and looks for a VLAN that has the same ID and also has mobile tagging enabled. Since the work-
stations are sending tagged packets destined for the mobile tag enabled VLANSs, each port is assigned to
the appropriate VLAN without user intervention. As the diagram on page 7-7 shows,
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e Port 1isassigned to VLAN 2, because the workstation is transmitting tagged packets destined for
VLAN 2.

« Port 2 is assigned to VLAN 3 because the workstation is transmitting tagged packets destined for
VLAN 3.

« Port 3is assigned to VLAN 4 because the workstation is transmitting tagged packets destined for
VLAN 4.

« All three ports, however, retain their default VLAN 1 assignment, but now have an additional VLAN
port assignment that carries the matching traffic on the appropriate rule VLAN.

OmniSwitch

waaa 00
OO0

aaaa00 0
oo0

000
oo0

VLAN 4
IP Network 140.0.0.0

VLAN 2
IP Network 130.0.0.0

VLAN 1
Default VLAN

VLAN 3
IP Network 138.0.0.0

130.0.0.1

Dynamic VPA
Default VLAN - — — — — — -

Tagged Mobile Port Traffic Triggers Dynamic VLAN Assignment
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VLAN Rule Classification

VLAN rule classification triggers dynamic VLAN port assignment when traffic received on a mobile port
matches the criteria defined in a VLAN rule. Different rule types are available for classifying different
types of network device traffic (see Chapter 9, “Defining VLAN Rules,” for more information).

Note the following items when using VLAN rule classification:

IP network address rules are applied to traffic received on both mobile and fixed ports. If traffic
contains a source IP address that is included in the subnet specified by the rule, the traffic is dropped.
This does not occur, however, if the IP network address rule is configured on the default VLAN for the
fixed port.

If the contents of a mobile port frame matches the values specified in both an IP network address rule
and a port-protocol binding rule, the IP network address rule takes precedence. However, if the
contents of such frame violates the port-protocol binding rule, the frame is dropped. See Chapter 9,
“Defining VLAN Rules,” for more information about rule precedence.

When an active device is disconnected from a mobile port and connected to a fixed port, the source
MAC address of that device is not learned on the fixed port until the MAC address has aged out and no
longer appears on the mobile port.

If a VLAN is administratively disabled, dynamic mobile port assignments are retained but traffic on
these ports is filtered for the disabled VLAN. However, VLAN rules remain active and continue to
classify mobile port traffic for VLAN membership.

When a VLAN is deleted from the switch configuration, all rules defined for that VLAN are automati-
cally removed and any static or dynamic port assignments are dropped.

The following example illustrates how mobile ports are dynamically assigned using VLAN rules to clas-
sify mobile port traffic. This example includes diagrams showing the initial VLAN port assignment
configuration and a diagram showing how the configuration looks after mobile port traffic is classified.

In the initial VLAN port assignment configuration shown on page 7-9,

All three ports have workstations that belong to three different IP subnets (130.0.0.0, 138.0.0.0, and
140.0.0.0).

Mobility is enabled on each of the workstation ports.
VLAN 1 is the configured default VLAN for each port.

Three additional VLANS are configured on the switch, each one has an IP network address rule defined
for one of the IP subnets.
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OmniSwitch
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VLAN Rule Classification: Initial Configuration

130.0

As soon as the workstations start sending traffic, switch software checks the source subnet of the frames
and looks for a match with any configured IP network address rules. Since the workstations are sending
traffic that matches a VLAN rule, each port is assigned to the appropriate VLAN without user interven-
tion. As the diagram on page 7-10 shows,

« Port 1isassigned to VLAN 2, because the workstation is transmitting IP traffic on network 130.0.0.0
that matches the VLAN 2 network address rule.

« Port 2 is assigned to VLAN 3 because the workstation is transmitting IP traffic on network 138.0.0.0
that matches the VLAN 3 network address rule.

« Port 3 isassigned to VLAN 4 because the workstation is transmitting IP traffic on network 140.0.0.0
that matches the VLAN 4 network address rule.
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OmniSwitch

VLAN 4
IP Network 140.0.0.0

VLAN 2
IP Network 130.0.0.0

VLAN 1

Default VLAN VLAN 3

IP Network 138.0.0.0

130.0.0.1 138.0.0.1 140.0.0.1

Dynamic VPA
Default VLAN - — — — — — -

Mobile Port Traffic Triggers Dynamic VLAN Assignment

Configuring Dynamic VLAN Port Assignment
Dynamic VLAN port assignment requires the following configuration steps:

1 Use the vlan port mobile command to enable mobility on switch ports that participates in dynamic
VLAN assignment. See “Enabling/Disabling Port Mobility” on page 7-11 for detailed procedures.

2 Enable/disable mobile port properties that determine mobile port behavior. See “Configuring Mobile
Port Properties” on page 7-16 for detailed procedures.

3 Create VLANS that receives and forward mobile port traffic. See Chapter 4, “Configuring VLANS,” for
more information.

4 Configure the method of traffic classification (VLAN rules or tagged VLAN ID) that triggers dynamic
assignment of a mobile port to the VLANS created in Step 3. See “VLAN Rule Classification” on page 7-8
and “VLAN Mobile Tag Classification” on page 7-5 for more information.

Once the above configuration steps are completed, dynamic VLAN assignment occurs when a device
connected to a mobile port starts to send traffic. This traffic is examined by switch software to determine
which VLAN should carry the traffic based on the type of classification, if any, defined for a particular
VLAN. See “Dynamically Assigning Ports to VLANSs” on page 7-5 for more information and examples of
dynamic VLAN port assignment.
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Enabling/Disabling Port Mobility

To enable mobility on a port, use the vlan port mobile command. For example, the following command
enables mobility on port 1 of slot 4:

-> vlan port mobile 4/1

To enable mobility on multiple ports, specify a range of ports and/or multiple slots.
-> vlan port mobile 4/1-5 5/12-20 6/10-15

Use the no form of this command to disable port mobility.
-> vlan no port mobile 5/21-24 6/1-4

Only Ethernet and gigabit Ethernet ports are eligible to become mobile ports. If any of the following
conditions are true, however, these ports are considered non-mobile ports and are not available for
dynamic VLAN assignment:

e The mobile status for the port is disabled (the default).
e The port is an 802.1Q tagged port.
« The port belongs to a link aggregate of ports.

« Spanning Tree is active on the port and the BPDU ignore status is disabled for the port. (See “Ignoring
Bridge Protocol Data Units (BPDU)” on page 7-11 for more information.)

« The port is configured to mirror other ports.

Note. Mobile ports are automatically trusted ports regardless of the QoS settings. See Chapter 39,
“Configuring QoS,” for more information.

Use the show vlan port mobile command to display a list of ports that are mobile or are eligible to
become mobile. For more information about this command, see the OmniSwitch AOS Release 6250/6350/
6450 CLI Reference Guide.

Ignoring Bridge Protocol Data Units (BPDU)

By default, ports that send or receive Spanning Tree Bridge Protocol Data Units (BPDU) are not eligible
for dynamic VLAN assignment. If the switch sees BPDU on a port, it does not attempt to classify the
port’s traffic. The vlan port mobile command, however, provides an optional BPDU ignore parameter. If
this parameter is enabled when mobility is enabled on the port, the switch does not look for BPDU to
determine if the port is eligible for dynamic assignment.

When BPDU ignore is disabled and the mobile port receives a BPDU, mobility is shut off on the port and
the following occurs:

« The Switch Logging feature is notified of the port’s change in mobile status (see Chapter 44, “Using
Switch Logging,” for more information).

« The port becomes a fixed (non-mobile) port that is associated only with its configured default VLAN.
e The port is included in the Spanning Tree algorithm.

« Mobility remains off on the port even if the port’s link is disabled or disconnected. Rebooting the
switch, however, restores the port’s original mobile status.
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When BPDU ignore is enabled and the mobile port receives a BPDU, the following occurs:
« The port retains its mobile status and remains eligible for dynamic VLAN assignment.

e The port is not included in the Spanning Tree algorithm.

Note. Enabling BPDU ignore is not recommended. In specific cases where it is required, such as connect-
ing legacy networks to mobile port networks, make sure that ignoring BPDU on a mobile port does not
cause network loops to go undetected. Connectivity problems could also result if a mobile BPDU port
dynamically moves out of its configured default VLAN where it provides traffic flow to/from the network.

The following command enables mobility and BPDU ignore on port 8 of slot 3:
-> vlan port mobile 3/8 BPDU ignore enable

Enabling mobility on an active port that sends or receives BPDU (for example, ports that connect two
switches and Spanning Tree is enabled on both the ports and their assigned VLANS) is not allowed. If
mobility is required on this type of port, enable mobility and the BPDU ignore parameter when the port is
not active.

Understanding Mobile Port Properties

Dynamic assignment of mobile ports occurs without user intervention when mobile port traffic matches
VLAN criteria. When ports are dynamically assigned, however, the following configurable mobile port
properties affect how a port uses its configured default VLAN and how long it retains a VLAN port associ-
ation (VPA):

Mobile Port Property If enabled If disabled

Default VLAN Port traffic that does not match any VLAN Port traffic that does not match any
rules configured on the switch is flooded  VLAN rules is discarded.
on the port’s configured default VLAN.

Restore default VLAN Port does not retain a dynamic VPA when  Port retains a dynamic VPA when
the traffic that triggered the assignment the qualifying traffic ages out of the
ages out of the switch MAC address table  switch MAC address table.
(forwarding database).

The effects of enabling or disabling mobile port properties are described through the following diagrams:
« How Mobile Port Traffic that Does Not Match any VLAN Rules is Classified on page 7-14.
« How Mobile Port VLAN Assignments Age on page 7-15.

What is a Configured Default VLAN?

Every switch port, mobile or non-mobile, has a configured default VLAN. Initially, this is VLAN 1 for all
ports, but is configurable using the vlan port default command. For more information, see “Statically
Assigning Ports to VLANS” on page 7-4.

To view current VPA information for the switch, use the show vlan port command. Configured default
VLAN associations are identified with a value of default in the type field. For more information, see
“Verifying VLAN Port Associations and Mobile Port Properties” on page 7-18.
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What is a Secondary VLAN?

All mobile ports start out with a configured default VLAN assignment. When mobile port traffic matches
VLAN criteria, the port is assigned to that VLAN. Secondary VLANSs are any VLAN a port is subse-
quently assigned to that is not the configured default VLAN for that port.

A mobile port can obtain more than one secondary VLAN assignment under the following conditions:

« Mobile port receives untagged frames that contain information that matches rules on more than one
VLAN. For example, if a mobile port receives IP and RIP frames and there is an IP protocol rule on
VLAN 10 and an RIP protocol rule on VLAN 20, the mobile port is dynamically assigned to both
VLANS. VLANs 10 and 20 become secondary VLAN assignments for the mobile port.

« Mobile port receives 802.1Q tagged frames that contain a VLAN ID that matches a VLAN that has
VLAN mobile tagging enabled. For example, if a mobile port receives frames tagged for VLAN 10, 20
and 30 and these VLANS have mobile tagging enabled, the mobile port is dynamically assigned to all
three VLANS. VLANS 10, 20, and 30 become secondary VLAN assignments for the mobile port.

VLAN Management software on each switch tracks VPAs. When a mobile port link is disabled and then
enabled, all secondary VLAN assignments for that port are automatically dropped and the port’s original
configured default VLAN assignment is restored. Switch ports are disabled when a device is disconnected
from the port, a configuration change is made to disable the port, or switch power is turned off.

To view current VPA information for the switch, use the show vlan port command. Dynamic secondary
VLAN associations are identified with a value of mobile in the type field. For more information, see
“Verifying VLAN Port Associations and Mobile Port Properties” on page 7-18.
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address table).

Why disable restore default VLAN?

VPAs are retained even when port traffic is
idle for some time. When traffic resumes, it is
not necessary to relearn the same VPA again.
Appropriate for devices that only send occa-
sional traffic.

How Mobile Port VLAN Assignments Age
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Configuring Mobile Port Properties

Mobile port properties indicate mobile port status and affect port behavior when the port is dynamically
assigned to one or more VLANS. For example, mobile port properties determine the following:

« Should the configured default VLAN forward or discard port traffic that does not match any VLAN
rule criteria.

 Should the port retain or drop a dynamic VPA when traffic that triggered the assignment stops and the
source MAC address learned on the port for that VLAN is aged out. (See Chapter 2, “Managing Source
Learning,” for more information about the aging of MAC addresses.)

This section contains procedures for using the following commands to configure mobile port properties.
For more details about the syntax of commands, see the OmniSwitch AOS Release 6250/6350/6450 CLI
Reference Guide.

Command Description

vlan port default vlan Enables or disables forwarding of mobile port traffic on the port’s con-
figured default VLAN that does not match any existing VLAN rules.

vlan port default vlan restore  Enables or disables the retention of VLAN port assignments when
mobile port traffic ages out.

vlan port authenticate Enables or disables authentication on a mobile port.

vlan port 802.1x Enables or disables 802.1X port-based access control on a mobile port.

Use the show vlan port mobile command to view the current status of these properties for one or more
mobile ports. See “Verifying VLAN Port Associations and Mobile Port Properties” on page 7-18 for more
information.

Enable/Disable Default VLAN

To enable or disable forwarding of mobile port traffic that does not match any VLAN rules on the port’s
configured default VLAN, enter vlan port followed by the port’s slot/port designation then default vlan
followed by enable or disable. For example,

-> vlan port 3/1 default vlan enable
-> vlan port 5/2 default vlan disable

To enable or disable the configured default VLAN on multiple ports, specify a range of ports and/or multi-
ple slots.

-> vlan port 2/1-12 3/10-24 4/3-14 default vlan enable

Note. It is recommended that mobile ports with their default VLAN disabled should not share a VLAN
with any other types of ports (for example, mobile ports with default VLAN enabled or non-mobile, fixed
ports).

See “Understanding Mobile Port Properties” on page 7-12 for an overview and illustrations of how this
property affects mobile port behavior.
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Enable/Disable Default VLAN Restore

To enable or disable default VLAN restore, enter vlan port followed by the port’s slot/port designation
then default vlan restore followed by enable or disable. For example,

-> vlan port 3/1 default vlan restore enable
-> vlan port 5/2 default vlan restore disable

To enable or disable default VLAN restore on multiple ports, specify a range of ports and/or multiple slots.
-> vlan port 2/1-12 3/10-24 4/3-14 default vlan restore enable

Note the following when changing the restore default VLAN status for a mobile port:

« If ahub is connected to a mobile port, enabling default VLAN restore on that port is recommended.

« VLAN port rule assignments are exempt from the effects of the restore default VLAN status. See
Chapter 9, “Defining VLAN Rules,” for more information about using port rules to forward mobile
port traffic.

« When a mobile port link is disabled and then enabled, all secondary \VPAs for that port are automati-
cally dropped regardless of the restore default VLAN status for that port. Switch ports are disabled
when a device is disconnected from the port, a configuration change is made to disable the port, or
switch power is turned off.

See “Understanding Mobile Port Properties” on page 7-12 for an overview and illustrations of how this
property affects mobile port behavior.
Enable/Disable 802.1X Port-Based Access Control

To enable or disable 802.1X on a mobile port, enter vlan port followed by the port’s slot/port designa-
tion then 802.1x followed by enable or disable. For example,

-> vlan port 3/1 802.1x enable
-> vlan port 5/2 802.1x disable

To enable or disable 802.1X on multiple ports, specify a range of ports and/or multiple slots.

-> vlan port 6/1-32 8/10-24 9/3-14 802.1x enable
-> vlan port 5/3-6 9/1-4 802.1x disable

Only mobile ports are eligible for 802.1X port-based access control. If enabled, the mobile port partici-
pates in the authentication and authorization process defined in the IEEE 802.1X standard and supported
by Alcatel switches. For more information, see Chapter 37, “Configuring 802.1X.”
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Verifying VLAN Port Associations and Mobile
Port Properties

To display a list of VLAN port assignments or the status of mobile port properties, use the show
commands listed below:

show vlan port

Displays a list of VLAN port assignments, including the type and status
for each assignment.

show vlan port mobile Displays the mobile status and current mobile parameter values for each

port.

Understanding ‘show vian port’ Output

Each line of the show vlan port command display corresponds to a single VLAN port association (VPA).
In addition to showing the VLAN ID and slot/port number, the VPA type and current status of each associ-
ation are also provided.

The VPA type indicates that one of the following methods was used to create the VPA:

Type Description

default The port was statically assigned to the VLAN using the vlan port default
command. The VLAN is now the port’s configured default VLAN.

gtagged The port was statically assigned to the VLAN using the vlan 802.1q com-
mand. The VLAN is a static secondary VLAN for the 802.1Q tagged port.

mobile The port is mobile and was dynamically assigned when traffic received on
the port matched VLAN criteria (VLAN rules or tagged VLAN ID). The
VLAN is a dynamic secondary VLAN assignment for the mobile port.

mirror The port is assigned to the VLAN because it is configured to mirror another

port that is assigned to the same VLAN. For more information about the
Port Mirroring feature, see Chapter 43, “Diagnosing Switch Problems.”

The VPA status indicates one of the following:

Status Description
inactive Port is not active (administratively disabled, down, or nothing connected to
the port) for the VPA.
blocking Port is active, but not forwarding traffic for the VPA.
forwarding Port is forwarding all traffic for the VPA.
filtering Mobile port traffic is filtered for the VPA,; only traffic received on the port
that matches VLAN rules is forwarded. Occurs when a mobile port’s VLAN
is administratively disabled or the port’s default VLAN status is disabled.
Does not apply to fixed ports.
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The following example uses the show vlan port command to display VPA information for all ports in
VLAN 200:

-> show vlan 200 port

port type status
________ S SOy,

3724 default inactive

5711 mobile forwarding

5/12 qtagged blocking
The above example output provides the following information:
« VLAN 200 is the configured default VLAN for port 3/24, which is currently not active.

« VLAN 200 is a secondary VLAN for mobile port 5/11, which is currently forwarding traffic for this
VPA.

* VLAN 200 is an 802.1Q tagged VLAN for port 5/12, which is an active port but currently blocked
from forwarding traffic.

Another example of the output for the show vlan port command is also given in “Sample VLAN Port
Assignment” on page 7-3. For more information about the resulting display from this command, see the
OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide.

Understanding ‘show vlan port mobile’ Output

The show vlan port mobile command provides information regarding a port’s mobile status. If the port is
mobile, the resulting display also provides the current status of the port’s mobile properties. The follow-
ing example displays mobile port status and property values for ports 8/2 through 8/5:

-> show vlan port mobile

cfg ignore
port mobile def authent enabled restore bpdu
------- R
8/2 on 200 off off on off
8/3 on 200 off on off off
8/4 on 200 on-8021x on off off

Note that the show vlan port mobile command only displays ports that are mobile or are eligible to
become mobile ports. For example, ports that are part of a link aggregate or are configured for 802.1Q
VLAN tagging are not included in the output of this command.

Another example of the output for the show vlan port mobile command is also given in “Sample VLAN
Port Assignment” on page 7-3. For more information about the resulting display from this command, see
the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide.
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8 Configuring Port
Mapping

Port Mapping is a security feature, which controls communication between peer users. Each session
comprises a session ID, a set of user ports, and/or a set of network ports. The user ports within a session
cannot communicate with each other and can only communicate via network ports. In a port mapping
session with user port set A and network port set B, the ports in set A can only communicate with the ports
in set B. If set B is empty, the ports in set A can communicate with rest of the ports in the system.

A port mapping session can be configured in the unidirectional or bidirectional mode. In the unidirec-
tional mode, the network ports can communicate with each other within the session. In the bidirectional
mode, the network ports cannot communicate with each other. Network ports of a unidirectional port
mapping session can be shared with other unidirectional sessions, but cannot be shared with any sessions
configured in the bidirectional mode. Network ports of different sessions can communicate with each
other.

In This Chapter

This chapter describes the port mapping security feature and explains how to configure the same through
the Command Line Interface (CL1I).

Configuration procedures described in this chapter include:

» Creating/Deleting a Port Mapping Session—see “Creating a Port Mapping Session” on page 8-3 or
“Deleting a Port Mapping Session” on page 8-3.

« Enabling/Disabling a Port Mapping Session—see “Enabling a Port Mapping Session” on page 8-4 or
“Disabling a Port Mapping Session” on page 8-4.

« Configuring a Port Mapping Direction—see “Configuring Unidirectional Port Mapping” on page 8-4
and “Restoring Bidirectional Port Mapping” on page 8-4.

« Configuring an example Port Mapping Session—see “Sample Port Mapping Configuration” on
page 8-5.

» Verifying a Port Mapping Session—see “Verifying the Port Mapping Configuration” on page 8-6.
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Port Mapping Specifications

Platforms Supported OmniSwitch 6250, 6350, 6450

Ports Supported Ethernet (10 Mbps)/Fast Ethernet (100 Mbps)/Gigabit
Ethernet (1 Gb/1000 Mbps)

Mapping Sessions Eight sessions supported per standalone switch and
stack.

Port Mapping Defaults

The following table shows port mapping default values.

Parameter Description CLI Command Default VValue/Comments
Mapping Session port mapping user-port network-port No mapping sessions
Creation

Mapping Status port mapping Disabled

configuration

Port Mapping Direction  port mapping Bidirectional

Quick Steps for Configuring Port Mapping

Follow the steps below for a quick tutorial on configuring port mapping sessions. Additional information
on how to configure each command is given in the subsections that follow.

1 Create a port mapping session with/without, user/network ports with the port mapping user-port
network-port command. For example:

-> port mapping 8 user-port 1/2 network-port 1/3
2 Enable the port mapping session with the port mapping command. For example:

-> port mapping 8 enable

Note. You can verify the configuration of the port mapping session by entering show port mapping
followed by the session ID.

-> show port mapping 3

SessionlD USR-PORT NETWORK-PORT

You can also verify the status of a port mapping session by using the port mapping dynamic-proxy-arp
command.
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Creating/Deleting a Port Mapping Session

Before port mapping can be used, it is necessary to create a port mapping session. The following subsec-
tions describe how to create and delete a port mapping session with the port mapping user-port
network-port and port mapping command, respectively.

Creating a Port Mapping Session

To create a port mapping session either with or without the user ports, network ports, or both, use the
port mapping user-port network-port command. For example, to create a port mapping session 8 with a
user port on slot 1 port 2 and a network port on slot 1 port 3, you would enter:

-> port mapping 8 user-port 1/2 network-port 1/3

You can create a port mapping session with link aggregate network ports. For example, to create a port
mapping session 3 with network ports of link aggregation group 7, you would enter:

-> port mapping 3 network-port linkagg 7

You can specify all the ports of a slot to be assigned to a mapping session. For example, to create a port
mapping session 3 with all the ports of slot 1 as network ports, you would enter:

-> port mapping 3 network-port slot 1

You can specify a range of ports to be assigned to a mapping session. For example, to create a port
mapping session 4 with ports 5 through 8 on slot 2 as user ports, you would enter:

-> port mapping 4 user-port 2/5-8

Deleting a User/Network Port of a Session

To delete a user/network port of a port mapping session, use the no form of the port mapping user-port
network-port command. For example, to delete a user port on slot 1 port 3 of a mapping session 8, you
would enter:

-> port mapping 8 no user-port 1/3
Similarly, to delete the network ports of link aggregation group 7 of a mapping session 4, you would enter:

-> port mapping 4 no network-port linkagg 7

Deleting a Port Mapping Session

To delete a previously created mapping session, use the no form of the port mapping command. For
example, to delete the port mapping session 6, you would enter:

-> no port mapping 6

Note. You must delete any attached ports with the port mapping user-port network-port command
before you can delete a port mapping session.
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Enabling/Disabling a Port Mapping Session

By default, the port mapping session is disabled. The following subsections describe how to enable and
disable the port mapping session with the port mapping command.

Enabling a Port Mapping Session

To enable a port mapping session, enter port mapping followed by the session ID and enable.
For example, to enable the port mapping session 5, you would enter:

-> port mapping 5 enable

Disabling a Port Mapping Session

To disable a port mapping session, enter port mapping followed by the session ID and disable.
For example, to disable the port mapping session 5, you would enter:

-> port mapping 5 disable

Configuring a Port Mapping Direction

By default, port mapping sessions are bidirectional. The following subsections describe how to configure
and restore the directional mode of a port mapping session with the port mapping command.

Configuring Unidirectional Port Mapping

To configure a unidirectional port mapping session, enter port mapping followed by the session ID and
unidirectional. For example, to configure the direction of a port mapping session 6 as unidirectional, you
would enter:

-> port mapping 6 unidirectional

Restoring Bidirectional Port Mapping

To restore the direction of a port mapping session to its default (that is, bidirectional), enter port mapping
followed by the session ID and bidirectional. For example, to restore the direction (that is, bidirectional)
of the port mapping session 5, you would enter:

-> port mapping 5 bidirectional

Note. To change the direction of an active session with network ports, delete the network ports of the
session, change the direction, and recreate the network ports.
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Sample Port Mapping Configuration

This section provides an example port mapping network configuration. In addition, a tutorial is also
included that provides steps on how to configure the example port mapping session using the Command
Line Interface (CLI).

Example Port Mapping Overview

The following diagram shows a four-switch network configuration with active port mapping sessions. In
the network diagram, the Switch A is configured as follows:

« Port mapping session 1 is created with user ports 2/1, 2/2 and network ports 1/1, 1/2 and is configured
in the unidirectional mode.

» Port mapping session 2 is created with user ports 3/1, 3/2, and 3/3 and network port 1/3.

The Switch D is configured by creating a port mapping session 1 with user ports 2/1, 2/2 and network
ports 1/1.

3/1 3/2 3/3 2/1
Switch A Switch C
1 U1 1/1 S 3/1
- 312
Switch D
A 2/1
5 C 212

w
Il
iy

O — g Port mapping session 1
—— — = Port mapping session 2
Example Port Mapping Topology
In the above example topology:

« Ports 2/1 and 2/2 on Switch A do not interact with each other and do not interact with the ports on
Switch B.

e Ports 2/1, 2/2, and 3/1 on Switch B interact with all the ports of the network except with ports 2/1 and
2/2 on Switch A.

« Ports 2/1 and 2/2 on Switch D do not interact with each other but they interact with all the user ports on
Switch A except 3/1, 3/2, and 3/3. They also interact with all the ports on Switch B and Switch C.

e Ports 3/1, 3/2, and 2/1 on Switch C can interact with all the user ports on the network except 3/1, 3/2,
and 3/3 on Switch A.
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Example Port Mapping Configuration Steps

The following steps provide a quick tutorial that configures the port mapping session shown in the
diagram on page 8-5.

1 Configure session 1 on Switch A in the unidirectional mode using the following command:
-> port mapping 1 unidirectional
2 Create two port mapping sessions on Switch A using the following commands:
-> port mapping 1 user-port 2/1-2 network-port 1/1-2
-> port mapping 2 user-port 3/1-3 network-port 1/3
3 Enable both the sessions on Switch A using the following commands:
-> port mapping 1 enable
-> port mapping 2 enable
Similarly, create and enable a port mapping session 1 on Switch D by entering the following commands:
-> port mapping 1 user-port 2/1-2 network-port 1/1

-> port mapping 1 enable

Verifying the Port Mapping Configuration

To display information about the port mapping configuration on the switch, use the show commands listed
below:

port mapping dynamic-proxy- Displays the status of one or more port mapping sessions.
arp

show port mapping Displays the configuration of one or more port mapping sessions.

For more information about the displays that result from these commands, see the OmniSwitch AOS
Release 6250/6350/6450 CLI Reference Guide.
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VLAN rules are used to classify mobile port traffic for dynamic VLAN port assignment. Rules are defined
by specifying a port, MAC address, protocol, network address, or DHCP criteria to capture certain types of
network device traffic. It is also possible to define multiple rules for the same VLAN. A mobile port is
assigned to a VLAN if its traffic matches any one VLAN rule.

There is an additional method for dynamically assigning mobile ports to VLANS that involves enabling
VLAN mobile tagging. This method is similar to defining rules in that the feature is enabled on the VLAN
that is going to receive the mobile port tagged traffic. The difference, however, is that tagged packets
received on mobile ports are classified by their 802.1Q VLAN ID tag and not by whether or not their
source MAC, network address, or protocol type matches VLAN rule criteria.

In This Chapter

This chapter contains information and procedures for defining VLAN rules through the Command Line
Interface (CLI). CLI commands are used in the configuration examples; for more details about the syntax
of commands, see the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide. Refer to

Chapter 4, “Configuring VLANS,” and Chapter 7, “Assigning Ports to VLANS,” for information about the
VLAN mobile tagging feature.

Configuration procedures described in this chapter include:

« Defining DHCP rules on page 9-9.

« Defining MAC address rules on page 9-10.

« Defining IP network address rules on page 9-11.

 Defining protocol rules on page 9-12.

 Defining forwarding-only port rules on page 9-13.

« Verifying the VLAN rule configuration on page 9-17.

For information about creating and managing VLANSs, see Chapter 4, “Configuring VLANS.”

For information about enabling port mobility and defining mobile port properties, see Chapter 7, “Assign-
ing Ports to VLANSs.”
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VLAN Rules Specifications

Note that the maximum limit values provided in the following specifications table are subject to available
system resources.

IEEE Standards Supported 802.1Q-Virtual Bridged Local Area Networks
802.1v-VLAN Classification by Protocol and Port
802.1D-Media Access Control Bridges

Platforms Supported OmniSwitch 6250, 6350, 6450

Maximum number of VLANS per switch 4094 (based on switch configuration and available
resources)

Maximum number of rules per VLAN Unlimited

Maximum number of rules per switch 8129 of each rule type with the following exceptions:

« 1 DHCP generic rule (only one is needed)
e 256 MAC and IP rules

* 96 MAC and 16 IP rules (0S6350)

« 8 port-protocol rules

Switch ports that are eligible for VLAN rule  Mobile 10/100 Ethernet and gigabit ports.
classification (dynamic VLAN assignment)

Switch ports that are not eligible for VLAN  Non-mobile (fixed) ports.

rule classification Uplink/stack ports.
802.1Q tagged fixed ports.
Link aggregate ports.

CLI Command Prefix Recognition All VLAN management commands support prefix
recognition. See the “Using the CLI” chapter in the
OmniSwitch AOS Release 6250/6350/6450 Switch
Management Guide for more information.

VLAN Rules Defaults

Parameter Description Command Default
IP network address rule subnet mask vlan ip The IP address class range;
Class A, B, or C.
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Sample VLAN Rule Configuration

The following steps provide a quick tutorial that creates an IP network address and DHCP MAC range
rule for VLAN 255. The remaining sections of this chapter provide further explanation of all VLAN rules
and how they are defined.

1 Create VLAN 255 with a description (for example, Finance IP Network) using the following
command:

-> vlan 255 name "Finance IP Network"

2 Define an IP network address rule for VLAN 255 that captures mobile port traffic containing a network
21.0.0.0 IP source address. For example:

-> vlan 255 ip 21.0.0.0

3 Define a DHCP MAC range rule for VLAN 255 that captures mobile port DHCP traffic that contains a
source MAC address that falls within the range specified by the rule. For example:

-> vlan 255 dhcp mac 00:DA:95:00:59:10 00:DA:95:00:59:9F

Note. Optional. To verify that the rules in this tutorial were defined for VLANSs 255, 355, and 1500, enter
show vlan rules. For example:

-> show vlan rules

ip-net 255 21.0.0.0, 255.0.0.0
dhcp-mac-range 255 00:daz95:00:59:10, 00:da:95:00:59:9Ff

VLAN Rules Overview

The mobile port feature available on the switch allows dynamic VLAN port assignment based on VLAN
rules that are applied to mobile port traffic.When a port is defined as a mobile port, switch software
compares traffic coming in on that port with configured VLAN rules. If any of the mobile port traffic
matches any of the VLAN rules, the port and the matching traffic become a member of that VLAN.

VLANS do not have a mobile or non-mobile distinction and there is no overall switch setting to invoke the
mobile port feature. Instead, mobility is enabled on individual switch ports and rules are defined for indi-
vidual VLANS to capture mobile port traffic. Refer to Chapter 7, “Assigning Ports to VLANS,” for more
information about using mobile ports and dynamic VLAN port assignments.

VLAN Rule Types

There are several types of configurable VLAN rules available for classifying different types of network
device traffic. There is no limit to the number of rules allowed per VLAN and up to 8,129 of each rule
type is allowed per switch. See “Configuring VLAN Rule Definitions” on page 9-8 for instructions on
how to create a VLAN rule.
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The type of rule defined determines the type of traffic that triggers a dynamic port assignment to the
VLAN and the type of traffic the VLAN forwards within its domain. Refer to the following sections (listed
in the order of rule precedence) for a description of each type of VLAN rule:

Rule See

DHCP MAC Address “DHCP Rules” on page 9-5

DHCP MAC Range

DHCP Port

DHCP Generic

MAC Address “MAC Address Rules” on page 9-5
MAC Address Range

Network Address “Network Address Rules” on page 9-5
Protocol “Protocol Rules” on page 9-5

Port “Port Rules” on page 9-6

Use the show vlan rules command to display a list of rules already configured on the switch. For more
information about this command, refer to the OmniSwitch AOS Release 6250/6350/6450 CLI Reference
Guide.
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DHCP Rules

Dynamic Host Configuration Protocol (DHCP) frames are sent from client workstations to request an IP
address from a DHCP server. The server responds with the same type of frames, which contain an IP
address for the client. If clients are connected to mobile ports, DHCP rules are used to classify this type of
traffic for the purposes of transmitting and receiving DHCP frames to and from the server.

When a mobile port receives a DHCP frame that matches a DHCP rule, the port is temporarily assigned to
the VLAN long enough to forward the DHCP requests within the VLAN broadcast domain. The source
MAC address of the DHCP frame, however, is not learned for that VLAN port association. As a result, the
show mac-address-table command output does not contain an entry for the DHCP source MAC address.
The show vlan port command output, however, contains an entry for the temporary VLAN port associa-
tion that occurs during this process.

Once a device connected to a mobile port receives an IP address from the DHCP server, the VLAN port
assignment triggered by the device’s DHCP frames matching a VLAN DHCP rule is dropped unless regu-
lar port traffic matches another rule on that same VLAN. If this match occurs, or the traffic matches a rule
on another VLAN, then the source MAC address of the mobile port’s frames is learned for that VLAN
port association.

DHCP rules are most often used in combination with IP network address rules. A DHCP client has an IP
address of all zeros (0.0.0.0) until it receives an IP address from a DHCP server, so initially it would not
match any IP network address rules.

MAC address rules, and protocol rules also capture DHCP client traffic. The following DHCP rule types
are available:

» DHCP MAC Address
+ DHCP MAC Range

+ DHCP Port

« DHCP Generic

MAC Address Rules

MAC address rules determine VLAN assignment based on a device’s source MAC address. This is the
simplest type of rule and provides the maximum degree of control and security. Members of the VLAN
consists of devices with specific MAC addresses. In addition, once a device joins a MAC address rule
VLAN, it is not eligible to join multiple VLANSs even if device traffic matches other VLAN rules.

MAC address rules also capture DHCP traffic, if no other DHCP rule exists that would classify the DHCP
traffic into another VLAN. Therefore, it is not necessary to combine DHCP rules with MAC address rules
for the same VLAN.

Network Address Rules
An IP network address rule determines VLAN mobile port assignment based on a device’s source IP
address.

Protocol Rules

Protocol rules determine VLAN assignment based on the protocol a device uses to communicate. When
defining this type of rule, there are several generic protocol values to select from: IP, AppleTalk, or
DECNEet. If none of these are sufficient, it is possible to specify an Ethernet type, Destination and Source
Service Access Protocol (DSAP/SSAP) header values, or a Sub-network Access Protocol (SNAP) type.
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Note that specifying a SNAP protocol type restricts classification of mobile port traffic to the ethertype
value found in the IEEE 802.2 SNAP LLC frame header.

IP protocol rules also capture DHCP traffic, if no other DHCP rule exists that would classify the DHCP
traffic into another VLAN. Therefore, it is not necessary to combine DHCP rules with IP protocol rules for
the same VLAN.

Port Rules

Port rules are fundamentally different from all other supported rule types, in that traffic is not required to
trigger dynamic assignment of the mobile port to a VLAN. As soon as this type of rule is created, the spec-
ified port is assigned to the VLAN only for the purpose of forwarding broadcast types of VLAN traffic to
a device connected to that same port.

Port rules are mostly used for silent devices, such as printers, that require VLAN membership to receive
traffic forwarded from the VLAN. These devices usually don’t send traffic, so they do not trigger dynamic
assignment of their mobile ports to a VLAN.

It is also possible to specify the same port in more than one port rule defined for different VLANSs. The
advantage to this is that traffic from multiple VLANSs is forwarded out the one mobile port to the silent
device. For example, if port 3 on slot 2 is specified in a port rule defined for VLANSs 255, 355, and 755,
then outgoing traffic from all three of these VLANS is forwarded on port 2/3.

Port rules only apply to outgoing mobile port traffic and do not classify incoming traffic. If a mobile port
is specified in a port rule, its incoming traffic is still classified for VLAN assignment in the same manner
as all other mobile port traffic.

VLAN assignments that are defined using port rules are exempt from the port’s default VLAN restore
status. See Chapter 7, “Assigning Ports to VLANS,” for more information regarding a port’s default
VLAN restore status and other mobile port properties.

Understanding VLAN Rule Precedence

In addition to configurable VLAN rule types, there are two internal rule types for processing mobile port
frames. One is referred to as frame type and is used to identify Dynamic Host Configuration Protocol
(DHCP) frames. The second internal rule is referred to as default and identifies frames that do not match
any VLAN rules.

Note. Another type of maobile traffic classification, referred to as VLAN mobile tagging, takes precedence
over all VLAN rules. If a mobile port receives an 802.1Q packet that contains a VLAN ID tag that
matches a VLAN that has mobile tagging enabled, the port and its traffic are assigned to this VLAN, even
if the traffic matches a rule defined on any other VLAN. See Chapter 7, “Assigning Ports to VLANSs,” for
more information about VLAN mobile tag classification.

The VLAN rule precedence table on page 9-7 provides a list of all VLAN rules, including the two internal
rules mentioned above, in the order of precedence that switch software applies to classify mobile port
frames. The first column lists the rule type names, the second and third columns describe how the switch
handles frames that match or don’t match rule criteria. The higher the rule is in the list, the higher its level
of precedence.
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VLAN Rules Overview

When a frame is received on a mobile port, switch software starts with rule one in the rule precedence
table and progresses down the list until there is a successful match between rule criteria and frame

contents.
Precedence Step/Rule Type Condition Result
1. Frame Type Frame is a DHCP frame. Go to Step 2.

Frame is not a DHCP frame.

Skip Steps 2, 3, 4, and 5.

2. DHCP MAC

DHCP frame contains a matching

source MAC address.

Frame source is assigned to the
rule’s VLAN, but not learned.

3. DHCP MAC Range

DHCP frame contains a source
MAC address that falls within a

specified range of MAC addresses.

Frame source is assigned to the
rule’s VLAN, but not learned.

4. DHCP Port

DHCP frame matches the port
specified in the rule.

Frame source is assigned to the
rule’s VLAN, but not learned.

5. DHCP Generic

DHCP frame.

Frame source is assigned to the
rule’s VLAN, but not learned.

6. MAC Address

Frames contain a matching source

MAC address.

Frame source is assigned to the
rule’s VLAN.

7. MAC Range

Frame contains a source MAC

address that falls within a specified

range of MAC addresses.

Frame source is assigned to the
rule’s VLAN.

8. Network Address

Frame contains a matching IP sub-

net address, or

Frame source is assigned to the
rule’s VLAN.

9. Protocol Frame contains a matching proto-  Frame source is assigned to the
col type. rule’s VLAN.
10. Default Frame does not match any rules. Frame source is assigned to

mobile port’s default VLAN.
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Configuring VLAN Rule Definitions

Note the following when configuring rules for a VLAN:

The VLAN must already exist. Use the vlan command to create a new VLAN or the show vlan
command to verify a VLAN is already configured. Refer to Chapter 4, “Configuring VLANS,” for
more information.

Which type of rule is needed; DHCP, MAC address, protocol, network address, or port. Refer to
“VLAN Rule Types” on page 9-3 for a summary of rule type definitions.

IP network address rules are applied to traffic received on both mobile and fixed ports. If traffic
contains a source IP address that is included in the subnet specified by the rule, the traffic is dropped.
This does not occur, however, if the IP network address rule is configured on the default VLAN for the
fixed port.

If mobile port traffic matches rules defined for more than one VLAN, the mobile port is dynamically
assigned to the VLAN with the higher precedence rule. Refer to “Understanding VLAN Rule Prece-
dence” on page 9-6 for more information.

It is possible to define multiple rules for the same VLAN, as long as each rule is different. If mobile
port traffic matches only one of the rules, the port and traffic are dynamically assigned to that VLAN.

There is no limit to the number of rules defined for a single VLAN and up to 8129 rules are allowed
per switch.

It is possible to create a protocol rule based on Ether type, SNAP type, or DSAP/SSAP values.
However, using predefined rules (such as MAC address, network address, and generic protocol rules) is
recommended to ensure accurate results when capturing mobile port traffic.

When an active device is disconnected from a mobile port and connected to a fixed port, the source
MAC address of that device is not learned on the fixed port until the MAC address has aged out and no
longer appears on the mobile port.

When a VLAN is administratively disabled, static port and dynamic mobile port assignments are
retained but traffic on these ports is not forwarded. However, VLAN rules remain active and continue
to classify mobile port traffic for VLAN membership.

When a VLAN is deleted from the switch configuration, all rules defined for that VLAN are automati-
cally removed and any static or dynamic port assignments are dropped.

Refer to the following sections (listed in the order of rule precedence) for instructions on how to define
each type of VLAN rule:

Rule See

DHCP MAC Address “Defining DHCP MAC Address Rules” on page 9-9
DHCP MAC Range “Defining DHCP MAC Range Rules” on page 9-9
DHCP Port “Defining DHCP Port Rules” on page 9-10

DHCP Generic “Defining DHCP Generic Rules” on page 9-10

MAC Address “Defining MAC Address Rules” on page 9-10

MAC Address Range “Defining MAC Range Rules” on page 9-11

Network Address “Defining IP Network Address Rules” on page 9-11 and

“Defining Protocol Rules” on page 9-12
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Rule See
Protocol “Defining Protocol Rules” on page 9-12
Port “Defining Port Rules” on page 9-13

To display a list of VLAN rules already configured on the switch, use the show vlan rules command. For
more information about this command, refer to the OmniSwitch AOS Release 6250/6350/6450 CLI| Refer-
ence Guide.

Defining DHCP MAC Address Rules

DHCP MAC address rules capture DHCP frames that contain a source MAC address that matches the
MAC address specified in the rule. See “Application Example: DHCP Rules” on page 9-14 for an exam-
ple of how DHCP port rules are used in a typical network configuration.

To define a DHCP MAC address rule, enter vlan followed by an existing VLAN ID then dhcp mac
followed by a valid MAC address. For example, the following command defines a DHCP MAC address
rule for VLAN 255:

-> vlan 255 dhcp mac 00:00:da:59:0c:11

Only one MAC address is specified when using the vlan dhcp mac command to create a DHCP MAC
rule. Therefore, to specify multiple MAC addresses for the same VLAN, create a DHCP MAC rule for
each address. If dealing with a large number of MAC addresses in sequential order, consider using a
DHCP MAC range rule described in the next section.

Use the no form of the vlan dhcp mac command to remove a DHCP MAC address rule.

-> vlan 255 no dhcp mac 00:00:da:59:0c:11

Defining DHCP MAC Range Rules

A DHCP MAC range rule is similar to a DHCP MAC address rule, but allows the user to specify a range
of MAC addresses. This is useful when it is necessary to define rules for a large number of sequential
MAC addresses. One DHCP MAC range rule could serve the same purpose as 10 or 20 DHCP MAC
address rules, requiring less work to configure.

DHCP frames that contain a source MAC address that matches the low or high end MAC or that falls
within the range specified by the low and high end MAC trigger dynamic port assignment to the rule’s
VLAN. To define a DHCP MAC range rule, enter vlan followed by an existing VLAN ID then

dhcp mac range followed by valid low and high end MAC addresses. For example, the following
command creates a DHCP MAC range rule for VLAN 1100:

-> vlan 1100 dhcp mac range 00:00:da:00:00:01 00:00:da:00:00:09

Only valid source MAC addresses are allowed for the low and high end boundary MACs. For example,
multicast addresses (for example, 01:00:00:¢5:09:1a) are ignored even if they fall within a specified MAC
range and are not allowed as the low or high end boundary MAC. If an attempt is made to use a multicast
address for one of the boundary MACs, an error message is displayed and the rule is not created.

Use the no form of the vlan dhcp mac range command to remove a DHCP MAC range rule. Note that it
is only necessary to enter the low end MAC address to identify which rule to remove.

-> vlan 1000 no dhcp mac range 00:00:da:00:00:01
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Defining DHCP Port Rules

DHCP port rules capture DHCP frames that are received on a mobile port that matches the port specified
in the rule. See “Application Example: DHCP Rules” on page 9-14 for an example of how DHCP port
rules are used in a typical network configuration.

To define a DHCP port rule, enter vlian followed by an existing VLAN ID then dhcp port followed by a
slot/port designation. For example, the following command defines a DHCP port rule for VLAN 255:

-> vlan 255 dhcp port 2/3

To specify multiple ports and/or slots, use a hyphen to specify a range of ports and a space to specify
multiple slots. For example,

-> vlan 255 dhcp port 4/1-5 5/12-20 6/10-15
Use the no form of the vlan dhcp port command to remove a DHCP port rule.

-> vlan 255 no dhcp port 2/10-12 3/1-5 6/1-9

Defining DHCP Generic Rules

DHCP generic rules capture all DHCP traffic that does not match an existing DHCP MAC or DHCP port
rule. If none of these other rules exist, then all DHCP frames are captured regardless of the port they came
in on or the frame’s source MAC address. Only one rule of this type is allowed per switch.

To define a DHCP generic rule, enter vlan followed by an existing VLAN ID then dhcp generic. For
example,

-> vlan 255 dhcp generic
Use the no form of the vlan dhcp generic command to remove a DHCP generic rule.

-> vlan 255 no dhcp generic

Defining MAC Address Rules

MAC address rules capture frames that contain a source MAC address that matches the MAC address
specified in the rule. The mobile port that receives the matching traffic is dynamically assigned to the
rule’s VLAN. Using MAC address rules, however, limits dynamic port assignment to a single VLAN. A
mobile port can only belong to one MAC address rule VLAN, even if it sends traffic that matches rules
defined for other VLANS.

For example, if VLAN 10 has a MAC address rule defined for 00:00:2a:59:0c:f1 and VLAN 20 has an IP
protocol rule defined, mobile port 4/2 sending IP traffic with a source MAC address of 00:00:2a:59:0c:f1
is only assigned to VLAN 10. All mobile port 4/2 traffic is forwarded on VLAN 10, even though its traf-
fic also matches the VLAN 20 IP protocol rule.

To define a MAC address rule, enter vlan followed by an existing VLAN ID then mac followed by a valid
MAC address. For example, the following command defines a MAC address rule for VLAN 255:

-> vlan 255 mac 00:00:da:59:0c:11

Only one MAC address is specified when using the vlan mac command to create a MAC address rule.
Therefore, to specify multiple MAC addresses for the same VLAN, create a separate rule for each address.
If dealing with a large number of MAC addresses, consider using MAC address range rules described in
the next section.
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Use the no form of the vlan mac command to remove a MAC address rule.

-> vlan 255 no mac 00:00:da:59:0c:11

Defining MAC Range Rules

A MAC range rule is similar to a MAC address rule, but allows the user to specify a range of MAC
addresses. This is useful when it is necessary to define rules for a large number of sequential MAC
addresses. One MAC range rule could serve the same purpose as 10 or 20 MAC address rules, requiring
less work to configure.

Frames that contain a source MAC address that matches the low or high end MAC or that falls within the
range specified by the low and high end MAC trigger dynamic port assignment to the rule’s VLAN. As is
the case with MAC address rules, dynamic port assignment is limited to a single VLAN. A mobile port
can only belong to one MAC range rule VLAN, even if it sends traffic that matches rules defined for other
VLANS.

To define a MAC range rule, enter vlan followed by an existing VLAN ID then mac range followed by
valid low and high end MAC addresses. For example, the following command creates a MAC range rule
for VLAN 1000:

-> vlan 1000 mac range 00:00:da:00:00:01 00:00:da:00:00:09

Only valid source MAC addresses are allowed for the low and high end boundary MACs. For example,
multicast addresses (for example, 01:00:00:¢5:09:1a) are ignored even if they fall within a specified MAC
range and are not allowed as the low or high end boundary MAC. If an attempt is made to use a multicast
address for one of the boundary MACs, an error message is displayed and the rule is not created.

Use the no form of the vlan mac range command to remove a MAC range rule. Note that it is only neces-
sary to enter the low end MAC address to identify which rule to remove.

-> vlan 1000 no mac range 00:00:da:00:00:01

Defining IP Network Address Rules

IP network address rules capture frames that contain a source IP subnet address that matches the IP subnet
address specified in the rule. If DHCP is used to provide client workstations with an IP address, consider
using one of the DHCP rules in combination with an IP network address rule. See “Application Example:
DHCP Rules” on page 9-14 for an example of how IP network address and DHCP rules are used in a typi-
cal network configuration.

Note. IP network address rules are applied to traffic received on both mobile and fixed (hnon-mobile) ports.
As a result, fixed port traffic that contains an IP address that is included in the IP subnet specified by the
rule is dropped. However, if the IP network address rule VLAN is also the default VLAN for the fixed
port, then the fixed port traffic is forwarded and not dropped.

To define an IP network address rule, enter vlan followed by an existing VLAN ID then ip followed by a
valid IP network address and an optional subnet mask. For example, the following command creates an IP
network address rule for VLAN 1200:

-> vlan 1200 ip 31.0.0.0 255.0.0.0

In this example, frames received on any mobile port must contain a network 31.0.0.0 source IP address
(for example, 31.0.0.10, 31.0.0.4) to qualify for dynamic assignment to VLAN 1200.
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If a subnet mask is not specified, the default class for the IP address is used (Class A, B, or C). For exam-
ple, either one of the following commands creates an IP network address rule for network 134.10.0.0:

-> vlan 1200 ip 134.10.0.0 255.255.0.0
-> vlan 1200 ip 134.10.0.0

The pool of available internet IP addresses is divided up into three classes, as shown in the following table.
Each class includes a range of IP addresses. The range an IP network address belongs to determines the
default class for the IP network when a subnet mask is not specified.

Network Range Class
1.0.0.0 - 126.0.0.0 A
128.1.0.0 - 191.254.0.0 B
192.0.1.0 - 223.255.254.0 C

Use the no form of the vlan ip command to remove an IP network address rule.

-> vlan 1200 no ip 134.10.0.0

Defining Protocol Rules

Protocol rules capture frames that contain a protocol type that matches the protocol value specified in the
rule. There are several generic protocol parameter values to select from; IP Ethernet-11, IP SNAP, Ether-
net 11, DECNet, and AppleTalk. If none of these are sufficient to capture the desired type of traffic, use the
Ethertype, DSAP/SSAP, or SNAP parameters to define a more specific protocol type value.

To define a protocol rule, enter vlan followed by an existing VLAN ID then protocol followed by a valid
protocol parameter value. For example, the following commands define a protocol rule for VLAN 1503
and VLAN 1504:

-> vlan 1503 protocol ip-snap
-> vlan 1504 protocol dsapssap f0/f0

The first example command specifies that frames received on any mobile port must contain an IP SNAP
protocol type to qualify for dynamic assignment to VLAN 1503. The second command specifies that
frames received on any mobile port must contain a DSAP/SSAP protocol value of f0/f0 to qualify for
dynamic assignment to VLAN 1504,

If an attempt is made to define an ethertype rule with a protocol type value that is equal to the value
already captured by one of the generic IP protocol rule, a message displays recommending the use of the
IP generic rule. The following example shows what happens when an attempt is made to create a protocol
rule with an ethertype value of 0800 (IP Ethertype):

-> vlan 200 protocol ethertype 0800
ERROR: Part of ip ethernet protocol class - use <vlan # protocol ip-e2> instead

The following table lists keywords for specifying a protocol type:

protocol type keywords

ip-e2 ethertype
ip-snap dsapssap
decnet snap
appletalk
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Note that specifying a SNAP protocol type restricts classification of mobile port traffic to the ethertype
value found in the IEEE 802.2 SNAP LLC frame header.

Use the no form of the vlan protocol command to remove a protocol rule.

-> vlan 1504 no protocol dsapssap f0/10

Defining Port Rules

Port rules do not require mobile port traffic to trigger dynamic assignment. When this type of rule is
defined, the specified mobile port is immediately assigned to the specified VLAN. As a result, port rules
are often used for silent network devices, which do not trigger dynamic assignment because they do not
send traffic.

Port rules only apply to outgoing mobile port broadcast types of traffic and do not classify incoming traf-
fic. In addition, multiple VLANS can have the same port rule defined. The advantage to this is that broad-
cast traffic from multiple VLANSs is forwarded out one physical mobile port. When a mobile port is
specified in a port rule, however, its incoming traffic is still classified for VLAN assignment in the same
manner as all other mobile port traffic.

To define a port rule, enter vlan followed by an existing VLAN ID then port followed by a mobile
slot/port designation. For example, the following command creates a port rule for VLAN 755:

-> vlan 755 port 2/3
In this example, all traffic on VLAN 755 is flooded out mobile port 2 on slot 3.

Note that it is possible to define a port rule for a non-mobile (fixed, untagged) port, however, the rule is
not active until mobility is enabled on the port.

Use the no form of the vlan port command to remove a port rule.

-> vlan 755 no port 2/3
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Application Example: DHCP Rules

This application example shows how Dynamic Host Configuration Protocol (DHCP) port and MAC
address rules are used in a DHCP-based network. DHCP is built on a client-server model in which a desig-
nated DHCP server allocates network addresses and delivers configuration parameters to dynamically
configured clients.

Since DHCP clients initially have no IP address, assignment of these clients to a VLAN presents a prob-
lem. The switch determines VLAN membership by looking at traffic from source devices. Since the first
traffic transmitted from a source DHCP client does not contain the actual address for the client (because
the server has not allocated the address yet), the client may not have the same VLAN assignment as its
server.

Before the introduction of DHCP port and MAC address rules, various strategies were deployed to use
DHCP with VLANS. Typically these strategies involved IP protocol and network address rules along with
DHCP Relay functionality. These solutions required the grouping of all DHCP clients in a particular
VLAN through a common IP policy.

DHCP port and MAC address rules simplify the configuration of DHCP networks. Instead of relying on
IP-based rules to group all DHCP clients in the same network as a DHCP server, you can manually place
each individual DHCP client in the VLAN or mobile group of your choice.

The VLANSs

This application example contains three (3) VLANSs. These VLANS are called Test, Production, and
Branch. The Test VLAN connects to the main network, the Production VLAN, through an external router.
The configuration of this VLAN is self-contained, making it easy to duplicate for testing purposes. The
Test VLAN contains its own DHCP server and DHCP clients. The clients gain membership to the VLAN
through DHCP port rules.

The Production VLAN carries most of the traffic in this network. It does not contain a DHCP server, but
does contain DHCP clients that gain membership through DHCP port rules. Two external routers connect
this VLAN to the Test VLAN and a Branch VLAN. One of the external routers—the one connected to the
Branch VLAN—has DHCP Relay functionality enabled. It is through this router that the DHCP clients in
the Production VLAN access the DHCP server in the Branch VLAN.

The Branch VLAN contains a number of DHCP client stations and its own DHCP server. The DHCP
clients gain membership to the VLAN through both DHCP port and MAC address rules. The DHCP server
allocates IP addresses to all Branch and Production VLAN clients.
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DHCP Servers and Clients

DHCP clients must communicate with a DHCP server at initialization. The most reliable way to ensure
this communication is for the server and its associated clients to share the same VLAN. However, if the
network configuration does not lend itself to this solution (as the Production VLAN does not in this appli-
cation example), then the server and clients can communicate through a router with DHCP Relay enabled.

The DHCP servers and clients in this example are either in the same VLAN or are connected through a
router with DHCP Relay. All clients in the Test VLAN receive IP addresses from the server in their
VLAN (Server 1). Likewise, all clients in the Branch VLAN receive IP addresses from their local server
(Server 2). The DHCP clients in the Production VLAN do not have a local DHCP server, so they must
rely on the DHCP Relay functionality in external Router 2 to obtain their IP addresses from the DHCP
server in the Branch VLAN.

Both DHCP servers are assigned to their VLANS through IP network address rules.

The following table summarizes the VLAN architecture and rules for all devices in this network configu-
ration. The diagram on the following page illustrates this network configuration.

Device VLAN Membership Rule Used/Router Role

DHCP Server 1 Test VLAN IP network address rule=10.15.0.0

DHCP Server 2 Branch VLAN IP network address rule=10.13.0.0

External Router 1 Test VLAN Connects Test VLAN to Production VLAN
Production VLAN

External Router 2 Production VLAN DHCP Relay provides access to DHCP server in
Branch VLAN Branch VLAN for clients in Production VLAN.

DHCP Client 1 Test VLAN DHCP Port Rule

DHCP Client 2 Test VLAN DHCP Port Rule

DHCP Client 3 Production VLAN DHCP Port Rule

DHCP Client 4 Production VLAN DHCP Port Rule

DHCP Client 5 Branch VLAN DHCP Port Rule

DHCP Client 6 Branch VLAN DHCP Port Rule

DHCP Client 7 Branch VLAN DHCP MAC Address Rule

DHCP Client 8 Branch VLAN DHCP MAC Address Rule
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OmniSwitch

Server 1
10.15.14.16

Router 1
No DHCP
Relay

Router 2
DHCP
Relay On

Server 2
10.13.15.17

Test VLAN
IP Subnet 10.15.X.X
DHCP Port Rules

Production VLAN
IP Subnet 10.15.128.X
DHCP Port Rules

Branch VLAN
IP Subnet 10.13.X.X
DHCP Port/MAC Rules

Client 2
DHCP Port
Rule

Client 3
DHCP
Port Rule

Client 4
DHCP
Port Rule

Client 5
DHCP
Port Rule

Client 6
DHCP
Port Rule

Client 7
DHCP
MAC

DHCP Servers

Both DHCP servers become members in their
respective VLANS via IP subnet rules.

Routers

Router 1 provides connectivity between the Test
VLAN and the Production VLAN. It does not
have Bootup functionality enabled so it cannot
connect DHCP servers and clients from different
VLANS.

Router 2 connects the Production VLAN and the
Branch VLAN. With DHCP Relay enabled, this
router can provide connectivity between the
DHCP server in the Branch VLAN and the DHCP
clients in the Production VLAN.

Client 8
DHCP
MAC

DHCP Clients

Clients 1 to 6 are assigned to their respective
VLANS through DHCP port rules. Clients 3 and
4 are notin a VLAN with a DHCP server so they
must rely on the server in the Branch VLAN for
initial addressing information. Clients 7 and 8
share a port with other devices, so they are
assigned to the Branch VLAN via DHCP MAC
address rules.

DHCP Port and MAC Rule Application Example
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Verifying VLAN Rule Configuration

To display information about VLAN rules configured on the switch, use the following show command;

show vlan rules Displays a list of rules for one or all VLANS configured on the switch.

For more information about the resulting display from this command, see the OmniSwitch AOS Release
6250/6350/6450 CLI Reference Guide. An example of the output for the show vlan rules command is also
given in “Sample VLAN Rule Configuration” on page 9-3.
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10 Configuring VLAN
Stacking

VLAN Stacking provides a mechanism to tunnel multiple customer VLANs (CVLAN) through a service
provider network using one or more service provider VLANs (SVLAN) by way of 802.1Q double-tagging
or VLAN Translation. This feature enables service providers to offer their customers Transparent LAN
Services (TLS). This service is multipoint in nature to support multiple customer sites or networks
distributed over the edges of a service provider network.

Standard VLAN support on NNI ports' allows any standard (non-service) VLAN to be associated to NNI
ports of type untagged or 8021q tagged. However, VLAN 1, cannot be associated as untagged member to
a NNI port. 802.1q services, QinQ service and untagged services can be configured using the same uplink
NNI port. This allows the customer to use an untagged management VLAN to manage the switch through
NNI ports.

This implementation of VLAN Stacking offers the following functionality:

« An Ethernet service-based approach that is similar to configuring a virtual private LAN service
(VPLS).

 Ingress bandwidth sharing across User Network Interface (UNI) ports.
 Ingress bandwidth rate limiting on a per UNI port, per CVLAN, or CVLAN per UNI port basis.

e Builtin UNI profiles IEEE-FWD-ALL and IEEE-DROP-ALL to tunnel or discard all IEEE multicast
MAC addresses traffic associated to UNI port.

« Multiple TPIDs (0x8100, 0x88a8 & 0x9100) supported and interpreted on UNI ports.
e L2 control frames with up to 8 VLAN tag headers are accepted and on UNI ports.

« Custom L2 protocol entry for proprietary protocol with multicast MAC addresses for specific packet
control.

e CVLAN (inner) tag 802.1p-bit mapping to SVLAN (outer) tag 802.1p bit.
¢ CVLAN (inner) tag DSCP mapping to SVLAN (outer) tag 802.1p bit.

 Profiles for saving and applying traffic engineering parameter values.

OmniSwitch AOS Release 6250/6350/6450 Network Configuration Guide ~ October 2016 page 10-1



In This Chapter Configuring VLAN Stacking

In This Chapter

This chapter describes the basic components of VLAN Stacking and how to define a service-based or
port-based configuration through the Command Line Interface (CLI). CLI commands are used in the
configuration examples; for more details about the syntax of commands, see the OmniSwitch AOS Release
6250/6350/6450 CLI Reference Guide.

This chapter provides an overview of VLAN Stacking and includes the following topics:
“VLAN Stacking Specifications” on page 10-3.

« “VLAN Stacking Defaults” on page 10-3.

¢ “VLAN Stacking Overview” on page 10-4.

« “Interaction With Other Features” on page 10-10.

e “Configuring VLAN Stacking Services” on page 10-14

e “Configuring Custom L2 Protocol” on page 10-26

e “Configuring MAC-Tunneling for SVLAN” on page 10-29

«  “VLAN Stacking Application Examples” on page 10-30.

«  “Wire-Speed Ethernet Loopback Test” on page 10-33.

e “Control Protocol Tunneling Frame Statistics” on page 10-27

¢ “Control HW Tunneling” on page 10-28
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VLAN Stacking Specifications

VLAN Stacking Specifications

IEEE Standards Supported

IEEE 802.1Q, 2003 Edition, IEEE Standards for Local
and metropolitan area networks -Virtual Bridged
Local Area Networks

P802.1ad/D6.0 (C/LM) Standard for Local and
Metropolitan Area Networks - Virtual Bridged Local
Area Networks - Amendment 4: Provider Bridges

Platforms Supported

OmniSwitch 6250, 6450

Maximum number of SVLANSs

4093 (VLAN 2 through 4094)

Maximum number of UNI port associations with 128
CVLAN:S.

Maximum number of custom L2 protocol entries 64
Maximum number of custom L2 protocol entries 16
associated per UNI profile

Maximum number of VLAN tags accepted from

the incoming dataframe header:

- Preserve Mode 7
-Translate Mode 8

Maximum number of NNI TPID values that can
be configured

3 (other than 0x8100, 0x9100 & 0x88a8)

Features not supported on VLAN Stacking ports

Group Mobility, Authentication, and L3 Routing

VLAN Stacking Defaults

Parameter Description Command Default Value/Comments
SVLAN administrative and ethernet-service svlan Enabled

Spanning Tree status.

IPMVLAN administrative and ethernet-service ipmvlan Enabled

Spanning Tree status.

Vendor TPID and legacy BPDU ethernet-service nni TPID = 0x8100

support for STP or GVRP on a
VLAN Stacking network port.

legacy STP BPDU = dropped.
legacy GVRP BPDU = dropped.

Acceptable frame types on a VLAN
Stacking user port.

ethernet-service sap cvlan

None.

Traffic engineering profile attributes ethernet-service sap-profile

fora VLAN Stacking Service Access
Point (SAP).

ingress bandwidth = shared
ingress bandwidth mbps =0
CVLAN tag is preserved.
SVLAN priority mapping =0
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Parameter Description

Command

Default Value/Comments

Treatment of customer protocol
control frames ingressing on a

ethernet-service uni-profile

Processed Frames:
802.3ad, UDLD, OAM,

VLAN Stacking user port.

LACP Marker

Tunneled Frames:
STP, GVRP, MVRP

Discarded Frames:

802.1x, 802.1ab, AMAP, VTP
VLAN, Uplink Fast, PVST,
PAGP, DTP, CDP

Treatment of L2 protocol

control frames having a destination
mac-address of 01-80-C2-00-00-XX
after associating a VLAN Stacking
UNI profile with a UNI port.

ieee-fwd-all:

forward all frames as normal
data without mac tunneling.
ieee-drop-all:

discard all such frames

ethernet-service uni uni-
profile

VLAN Stacking Overview

VLAN Stacking provides a mechanism for defining a transparent bridging configuration through a service
provider network. The major components of VLAN Stacking are described as follows:

Provider Edge (PE) Bridge—An ethernet switch that resides on the edge of the service provider
network. The PE Bridge interconnects customer network space with service provider network space. If
the switch transports packets between a customer-facing port and a network port or between two
customer-facing ports, it is considered a PE bridge.

Transit Bridge—An ethernet switch that resides inside the service provider network and provides a
connection between multiple provider networks. It employs the same SVLAN on two or more network
ports. This SVLAN does not terminate on the switch itself; traffic ingressing on a network port is
switched to other network ports. The same switch can function as a PE Bridge and a Transit Bridge.

Tunnel (SVLAN)—A tunnel, also referred to as an SVLAN, is a logical entity that connects customer
networks by transparently bridging customer traffic through a service provider network. The tunnel is
defined by an SVLAN tag that is appended to all customer traffic. This implementation provides the
following three types of SVLANS, which are both defined by the type of traffic that they carry:

« an SVLAN that carries customer traffic
« an SVLAN that carries provider management traffic
e an IP Multicast VLAN (IPMVLAN) that distributes multicast traffic

Network Network Interface (NNI)—An NNI is a port that resides on either a PE Bridge or a Transit
Bridge and connects to a service provider network. Traffic ingressing on a network port is considered
SVLAN traffic and is switched to a customer-facing port or to another network port.

User Network Interface (UNI)—A UNI is a port that resides on a PE bridge that connects to a
customer network and carries customer traffic. The UNI can consist of a single port or an aggregate of
ports, and can accept tagged or untagged traffic.

page 10-4
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The following illustration shows how VLAN Stacking is used to tunnel customer traffic through a service
provider network:
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How VLAN Stacking Works

On the Provider Edge bridge (PE), a unique tunnel (SVLAN) ID is assigned to each customer. When the
tunnel (SVLAN) is created on the bridge, the VLAN manager and VLAN stacking software store this
SVLAN ID. For example, an SVLAN with ID 100 from the provider bridge VLAN tunnels the customer
VLAN traffic associated with tunnel 100. In fact, tunnel and VLAN are interchangeable terms when
referring to the provider bridge configuration.

VLAN Stacking refers to the tunnel encapsulation process of appending to customer packets an 802.1Q
tag that contains the tunnel ID associated to bridge port and/or VLANS of the customer provider. The
encapsulated traffic is then transmitted through the Ethernet metro area network (EMAN) cloud and
received on another PE bridge that contains the same tunnel ID, where the packet is then stripped of the
tunnel tag and forwarded to the traffic destination.

The following provides an example of how a packet ingressing on a VLAN Stacking UNI port that is
tagged with the customer VLAN (CVLAN) ID transitions through the VLAN Stacking encapsulation
process:

1 Packet with CVLAN tag ingressing on a user port.

(6) (6) Tag (4) VLAN ..... VLAN 0x0800

I
Upto 8 tag headers

MAC DA|MAC SA|CVLAN Inner+ Inner ETYPE Payload

Note. MAC processing and tunneling is supported for up to 8 VLAN tag headers at a UNI port.
Similarly, MAC processing and tunneling is supported for up to 8 VLAN tag headers at an NNI port.

2 Double Tagging inserts the SVLAN tag in the packet. The packet is sent out the network port with
double tags (SVLAN+Additional tag for SVLAN).

MAC DA|MAC SA|SVLAN Tag ﬁgﬁgl Inner Inner | ETYPE | Payload
(6) (6) 4) Tag | VEAN VLAN 0x0800
-

Upto 8 tag headers

Note. Double tagging is applied when preserve mode is configured using the ethernet-service sap profile
command.

3 VLAN Translation replaces the CVLAN Tag with SVLAN Tag. The packet is sent out the network
port with a single tag (SVLAN).

(6) (6) Tag (4) VLAN..... VLAN 0x0800

B
Upto 8 tag headers

MAC DA|MAC SA|SVLAN Inner+ Inner ETYPE Payload
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Note. VLAN Translation is applied when translate mode is configured using the ethernet-service sap
profile command

Traffic Engineering and Translation at UNI and NNI Ports

This section provides important details on Traffic Engineering and Translation at UNI and NNI Ports.

Traffic Engineering at UNI Ports

Layer 2 control frames received on UNI ports can have any TPID and are forwarded to the NNI ports
with the appropriate CVLAN to SVLAN translation when required.

In preserve mode, a UNI port recognizes CVLAN tag with TPID 0x8100, 0x88a8 and 0x9100. Frames
with other TPIDs are considered as untagged CVLAN frames.

Tunneling and Mac tunneling is supported for up to 7 VLAN tag headers in Layer-2 frames at a UNI
port in preserve mode.

In translate mode, the UNI port recognizes only the CVLAN tag with TPID 0x8100. Frames with
other ether types are considered as untagged CVLAN frames.

Tunneling and Mac tunneling is supported for up to 8 VLAN tag headers in Layer-2 frames at a UNI
port in translate mode.The outermost VLAN UNI TPID is replaced by 0x8100.

Traffic Engineering at NNI Ports

Layer 2 control frames egressing from NNI port will have the ether type value equivalent to the value
configured at the NNI port (By default 0x8100) in preserve mode.

NNI ports accept the frames only with ether type value configured at NNI ingress port in preserve
mode.

Ethernet frames received on NNI port are always forwarded to any UNI port with translated CVLAN
and ethertype 0x8100, in translate mode.

Tunneling and mac tunneling is supported for up to 8 VLAN tag headers at an NNI port.

Ethernet frames received on NNI port are always forwarded to any UNI port with translated CVLAN
and ethertype 0x8100, in translate mode.

The information on traffic engineering applied, maximum VLAN tags processed for Layer 2 control
frames according to preserve or translate mode configuration for UNI and NNI ports are mentioned in the
following table:

L2 Control Maximum
Frames
Mode UNI Port VLAN tag Action at Egress NNI
Treatment headers

processed
STP BPDU Preserve Tunnel >8 Tunnel
STP BPDU Preserve Mac Tunnel 7 Tunnel
STP BPDU Preserve Peer 7 -
STP BPDU Preserve Discard/Drop - -
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L2 Control Maximum
Frames Mode $r'\<lelafrzgtn ¢ ?]/elgg‘glrstag Action at Egress NNI
processed
STP BPDU Translate Tunnel >8 Tunnel
STP BPDU Translate Mac Tunnel 8 Tunnel
STP BPDU Translate Peer 8 -
STP BPDU Translate Discard/Drop - -
LACP PDU Preserve Tunnel 7 Tunnel
LACP PDU Preserve Mac Tunnel 7 Tunnel
LACP PDU Preserve Peer 7 -
LACP PDU Preserve Discard/Drop - -
LACP PDU Translate Tunnel 8 Tunnel
LACP PDU Translate Mac Tunnel 8 Tunnel
LACP PDU Translate Peer 8 -
LACP PDU Translate Discard/Drop - -
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VLAN Stacking Services

The VLAN Stacking application uses an Ethernet service-based approach for tunneling customer traffic
through a provider network. This approach requires the configuration of the following components to
define a tunneling service:

VLAN Stacking Service—A service name that is associated with an SVLAN, NNI ports, and one or
more VLAN Stacking service access points. The service identifies the customer traffic that the SVLAN
carry through the provider traffic.

Service Access Point (SAP)—AnN SAP is associated with a VLAN Stacking service name and an SAP
profile. The SAP binds UNI ports and customer traffic received on those ports to the service. The
profile specifies traffic engineering attribute values that are applied to the customer traffic received on
the SAP UNI ports.

Service Access Point (SAP) Profile—An SAP profile is associated with an SAP ID. Profile attributes
define values for ingress bandwidth sharing, rate limiting, CVLAN tag processing (translate or
preserve), and priority mapping (inner to outer tag or fixed value).

UNI Port Profile—This type of profile is associated with each UNI port and configures how
Spanning Tree and GVRP control packets are processed on the UNI port.

See the “Configuring VLAN Stacking Services” on page 10-14 for more information.
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Interaction With Other Features

This section contains important information about VLAN Stacking interaction with other features enabled
on OmniSwitch. Refer to the specific chapter for each feature to get more detailed information about how
to configure and use the feature.

GARP VLAN Registration Protocol (GVRP)

¢ GVRP control frames are tunneled by default. Processing of GVRP frames is similar to processing of
Spanning Tree frames.

« The VLAN Stacking provider edge (PE) switch does not tunnel GVRP frames unless the GVRP feature
and/or GVRP transparent switching functionality is enabled on the PE switch. This is true even if
GVRP processing is enabled for the VLAN Stacking port.

IP Multicast VLANSs

The IP Multicast VLAN (IPMV) application has the following interactions with VLAN Stacking
functionality and commands:

e IPMV operates in one of two modes:
- Enterprise Mode.
- VLAN Stacking Mode.

When the enterprise mode is active, IPMV uses sender and receiver ports for IP multicast traffic. When
the IPMV VLAN Stacking mode is active, IPMV maps sender and receiver ports to VLAN Stacking
NNI and UNI ports.

e If IPMV is operating in the enterprise mode, there are no CLI usage changes.

e If IPMV is operating in the VLAN Stacking mode, the following VLAN Stacking CLI commands are
used to configure interoperability with IPMV:

VLAN Stacking Commands

ethernet-service ipmvlan

ethernet-service svlan nni

ethernet-service sap
ethernet-service sap uni
ethernet-service sap cvlan

vlan ipmvlan ctag

vlan ipmvlan address

vlan ipmvlan sender-port

vlan ipmvlan receiver-port

ethernet-service sap-profile
ethernet-service sap sap-profile

See the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide for more information on
VLAN Stacking commands.
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Link Aggregation

Both static and dynamic link aggregation are supported with VLAN Stacking.

A link aggregate must consist of all UNI or all NNI ports. VLAN Stacking functionality is not
supported on link aggregates that consist of a mixture of VLAN Stacking ports and conventional
switch ports.

Transparent bridging is not supported for link aggregate NNIs.

Quality of Service (QoS)
The QoS application has the following interactions with VLAN Stacking:

QoS policy rules take precedence over the VLAN Stacking SAP profile configuration. As a result, it is
possible to configure QoS policy rules to override VLAN Stacking SAP profile settings, such as
bandwidth and priority.

VLAN Stacking ports are trusted and use 802.1p classification by default.

QoS applies the source vlan and 802.1p policy conditions to the SVLAN (outer) tag of VLAN
Stacking packets.

Ring Rapid Spanning Tree Protocol (RRSTP)

RRSTP is supported only on VLAN Stacking NNI ports; UNI ports are not supported.

An RRSTP ring must consist of either all VLAN Stacking NNI ports or all standard switch ports; a
mixture of the two port types in the same ring is not supported.

If an RRSTP ring contains NNI ports, the VLAN tag configured for the ring must match the SVLAN
tag that VL AN Stacking appends to packets before they are received or forwarded on NNI ports.

Spanning Tree

Spanning Tree is enabled by default for VLAN Stacking SVLANSs. The Spanning Tree status for an
SVLAN is configurable through VLAN Stacking commands. The SVLAN Spanning Tree status
applies only to the service provider network topology.

BPDU frames are tunneled by default. See “Configuring a UNI Profile” on page 10-25 for information
on configuring VLAN Stacking to tunnel or discard Spanning Tree BPDU.

See “Configuring VLAN Stacking Network Ports” on page 10-18 for information on configuring
VLAN Stacking interoperability with legacy Spanning Tree BPDU systems.

A back door link configuration is not supported. Back door link occurs when there is a link between
two-customer sites connected to a VLAN Stacking provider edge switch.

A dual home configuration is not supported. Dual home configuration consists of a single customer site
connected to two different VLAN Stacking switches or two switches at a customer site connect to two
different VLAN Stacking switches.
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Quick Steps for Configuring VLAN Stacking

The following steps provide a quick tutorial for configuring a VLAN Stacking service:
1 Create a VLAN Stacking VLAN (SVLAN) 1001 using the ethernet-service command.
-> ethernet-service svlan 1001

2 Create a VLAN Stacking service and associate the service with SVLAN 1001 using the
ethernet-service service-name command.

-> ethernet-service service-name CustomerA svlan 1001

3 Configure port 3/1 as a VLAN Stacking Network Network Interface (NNI) port and associate the port
with SVLAN 1001 using the ethernet-service svlan nni command.

-> ethernet-service svlan 1001 nni 3/1

4 Create a VLAN Stacking Service Access Point (SAP) and associate it to the “CustomerA” service
using the ethernet-service sap command.

-> ethernet-service sap 10 service-name CustomerA

5 Configure port 1/49 as a VLAN Stacking User Network Interface (UNI) port and associate the port
with SAP ID 10 using the ethernet-service sap uni command.

-> ethernet-service sap 10 uni 1/49

6 Associate traffic from customer VLANs (CVLAN) 10 and 20 with SAP 10 using the ethernet-service
sap cvlan command.

-> ethernet-service sap 10 cvlan 10
-> ethernet-service sap 10 cvlan 20

7 (Optional) Create an SAP profile that applies an ingress bandwidth of 10, translates the CVLAN tag,
and maps the CVLAN priority to the SVLAN priority using the ethernet-service sap-profile command.

-> ethernet-service sap-profile sap-videol ingress-bandwidth 10 cvlan translate
priority map-inner-to-outer-p

8 (Optional) Associate the “sap-videol” profile with SAP 10 using the ethernet-service sap sap-profile
command.

-> ethernet-service sap 10 sap-profile sap-videol

9 (Optional) Create a UNI port profile to block GVRP and STP control frames received on UNI ports
using the ethernet-service uni-profile command.

-> ethernet-service uni-profile uni_1 I2-protocol stp gvrp discard

10 (Optional) Associate the “uni_1" profile with port 1/49 using the ethernet-service uni uni-profile
command.

-> ethernet-service uni 1/49 uni-profile uni_1
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Note. Verify the VLAN Stacking Ethernet service configuration using the show ethernet-service

command:

-> show ethernet-service

Service Name : CustomerA

SVLAN - 1001

NNI(s) :© 371

SAP Id : 10
UNIs
CVLAN(S)
sap-profile

: 1749
: 10, 20
: sap-videol

Service Name : ipmv_service

IPMVLAN - 40

NNI(s) : No NNIs configured

SAP Id : 2
UNIs
CVLAN(S)
sap-profile

1722
: 100
: translate_profile

Service Name : Video-Service

SVLAN : 300

NNI(s) = 2/1, 3/2

SAP Id : 20
UNIs
CVLAN(S)
sap-profile

SAP Id : 30
UNIs
CVLAN(S)

sap-profile :

- 171, 1/2
- 10, 20
: sap-videol

: 1/3
: untagged, 40

sap-video2

See the OmniSwitch AOS Release 6250/6350/6450 CLI| Reference Guide for information on the fields in

the show command.
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Configuring VLAN Stacking Services

Configuring a VLAN Stacking Ethernet service requires various steps. These steps are outlined here and
further described throughout this section. For a brief tutorial on configuring a VLAN Stacking service, see
“Quick Steps for Configuring VLAN Stacking” on page 10-12.

1 Create an SVLAN. An SVLAN is associated to a VLAN Stacking service to carry customer or
provider traffic. In addition, if SVLAN is configured as an IP multicast VLAN, it can also distribute IP
multicast traffic (IPMVLAN). See “Configuring SVLANSs” on page 10-16.

2 Create a VLAN Stacking service. A service name is associated with an SVLAN to identify the
customer traffic that the SVLAN carries through the provider network. See “Configuring a VLAN Stack-
ing Service” on page 10-17.

3 Configure Network Network Interface (NNI) ports. An NNI port is associated with an SVLAN and
carries the encapsulated SVLAN traffic through the provider network. See “Configuring VLAN Stacking
Network Ports” on page 10-18.

4 Configure a VLAN Stacking service access point (SAP). SAP binds UNI ports, the type of customer
traffic, and traffic engineering parameter attributes to the VLAN Stacking service. Each SAP is associated
to one service name, but a single service can have multiple SAPs to which it is associated.

See “Configuring a VLAN Stacking Service Access Point” on page 10-20.

5 Configure User Network Interface (UNI) ports. UNI ports are associated with an SAP to identify to
the service from which the switch ports receive customer traffic. The SAP tunnels this traffic through the
provider network. When a UNI port is associated with an SAP, the SAP parameter attributes are applied to
traffic received on the UNI port. See “Configuring VLAN Stacking User Ports” on page 10-21.

6 Associate CVLAN traffic with an SAP. This step specifies the type of customer traffic that is allowed
on UNI ports and then tunneled through the SVLAN. The type of customer traffic is associated with an
SAP and applies to all UNI ports associated with the same SAP. See “Configuring the Type of Customer
Traffic to Tunnel” on page 10-22.

7 Define SAP profile attributes. An SAP profile contains traffic engineering attributes to specify
bandwidth sharing, rate limiting, CVLAN translation or double-tagging, and priority bit mapping. A
default profile is automatically associated with an SAP at the time the SAP is created. If the default profile
values are not sufficient, configure an SAP profile to specify different attribute values. See “Configuring a
Service Access Point Profile” on page 10-23.

8 Define UNI profile attributes. A default UNI profile is automatically assigned to a UNI port at the
time a port is configured as a VLAN Stacking UNI. This profile determines how control frames received
on the port are processed. If the default profile values are not sufficient, configure a UNI profile to
specify different attribute values. See “Configuring a UNI Profile” on page 10-25.

The following table provides a summary of commands used in these procedures:
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Commands

Used for

ethernet-service

Creating SVLANS to tunnel customer or
management traffic or an IP Multicast VLAN for
distributing multicast traffic.

ethernet-service service-name

Creating a VLAN Stacking service and
associating the service with an SVLAN or IP
multicast VLAN.

ethernet-service svlan nni

Configuring a switch port as a VLAN Stacking
NNI port and associating the NNI port with an
SVLAN.

ethernet-service nni

Configuring a vendor TPID and legacy Spanning
Tree or GVRP support for an NNI port.

ethernet-service sap

Creating a VLAN Stacking SAP and associating
the SAP with a VLAN Stacking service name.

ethernet-service sap uni

Configuring a switch port as a VLAN Stacking
UNI port and associating the UNI port with a
VLAN Stacking SAP.

ethernet-service sap cvlan

Specifying the type of customer traffic that is
accepted on the SAP UNI ports.

ethernet-service sap-profile

Configuring traffic engineering attributes for
customer traffic that is accepted on the SAP UNI
ports.

ethernet-service sap sap-profile

Associating a VLAN Stacking SAP with a profile.

ethernet-service uni-profile

Configuring how protocol control frames are
processed on VLAN Stacking UNI ports.

ethernet-service uni uni-profile

Associating a VLAN Stacking UNI port with a
profile.
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Configuring SVLANSs
There are three types of SVLAN:
e Customer SVLAN: An SVLAN that carries customer traffic
¢ Management SVLAN: An SVLAN that carries provider management traffic
e IPMVLAN: An SVLAN that carries IP Multicast VLAN traffic.

SVLANSs cannot be configured or modified using standard VLAN commands. As an exception, it is
possible to configure an IP interface for a provider management SVLAN, however, traffic is not routed on
this interface.

The ethernet-service command is used to create an SVLAN. This command provides parameters to
specify the type of SVLAN: svlan (customer traffic), management-vlan (provider management traffic),
or ipmv (IP Multicast traffic). For example, the following commands create a customer SVLAN,
management SVLAN, and IP Multicast VLAN:

-> ethernet-service svlan 300
-> ethernet-service management-vlan 200
-> ethernet-service impv 500

Similar to standard VLANS, the administrative and Spanning Tree status for the SVLAN is enabled by
default and the SVLAN ID is used as the default name. The ethernet-service svlan command also
provides parameters for changing any of the status values and the name. These parameters are used to
change the values for standard VLANSs. For example, the following commands change the administrative
and Spanning Tree status and name for SVLAN 300:

-> ethernet-service svlan 300 disable
-> ethernet-service svlan 300 stp disable
-> ethernet-service svlan 300 name “Customer A”

To delete an SVLAN from the switch configuration, use the no form of the ethernet-service svlan
command. For example, to delete SVLAN 300 enter:

-> no ethernet-service svlan 300
When an SVLAN is deleted, all port associations with the SVLAN are also removed.

Use the show ethernet-service vlan command to display a list of VLAN Stacking VLANs configured for
the switch.
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Configuring a VLAN Stacking Service

A VLAN Stacking service is identified by a name. The ethernet-service service-name command is used
to create a service and assign the service to an SVLAN or IMPVLAN ID, depending on the type of traffic
processed by the service. The ID specified with this command identifies the SVLAN carrying traffic for
the service. Each service is associated with only one SVLAN, but an SVLAN can belong to multiple
services.

To create a VLAN Stacking service, use the ethernet-service service-name command and specify a name
and SVLAN or IPMVLAN ID. For example, the following command creates a service named
“Video-Service” and associates the service with SVLAN 300:

-> ethernet-service service-name Video-Service svlan 300

The SVLAN or IPMPVLAN ID specified with this command must exist in the switch configuration;
entering a standard VLAN ID is not allowed. See “Configuring SVLANSs” on page 10-16 for more
information.

Once the VLAN Stacking service is created, the service name is used to configure and display all
components associated with that service. The service name provides a single point of reference for a
specific VLAN Stacking configuration.

For example, the following show ethernet-service command display shows how the service name
identifies a VLAN Stacking service and components related to that service:

-> show ethernet-service

Service Name : Video-Service

SVLAN : 300
NNI(s) : 2/1, 3/2
SAP Id : 20
UNIs 1 1/1, 1/2
CVLAN(S) : 10, 20
sap-profile : sap-videol
SAP Id : 30
UNIs : 1/3
CVLAN(S) I untagged, 40

sap-profile : sap-video2
Service Name : ipmv_service

IPMVLAN : 40
NNI(s) : No NNIs configured
SAP Id : 2
UNIs 1722
CVLAN(S) : 100

sap-profile : translate_profile

To delete a service from the switch configuration, use the no form of the ethernet-service service-name
command. For example, the following command deletes the “Video-Service” service:

-> no ethernet-service servic-name Video-Service

When a VLAN Stacking service is deleted, the SVLAN or IMPVLAN ID association with the service is
automatically deleted. However, if one or more VLAN Stacking service access point (SAP) are associated
with the service, remove the associated SAP before deleting the service.
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Configuring VLAN Stacking Network Ports

The ethernet-service svlan nni command is used to configure a switch port or link aggregate of ports as a
VLAN Stacking Network Network Interface (NNI) and associate the NNI with an SVLAN. The NNI ports
are not associated with IP Multicast VLANSs. For example, the following command configures port 2/1 as
an NNI port and associates 2/1 with SVLAN 300:

-> ethernet-service svlan 300 nni 2/1

When a port is associated with an SVLAN using this command, the port is automatically defined as an
NNI to carry traffic for the specified SVLAN. In addition, the default VLAN for the port is changed to a
VLAN that is reserved for the VLAN Stacking application. The port is now no longer configurable using
standard VLAN port commands.

To delete an NNI port association with an SVLAN, use the no form of the ethernet-service svlan nni
command. For example, the following command deletes the association between NNI 2/1 and SVLAN
300:

-> no ethernet-service svlan 300 nni 2/1

When the last SVLAN association for the port is deleted, the port automatically reverts to a conventional
switch port, and is no longer VLAN Stacking capable.

Use the show ethernet-service port command to verify the NNI port configuration for the switch.

Configuring NNI Port Parameters

The ethernet-service nni command is used to configure the following parameters that apply to traffic
processed by NNI ports:

« tpid—Configures the vendor TPID value for the SVLAN tag. This value is set to 0x8100 by default.
and is applied to traffic egressing on the NNI port and is compared to the SVLAN tag of packets
ingressing on the NNI port. If the configured NNI TPID value and the ingress packet value match, then
the packet is considered an SVLAN tagged packet. If these values do not match, then the packet is
classified as a non-SVLAN tagged packet.

« gvrp legacy-bpdu—Specifies whether legacy GVRP BPDU are tunneled on the NNI port. GVRP
BPDU are dropped by default.

 stp legacy-bpdu—Specifies whether legacy Spanning Tree BPDU are tunneled on the NNI port.
Spanning Tree BPDU are dropped by default.

 transparent-bridging—Configures the transparent bridging status for the NNI port. When transparent
bridging is enabled, the NNI forwards SVLAN traffic without processing packet contents. As a result,
the NNI port can also forward traffic for SVLANS that are not configured on the local switch. This
configuration allows for a greater number of NNI port associations with SVLANSs. Enabling
transparent bridging is recommended only on NNI ports that are known to and controlled by the
network administrator.

The following command example configures the vendor TPID for NNI port 2/1 to 0x88a8 and enables
support for Spanning Tree legacy BPDU:

-> ethernet-service nni 2/1 tpid 88a8 stp legacy-bpdu enable
Consider the following when configuring NNI port parameter values:

« A mismatch of TPID values on NNI ports that are connected together is not supported; VLAN
Stacking does not work between switches using different NNI TPID values.
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« Enable legacy BPDU support only on VLAN Stacking network ports that are connected to legacy
BPDU switches. Enabling legacy BPDU between AOS switches can cause flooding or an unstable
network.

« If legacy BPDU is enabled on a network port while at same time BPDU flooding is enabled on user
ports, ensure that tagged customer BPDUs are not interpreted by intermediate switches in the provider
network.

« If the peer switch connected to the VLAN Stacking network port supports the Provider MAC address
(that is, STP, 802.1ad/D6.0 MAC), then enabling legacy BPDU support is not required on the network
port. Refer to the following table to determine the type of STP or GVRP MAC used:

STP

Customer MAC {0x01, 0x80, 0xc2, 0x00, 0x00, 0x00}
Provider MAC address (802.1ad/D6.0)  {0x01, 0x80, 0xc2, 0x00, 0x00, 0x08}
Provider MAC address (Legacy MAC)  {0x01, 0x80, 0xc2, 0x00, 0x00, 0x00}

GVRP
Customer MAC address {0x01, 0x80, 0xc2, 0x00, 0x00, Ox21}
Provider MAC address {0x01, 0x80, 0xc2, 0x00, 0x00, 0x0D}

» GVRP legacy BPDU are supported only on network ports that already have GVRP enabled for the
port.

« STP legacy BPDU are supported only when the flat Spanning Tree mode is active on the switch.

Use the show ethernet-service nni command to display the NNI port configuration for the switch.

Hybrid NNI mode with QinQ and 802.1Q VLANS on same NNI port

The tagged packets received on an NNI port, with TPID other than the one configured for a port, are
treated as untagged packets. If there is a TPID mismatch, these packets are accepted and flooded in the
default VLAN (other than 4095) of the NNI port.

All features/properties supported with the standard VLANs (standard VLAN being configured on fixed
ports) are now supported on standard VLANS, configured on NNI interface. Some of these are
- mobile-tag enable/disable, mac or mac-range rule, IP-rules and so on.

The following commands are now supported on an NNI interface:
« vlan port default
« vlan 802.1q

If the default VLAN is removed from the NNI interface, then the default VLAN must be changed to 4095.
It is not possible to configure VLAN 1 as default VLAN of an NNI interface.
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Configuring a VLAN Stacking Service Access Point

The ethernet-service sap command is used to configure a VLAN Stacking service access point (SAP). An
SAP is assigned an 1D number at the time it is configured. This ID number is then associated with the
following VLAN Stacking components:

« User Network Interface (UNI) ports. See “Configuring VLAN Stacking User Ports” on page 10-21.

e Customer VLANs (CVLANS). See “Configuring the Type of Customer Traffic to Tunnel” on
page 10-22.

« SAP profile. Each SAP is associated with a single profile. This profile contains attributes that are used
to define traffic engineering parameters applied to traffic ingressing on UNI ports that are associated
with the SAP. See “Configuring a Service Access Point Profile” on page 10-23.

The VLAN Stacking components are all configured separately using different VLAN Stacking commands.
The ethernet-service sap command is for creating an SAP ID and associating the ID with a VLAN
Stacking service. For example, the following command creates SAP 20 and associates it with
Video-Service:

-> ethernet-service sap 20 service-name Video-Service

To delete a VLAN Stacking SAP from the switch configuration, use the no form of the ethernet-service
sap command. For example, the following command deletes SAP 20:

-> no ethernet-service sap 20
When the SAP is deleted, all the UNI ports, CVLAN, and profile associations are automatically dropped.
A VLAN Stacking SAP identifies the following information:
« Location where customer traffic enters the provider network edge,
« The type of customer traffic to service,
« Parameters to apply to the traffic,
« The service that processes the traffic for tunneling through the provider network.
Consider the following when configuring a VLAN Stacking SAP:

« An SAP can be assigned to only one service, but a service can have multiple SAPs. So, a single service
can process and tunnel traffic for multiple UNI ports and customers.

« Associating multiple UNI ports to one SAP is allowed.

« A default SAP profile is associated with the SAP at the time the SAP is created. This profile contains
the following default attribute values:

Ingress bandwidth sharing shared

Ingress bandwidth maximum 0
CVLAN tag preserve (double-tag)
Priority mapping fixed O

The default attribute values of the profile are applied to customer traffic associated with the SAP. Only
one profile is assigned to each SAP; however, it is possible to use the same profile for multiple SAPs.
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« To use different profile attribute values, create a profile and associate it with the SAP.
See “Configuring a Service Access Point Profile” on page 10-23. Each time a profile is assigned to an
SAP, the existing profile is overwritten with the new one.

Use the show ethernet-service sap command to display the SAPs configured for the switch. Use the
show ethernet-service command to display a list of VLAN Stacking services and the SAPs associated
with each service.

Configuring VLAN Stacking User Ports

The ethernet-service sap uni command is used to configure a switch port or a link aggregate as a VLAN
Stacking User Network Interface (UNI) and associate the UNI with a VLAN Stacking service access point
(SAP). For example, the following command configures port 1/1 as an UNI port and associates 1/1 with
SAP 20:

-> ethernet-service sap 20 uni 1/1

A UNI port is a customer-facing port on which traffic enters the VLAN Stacking service. When the port is
associated with a service access point, the port is automatically defined as a UNI port and the default
VLAN for the port is changed to a VLAN that is reserved for the VLAN Stacking application.

To delete a UNI port association with a VLAN Stacking SAP, use the no form of the ethernet-service sap
uni command. For example, the following command deletes the association between UNI 1/1 and SAP
20:

-> no ethernet-service sap 20 uni 1/1

When the last SAP association for the port is deleted, the port automatically reverts to a conventional
switchport, and is no longer VLAN Stacking capable.

Consider the following when configuring VLAN Stacking UNI ports:

 All customer traffic received on the UNI port is dropped until customer VLANs (CVLAN) are
associated with the port. See “Configuring the Type of Customer Traffic to Tunnel” on page 10-22.

« If the SAP ID specified with this command is associated with an IPMVLAN, the SAP profile must
specify CVLAN translation. In addition, multicast traffic is not associated with the IPMVLAN until the
UNI port is associated with the IPMVLAN as a receiver port. For more information, see the
“Configuring IP Multicast VLANSs” chapter in this guide.

« A default UNI profile is assigned to the port at the time the port is configured. This profile defines how
control frames received on the UNI ports are processed. By default, GVRP and Spanning Tree frames
are tunneled. All other protocol control frames are dropped.

« To use different profile attribute values, create a profile and associate it with the UNI port. See
“Configuring a UNI Profile” on page 10-25. Each time a profile is assigned to a UNI, the existing
profile is overwritten with the new one.

Use the show ethernet-service nni 12pt-statistics command to display a list of UNI ports and the profile
association for each port.
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Configuring the Type of Customer Traffic to Tunnel

The ethernet-service sap cvlan command is used to associate customer traffic with a VLAN Stacking
service access point (SAP). This command identifies the type of customer traffic received on the SAP UNI
ports that the service processes and tunnels through the SVLAN configured for the service. For example,
the following command specifies that traffic tagged with customer VLAN (CVLAN) 500 is allowed on
UNI ports associated with SAP 20:

-> ethernet-service sap 20 cvlan 500

In this example, customer frames tagged with VLAN ID 500 that are received on SAP 20 UNI ports are
processed by the service to which SAP 20 is associated. This includes applying profile attributes
associated with SAP 20 to the qualifying customer frames. If no other customer traffic is specified for SAP
20, all other frames received on SAP 20 UNI ports are dropped.

In addition to specifying one or more CVLAN:S, it is also possible to specify the following parameters
when using the ethernet-service sap cvlan command:

 all—Specifies that all untagged and tagged frames are accepted on the UNI ports. If this parameter is
combined with a CVLAN ID and bandwidth sharing and rate limiting are enabled for the SAP profile,
then frames tagged with the CVLAN ID are given a higher bandwidth priority than all other frames
received on the port.

« untagged—Specifies that only untagged frames are accepted on the UNI ports. If this parameter is
combined with a CVLAN ID, then all untagged frames plus frames tagged with the CVLAN ID are
accepted on the UNI ports.

For example, the following command specifies that all untagged frames and frames tagged with CVLAN
ID 500 is accepted on UNI ports associated with SAP 20:

-> ethernet-service sap 20 cvlan 500 untagged

Use the no form of the ethernet-service sap cvlan command to delete an association between customer
traffic and a VLAN Stacking SAP. For example, the following command deletes the association between
CVLAN 500 and SAP 20:

-> ethernet-service sap 20 no cvlan 500

When the last customer traffic association is deleted from an SAP, the SAP itself is not automatically
deleted. No traffic is accepted or processed by an SAP in this state, but the SAP ID is still known to the
switch.

Consider the following when configuring the type of customer traffic to tunnel:

 If no customer traffic is associated with a VLAN Stacking SAP, then the SAP does not process any
traffic for the service.

« Only one all or untagged designation is allowed for any given SAP; specifying both for the same SAP
is not allowed.

« Only one untagged designation is allowed per UNI port even if the UNI port is associated with
multiple SAPs.

« Only one all designation is allowed per UNI port even if the UNI port is associated with multiple
SAPs.
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« Associating customer traffic with a service using an IP Multicast VLAN (IPMVLAN) is not allowed.
Use the show ethernet-service command to display the type of customer traffic associated with each
SAP configured for the switch

Configuring a Service Access Point Profile

The ethernet-service sap-profile command is used to create a VLAN Stacking service access point (SAP)
profile. The following command parameters define the traffic engineering attributes that are applied to
customer traffic that is accepted on UNI ports associated with the SAP profile:

Profile Attribute

Command Parameters

Description

Ingress bandwidth
sharing

shared | not shared

Whether ingress bandwidth is shared across UNI
ports and CVLANS.

Ingress rate limiting

ingress-bandwidth

The rate at which customer frames ingress on
UNI ports.

Tri-Color Marking
(TCM)

cir cbs pir pbs

Configures committed and peak information rate
and burst size values to rate limit frames
ingressing on UNI ports.

See Chapter 34, “Configuring QoS,” for details
about configuring TCM.

Double-tag or translate

cvlan | preserve |
translate

Determines if a customer frame is tagged with
the SVLAN ID (double-tag) or the CVLAN ID is
changed to the SVLAN ID (translate) when the
frame is encapsulated for tunneling. Double-tag
is used by default.

Priority mapping

map-inner-to-outer-p |
map-dscp-to-outer-p |
fixed

Determines if the CVLAN (inner tag) 802.1p or
DSCP value is mapped to the SVLAN (outer tag)
802.1p value or if a fixed priority value is used
for the SVLAN 802.1p value. Priority mapping is
set to a fixed rate of zero by default.

A default profile, named “default-sap-profile”, is automatically assigned to the SAP at the time the SAP is
created (see “Configuring a VLAN Stacking Service Access Point” on page 10-20). If the default profile
values are not sufficient, create a profile to specify different attribute values.

The following command provides an example of creating a new SAP profile to specify a different method
for mapping the SVLAN priority value:

-> ethernet-service sap-profile map_pbit priority map-inner-to-outer-p

In this example, the map_pbit profile specifies priority mapping of the CVLAN inner tag 802.1p value to
the SVLAN outer tag value. The other attributes in this profile are set to their default values.
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Configuring SAP profile for Best Effort Service

In order to provision a best effort service that contains only yellow traffic service frames, the ingress
bandwidth service associated to a SAP must have a CIR/CBS of 0 and a PIR/PBS value must be defined.
The CIR/CBS can be set to 0 and saved in the running configuration.

Note. When CIR and CBS is set to 0 and a PIR/PBS value is defined, then it is saved in the running
configuration. Use the show configuration snapshot command to verify whether the SAP profile
configuration is saved in the running configuration.

The ethernet-service sap-profile command is used for this purpose.
If only CIR=0 is entered using the following command,

-> ethernet-service sap-profile Pl shared cir 0O
then the associated ingress configuration is removed.

If CIR=0 and CBS = 0 is entered with the other information (PIR, PBS), the configuration is saved in the
running configuration and the Tri-Color Marking (TCM) policer is set according to the entered parameters.

Ideally the PIR and PBS values must be double the CIR and CBS values. For CBS, the value can be
calculated as below:

Burst-Calculation (CBS In Bits) = CIR * tc (tc = 125 msec) (For every 1/8th second commited burst pack-
ets are sent out)

Commited Burst (CBS) must be in bytes = (CIR * 125msec) bits / (8) (1 byte = 8 bits)

Fox example, if CIR = 20Mbps ; CBS value can be calculated as below:
CBS (in bits) = (20000000 * 125) / 1000 ==> 2500000 (is in Bits)
CBS (in Bytes) = 2500000 / 8 ==> 312 KB; PIR = 40K; PBS = 624K

-> ethernet-service sap-profile Pl shared cir 20k cbs 312K pir 40K pbs 624K

The PIR, PBS values can also be set to 0. If all the values - cir, cbs, pir, and pbs are set to zero, this
configuration is not saved in the sap-profile running configuration. The ingress bandwidth is shared
equally between the traffic ingressing through the ports associated with the SAP profile. For example,

-> ethernet-service sap-profile Pl shared cir Ok cbs OK pir Ok pbs OK

To delete an SAP profile, use the no form of the ethernet-service sap-profile command. For example, the
following command deletes the map_pbit profile:

-> no ethernet-service sap-profile P1

Use the show ethernet-service sap-profile command to view a list of profiles that are already configured
for the switch. This command also displays the attribute values for each profile.
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Associating a Profile with a Service Access Point

After a profile is created, associate the profile with a VLAN Stacking SAP. When VLAN Stacking SAP is
associated to the profile, the current profile associated with an SAP is replaced with the new profile.

The ethernet-service sap sap-profile command is used to associate a new profile with a VLAN Stacking
SAP. For example, the following command associates the map_pbit profile to SAP 20:

-> ethernet-service sap 20 sap-profile map_pbit
Consider the following when associating a profile with a VLAN Stacking SAP:

« To change the profile associated with the SAP back to the default profile, specify “default-sap-profile”
for the profile name. For example:

-> ethernet-service sap 20 sap-profile default-sap-profile

 If the SAP ID specified with this command is associated with an IPMVLAN, the profile associated
with the SAP ID must specify CVLAN tag translation. Double tagging is not supported with
IPMVLAN SAPs that are also associated with a UNI port.

Use the show ethernet-service sap command to display the SAP configuration, which includes the profile
association for each SAP.

Configuring a UNI Profile

The ethernet-service uni-profile command is used to create a VLAN Stacking UNI port profile. The UNI
profile determines how control frames ingressing on UNI ports are processed. For example, the following
command creates a UNI profile to specify that VLAN Stacking must discard GVRP frames:

-> ethernet-service uni-profile discard-gvrp 12-protocol gvrp discard

A default UNI profile, named “default-uni-profile”, is automatically associated with a UNI port. The
default UNI profile specifies how control frames ingressing on the UNI port.

To delete a UNI profile, use the no form of the ethernet-service uni-profile command. For example, the
following command deletes the discard-gvrp profile:

-> no ethernet-service uni-profile discard-gvrp

Use the show ethernet-service uni 12pt-statistics command to view a list of profiles that are already
configured for the switch. This command also displays the attribute values for each profile.

Note. The VLAN Stacking provider edge (PE) switch does not tunnel GVRP frames unless the GVRP
feature and/or GVRP transparent switching functionality is enabled on the PE switch. This is true even if
GVRP processing is enabled for the VLAN Stacking port.
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Configuring Destination MAC Address

The ethernet-service uni-profile command can also be used to configure the destination MAC address of
L2 protocol control packets as they are sent through the provider network. Each protocol has a default
tunnel MAC address or a user specified destination MAC address that can be configured. For example, the
following command configures the VRP protocol to use the configured tunnel MAC address instead of the
default protocol destination MAC address:

-> ethernet-service uni-profile uni_1 I2-protocol vrp mac-tunnel

Associating UNI Profiles with UNI Ports

Create a UNI profile and associate the profile with a UNI port or a UNI link aggregate. When this is done,
the current profile associated with the port is replaced with the new profile.

The ethernet-service uni uni-profile command is used to associate a new profile with a UNI port. For
example, the following command associates the discard-gvrp profile to UNI port 1/1:

-> ethernet-service uni 1/1 uni-profile discard-gvrp

To change the profile associated with the UNI port back to the default profile, specify
default-uni-profile for the profile name. For example:

-> ethernet-service uni 1/1 uni-profile default-uni-profile

Use the show ethernet-service nni I2pt-statistics command to display the profile associations for each
UNI port.

Configuring Custom L2 Protocol

Custom L2 protocol is configured globally. The ethernet-service custom-L2-protocol command is used
to configure a custom L2 protocol entry. For example, the following command creates a custom L2
protocol with the name p1 and MAC address 01:80:¢2:00:11:11 associated to the custom-L2-protocol:

-> ethernet-service custom-L2-protocol pl mac 01:80:c2:00:11:11

The custom L2 protocol can be applied to specific actions (tunnel, MAC-tunnel and discard). The
following table describes the actions that can be associated:

Action Description

Tunnel Tunnels the specified PDU across the provider network without
modifying the MAC address.

MAC-tunnel Changes the destination MAC address to the configured tunnel
MAC address of the UNI profile before forwarding.

Discard Discards the specified PDU.

Based on the configuration the custom L2 protocols are classified as qualified L2 protocols and
unqualified L2 protocols.

The qualified L2 protocols are the custom L2 protocols that are fully defined with an Ether-Type and
optionally a Sub-Type or ssap/dsap. The action can be set to "Tunnel", "Discard” or "Mac-Tunnel".

The unqualified L2 protocols are the custom L2 protocols that are only defined with a Mac-address or
Mac-address with mask. The action can be set to "Tunnel" or "Discard".
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The custom L2 protocol is associated to a UNI profile for specific packet control (Tunnel, MAC-tunnel
and Discard) for proprietary protocol with multicast MAC addresses. To associate a UNI profile to a
specific action use the ethernet-service uni-profile custom-L2-protocol command. For example, the
following command specifies the action “mac-tunnel” to the custom L2 protocol “tunnel-mac-ethertype”
associated to the UNI profile “profilel”:

-> ethernet-service uni-profile profilel custom-L2-protocol
tunnel-mac-ethertype mac-tunnel

Use the show ethernet-service sap command to view the configuration information of the custom-L2-
protocol entry.

Control Protocol Tunneling Frame Statistics

The statistics of tunneling protocols can be viewed using CLI commands. Only port level statistics can be
collected in software. The statistics provided are as follows:

« RX frame statistics at UNI port level: On per port and per protocol basis, this is the number of
frames that are trapped to CPU, number of frames tunneled, dropped, peered and MAC tunneled by the
CPU operation; the source MAC of the last received frame on each port for each protocol.

« TX frame statistics at UNI port level: On per port and per protocol basis, this is the number of frames
that are de-tunneled, and transmitted on UNI port.

¢ RX frame statistics at NNI port level: This is the number of frames that are trapped to CPU per NNI
port, as their destination MAC matches with the configured tunnel MAC address and the number of
frames discarded from the trapped frames.

« RX frame statistics at UNI profile level: This is the number of frames received on all ports bind to a
UNI profile per protocol per UNI profile.

Following subsections describe the statistic types:

UNI port Statistics: The UNI port statistics are collected at software level, that is, statistics of frames
trapped to CPU. The frames are processed by software if frames' action is MAC-tunnel or Peer and/or the
frame cannot be classified in the hardware. Also, the frames received on NNI are processed by software if
they need to be de-tunneled. At this level, the following statistics are collected per port per protocol.

« The number of UNI frames received on UNI ports trapped to CPU.

e The number of UNI frames trapped to CPU for each action such as drop/peer/tunnel-mac/tunnel.
« The number of de-tunneled frames before they are flooded on UNI port.

« The source MAC of the last received frame per protocol per port.

NNI Port Statistics: These statistics provide the details of number of frames trapped on an NNI per port
and the number of frames discarded. The number of frames received on NNI ports and trapped to the
CPU.

The number of frames discarded, this number is the count of frames that do not match any de-tunnel
criteria for the NNI frames that are trapped to CPU.

UNI Profile Statistics: The UNI profile level statistics are collected in hardware, for DROP and
TUNNEL and software for TRAP. Per UNI profile statistics are statistics of all the frames received per
protocol on all the ports bind to a UNI profile. Since these are collected in HW and a protocol in HW is
represented by its IPCL entry, there are cases in which one IPCL entry may represent more than one
protocol. In such cases the statistics displayed represents all the frames that match with the corresponding
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IPCL entry. Along with the number of frames received per protocol, the action taken, that is, the hardware
action configured for the IPCL entry is also shown.

Also, the total number of frames received per UNI profile is also displayed.
In the case of UNI profile, following information is provided:
« Total number of frames received per UNI profile.

« Total number of frames received per protocol, only per IPCL, per UNI profile for hardware treatment
DROP and TUNNEL. For L2 protocols, which have hardware treatment set as TRAP, UNI-profile
statistics will account the software statistics.

« The actual treatment applied in hardware for each L2 protocol.

For more information on the statistic commands see “VLAN Stacking Commands” on page 27-1

Control HW Tunneling

A new feature is introduced to unconditionally forward all MAC tunnel packets irrespective of its UNI
profile as and when required.

This feature can be enabled or disabled using global flag "noMacTunnelFeature" in the AlcatelDe-
bug.cfg file. The feature is functional after reboot. The global tunnel-mac PCL entry is not applied if this
flag is enabled. Therefore, all the tunneled-mac PDUs will be hardware tunneled from NNI.

The flag "noMacTunnelFeature" is set to enable in AlcatelDebug.cfg file using following:
« Debug set noMacTunnelFeature 1

« Reboot the switch after setting the variable in debug file, as the tunnel-mac PCL entry gets applied
during bootup.

Once the system gets rebooted, all the mac-tunnel packets will not be trapped to CPU at NNI and will get
tunneled from hardware.

Warning: When the "noMacTunnelFeature” is enabled, all MAC tunnel packets are tunneled and there is
no check on which protocol it is associated with.
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Configuring MAC-Tunneling for SVLAN

When MAC-tunneling is enabled globally, the Generic Bridge PDU Tunneling (GBPT) frames of the UNI
profile which do not have MAC-tunneling configured are also captured to the CPU and transferred at CPU
rate at the NNI.

In order to avoid the GBPT packets from being rate limited to CPU at the NNI, MAC-tunneling can be
enabled on per SVLAN for a UNI profile. This allows the GBPT packets to be tunneled through hardware
at wire rate and the MAC-tunneled packets are trapped to CPU on a per SVLAN basis. To enable MAC-
tunneling on per SVLAN basis, MAC-tunneling has to be disabled globally.

The following sections describe the various configurations required to activate this functionality.

Global MAC-Tunneling Status

On enabling the MAC-tunneling globally the GBPT frames are trapped to CPU at the NNI. To enable or
disable the MAC-tunneling status globally use the ethernet-service mac-tunneling command. For exam-
ple:

-> ethernet-service mac-tunneling enable

-> ethernet-service mac-tunneling disable

Note. When MAC-tunneling is enabled globally, per SVLAN MAC-tunneling configuration will not be
active.

When MAC-tunneling is disabled globally, the MAC-tunnel status of the SVLANSs configured will be
active.

SVLAN MAC-Tunneling Configuration

The MAC-tunneling can be enabled on per SVLAN for a UNI profile. This allows the GBPT packets to be
tunneled through hardware at wire rate and the MAC-tunneled packets are trapped to CPU on a per
SVLAN basis. To configure the MAC-tunneling on a per SVLAN basis, use the ethernet-service svlan
mac-tunneling command. For example:

-> ethernet-service svlan 1000 mac-tunneling enable name *"VLAN 1000"

-> ethernet-service svlan 1000 mac-tunneling disable name “VLAN 1000"

Note. Maximum four SVLAN can have MAC-tunnel enabled simultaneously.

MAC-tunneling must be disabled globally before MAC-tunneling is enabled on per SVLAN.

To view the status of the MAC-tunnel configured for the SVLAN, use the show vlan command with the
VLAN ID parameter.
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VLAN Stacking Application Examples

The VLAN Stacking feature provides the ability to connect multiple customer sites transparently over a
single shared service provider network. This section provides a sample VLAN Stacking configuration that
tunnels customer VLANSs (CVLAN) inside a service provider VLAN (SVLAN} so that customer traffic is
transparently bridged through a Metropolitan Area Network (MAN).

The following illustration shows the sample VLAN Stacking configuration. In this configuration, the
provider edge bridges encapsulates Customer A traffic (all CVLANS) into SVLAN 100, and Customer B
traffic (CVLAN 10 only) into SVLAN 200. In addition, the CVLAN 10 inner tag priority bit value is
mapped to the SVLAN out tag priority value. The customer traffic is then transparently bridged across the
MAN network and sent out to the destined customer site.

Double-tagging is the encapsulation method used in this application example. This method consists of
appending the SVLAN tag to customer packets ingressing on provider edge UNI ports so that the traffic is
bridged though the provider network SVLAN. The SVLAN tag is then stripped off customer packets
egressing on provider edge UNI ports before the packets are delivered to their destination customer site.

Customer A
Site 2

Customer A
Site 1

All CVLANs All CVLANs

UNI'1/1 & SVLAN 100

PE1 :----------- PE2
INNI 3/1 NNI 3/1 |
> SVLAN 200
UNI 2/1 UNI 2/1
CVLAN 10 CVLAN 10
O
= Customer B Customer B
Site 1 Site 2
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VLAN Stacking Configuration Example

This section provides a tutorial for configuring the sample application, as illustrated on page 10-30, using
VLAN Stacking Ethernet services. This tutorial assumes that both provider edge switches (PE1 and PE2)
are operating in the VLAN Stacking service mode.

1 Configure SVLAN 100 and SVLAN 200 on PE1 and PE2 switches using the ethernet-service
command.

-> ethernet-service svlan 100
-> ethernet-service svlan 200

2 Configure two VLAN Stacking services on PE1 and PE2 using the ethernet-service service-name
command. Configure one service with the name “CustomerA” and the other service with the name
“Customer B”. Assign “CustomerA” service to SVLAN 100 and “CustomerB” service to SVLAN 200.

-> ethernet-service service-name CustomerA svlan 100
-> ethernet-service service-name CustomerB svlan 200

3 C